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Chapter 10
Genetic Classes and Genetic Categories: 
Protecting Genetic Groups Through Data 
Protection Law

Dara Hallinan and Paul de Hert

Abstract Each person shares genetic code with others. Thus, one individual’s 
genome can reveal information about other individuals. When multiple individuals 
share aspects of genetic architecture, they form a ‘genetic group’. From a social and 
legal perspective, two types of genetic group exist: Those which map to social 
groups – ‘genetic classes’ – and those which are perceived through interrogation of 
shared genetic code – ‘genetic categories’. Both of these groups may be seen to have 
legitimate interests affected when data about them are processed. This contribution 
considers if these interests can be effectively protected by the Data Protection 
Regulation. The contribution finds that the Regulation explicitly excludes genetic 
groups only in a relation to a limited number of provisions. Yet, the contribution also 
finds that the use of the Regulation to protect genetic groups would raise significant 
technical and substantial problems. In light of these problems, the contribution sug-
gests a way forward based around guidance and ex ante oversight.
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10.1  Introduction

Increasing amounts of information can be extracted from human biological sam-
ples. Samples can be subjected to a sequencing process to produce genomic data – 
raw genetic data. In turn, this genomic data can be analysed to extract meaning 
about an individual’s current, or future, physical, psychological and even social 
traits.

However, whilst each individual’s genome is unique, this uniqueness is relative 
and each person may expect to share much of their genetic code with others. This 
means that when a genetic sample is extracted from one individual, it can also be 
used to produce information about others. When a group of individuals share genetic 
architecture, these individuals collectively might be thought of as a ‘genetic group’.

It has been established that the extraction and use of genetic information may 
pose a significant risk to the privacy rights of the individual from whom the biologi-
cal sample was extracted. The European Court of Human Rights, for example, in the 
Marper case, observed the ‘intrinsically private character [of DNA]’ (European 
Court of Human Rights 2008, §104). However there are also arguments that a sepa-
rate set of privacy interests may be at risk: those relating to genetic groups.

Certain genetic groups may map to recognised social groups – for clarity, these 
will be referred to as ‘genetic classes’ throughout the article. Such groups might be 
argued to possess privacy interests by virtue of themselves being autonomous and 
self-determined entities. Other genetic groups, however, can only be perceived 
through the interrogation of shared genetic code and do not map to socially recog-
nised groups – these will be referred to as ‘genetic categories’. Nevertheless, each 
member of such a genetic category can be affected by processing related to the 
category. Therefore a collective interest can be seen to exist in how the category as 
a whole is treated.

The idea of genetic groups having privacy interests might come across as strange. 
However, we might recall the highly controversial history of sorting and judgments 
of groups of individuals based on biology, or inheritance. Learning from the lessons 
of the past, is it surprising that norms of behaviour toward genetic groups might 
exist? If not, then why should these norms not receive legal recognition?

Data protection law is the area of law which elaborates how legitimate interests 
in data processing are to be protected. This area of law has recently undergone 
reform. The currently applicable current overarching instrument – Directive 95/46 – 
will be replaced by the General Data Protection Regulation when it comes into force 
in 2018. If the argument that genetic groups also have interests engaged by data 
processing are taken seriously, then it would make sense to look to data protection 
law as an area of law through which these interests could be taken into account.

However, modern data protection law has developed with the protection of the 
individual in mind. The idea of protecting genetic groups is novel and their inclu-
sion as a subject of data protection has been little considered. Nevertheless, data 
protection law has been designed to be flexible and to adapt to novel phenomena in 
data processing.
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This contribution considers whether the protection outlined by the Data 
Protection Regulation might be extended to include genetic groups. It then consid-
ers what the consequences and problems of such an extension might be. Finally, 
taking both the opportunities and problems identified into account, it proposes a 
way forward.

The contribution begins with a brief explanation of genetics, the way in which 
genetic architecture might be shared and the different types of genetic group which 
might be recognised (Sects. 10.2 and 10.3).

It continues with a consideration of the logic behind recognising genetic groups 
as legitimate interest holders and as objects of legal protection (Sect. 10.4). The 
justification for genetic classes and genetic categories are considered separately.

Next, data protection law – and in particular the Data Protection Regulation – is 
explained. The regulatory approach followed by the Regulation is briefly outlined, 
as are the four mechanisms it takes to protecting interests in data – advance check-
ing; organisational, procedural and technical obligations; data subject rights; over-
sight, compliant and redress (Sect. 10.5).

The possibility to include genetic groups as a subject of protection within each 
of these mechanisms is then considered (Sects. 10.6, 10.7, 10.8 and 10.9). 
Interestingly, a clear legislative obstruction to including genetic groups as subjects 
of protection only appears in relation to ‘data subject’ rights. Even this obstruction 
could be removed with a relatively small (and not unprecedented) alteration to one 
of the concepts used in the Regulation – the concept of the ‘data subject’.

However, the contribution goes on to observe that including genetic groups as 
subjects of protection would not be unproblematic (Sect. 10.10). First, there are 
legal technical issues which would need to be resolved before the framework laid 
out by the Regulation would be functional in relation to genetic groups. Second, 
without careful consideration as to how to include genetic groups as rights holders, 
this would likely come at an unfair cost to other parties whose interests in the pro-
cessing of data have hitherto been recognised – data subjects and data controllers.

Finally, considering both the opportunities, and the problems, discussed in previ-
ous sections, we consider a possible approach moving forward (Sect. 10.11). We 
advocate a soft approach. On the basis of guidance from the European level inter-
pretation body, we suggest that the initial focus of protection should be on the ex 
ante checking mechanisms. Processing affecting genetic groups would thus be 
made transparent. On the basis of the information generated, Data Protection 
Authorities could then decide on applicable, relevant and proportionate protection 
for groups on a case by case basis. From here, jurisprudence related to genetic 
groups may develop from which more general rules may emerge.

10 Genetic Classes and Genetic Categories: Protecting Genetic Groups Through Data…

l.e.m.taylor@uvt.nl



178

10.2  A Brief Introduction to Genetics, Shared Genetics 
and Genetic Groups

Living organisms are understood to pass instructions for their own replication from 
generation to generation (Hartl and Ruvolo 2012). The genetic code is one of the 
most important biological media for the transfer of such instructions. This is con-
tained within the DNA molecule in each cell of an organism (Aubret et al. 2004; 
Beisson 2008). The code consists of a chain consisting of four types of chemical – 
in the case of the human genome this chain is 3.2 billion letters long. The order of 
the chemicals and their position on the chain defines what affect they will have on 
the function of the cell – and therefore on the organism as a whole (Nomper 2005).

Genetic data is information which relates to this genetic code. Generally speak-
ing, there are two types of genetic data, each of which can be read from the other. 
First, there is information about what a specific genetic code is (the genetic code for 
eye colour – genotype). Second, there is information as to what a specific architec-
ture signifies (the resulting eye colour – phenotype). Each of these types of informa-
tion can be known on an abstract level – for example, it is known that a mutation on 
the HEXA gene plays a role in Tay-Sachs disease.1 They can also be applied to 
produce information on an individual level – for example, if it is known that John’s 
genome displays a mutation in the HEXA gene, it is known that John possesses the 
genetic architecture corresponding to Tay-Sachs disease.2

Genetically influenced traits can vary broadly in form. It has been demonstrated 
that genetic code can be influential in defining certain physical characteristics (Rees 
2003). It has also been proposed that it can define psychological, behavioural or 
social characteristics – although the strength of this connection is highly disputed 
(Rouvroy 2008). Genetically influenced traits may already have manifested at the 
moment of analysis of the genome. However, the genome may also give indications 
as to characteristics which may emerge in future (Article 29 Data Protection 
Working Party 2004).

Each individual’s genome is unique. First, genes are subject to random muta-
tions. Second, each individual will receive a history of such specificity from both 
father and mother – each parent will also have had a unique genome. In turn, each 
individual’s genome is completely inalienable. It cannot be transferred or faked. 
Accordingly, whenever an individual’s genetic data is interrogated to produce infor-
mation, that information, by nature, is revelatory about that individual.

However, human reproduction is also a process of copying (it would not be called 
reproduction otherwise). Despite small variations, genetic information is passed 
down from one generation to the next with remarkable stability. Accordingly, from 

1 http://www.geneticseducation.nhs.uk/genetic-conditions-54/710-tay-sachs-disease-new. (Last 
consulted 27.05.2015).
2 Further observations may be made from this genetic information. Tay-Sachs is particularly preva-
lent in the Ashkenazi Jewish population. If I know that John has the architecture related to Tay-
Sachs, I might also assume that there is an above average chance that he is of Ashkenazi Jewish 
descent.
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one individual’s genetics, knowledge about how specific genes are passed down 
from parent to offspring can be used to extrapolate information about family mem-
bers. The closer the blood relation, the more shared genetic architecture might be 
expected (Nuffield Council of Bioethics 2007).

Such extrapolation also works beyond the ‘genetic family’ as normally under-
stood in social terms. The genetic family is nested within a number of broader sets 
of group with shared inheritance. For example, a family may also belong to a spe-
cific ethnic group, or come from a certain geographical area. Members of the family 
will thus share genetic architecture with other individuals with the same heritage. 
The genetic groups an individual belongs to can be observed at an ever expanding 
size until, eventually, the whole human race is encompassed (Lowe 2001).

Equally, aspects of genetic architecture might not need to be linked with inheri-
tance to be held in common. For example, a specific single mutation may be visible 
across a number of people who would not normally be regarded to share a common 
heritage. For example, two sufferers of Huntington’s Chorea may have completely 
different genetic backgrounds, yet would share the genetic architecture relevant to 
Huntington’s disease sufferers.

When genetic architecture is shared across multiple individuals, this shared 
architecture is a commonality which can be used to classify these individuals as a 
‘genetic group’.

10.3  Two Types of Genetic Group: ‘Genetic Classes’ 
and ‘Genetic Categories’

There are any number of groups which can be perceived through shared genetic 
architecture. However, when perceived through a social or legal frame, some signifi-
cant delineations emerge. Through a social or legal fame, two significant types of 
genetic group can be observed. For clarity, we will refer to the first type of group as 
a ‘genetic class’ and the second type of group as a ‘genetic category’. The term 
‘genetic group’ will be used as an umbrella term to refer to both.

Genetic classes map to easily recognised social groups. For example, ethnic 
groups or groups of sufferers of certain diseases – for example, sufferers of Down 
Syndrome.3 Indeed, many genetic classes which may now be perceived through a 
genetic lens would claim to have existed long before advances in genetics allowed 
their genetic characterisation. These genetic classes will thus share the characteris-
tics associated with other types of social, or even political, group. Members of such 
classes are likely to be aware of their status as a member of the class. They will be 
aware of what being a class member means to them, and to their lives and accord-
ingly, may have particular desires which result from this membership. In turn, they 
are likely to know the other members of that class (or at least be able to get in con-

3 http://www.downs-syndrome.org.uk/. (Last consulted 27.05.2015).

10 Genetic Classes and Genetic Categories: Protecting Genetic Groups Through Data…
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tact with, or find out about them). Through the communication of class members, a 
group identity may be established, as may the elaboration of common positions on 
matters of importance to the class. Certain such classes have found it useful to orga-
nise themselves and to establish communal decision making structures and channels 
of communication. Indeed, many such classes have found it useful to formalize 
aspects of the class in law – for example, representative organisations for certain 
ethnic minorities.

Genetic categories, however, have no independent social existence – although 
this may change with time as the significance of certain types of genetic architecture 
comes into clearer focus. For example, certain individuals may possess genetic 
architecture associated with predispositions – for example to disease or types of 
behaviour. Genetic categories have much in common with the algorithmic groups 
discussed elsewhere in this volume. Members of genetic categories may have no 
idea that they possess the relevant architecture placing them in a genetic category. 
They will unlikely be aware of other category members – not least as these other 
members may themselves be unaware of their category membership. In turn, cate-
gory members may not have felt any impacts from their possession of the  architecture 
in question. They may therefore have no sense of the consequence of their member-
ship of the category. Without the ability to understand one’s own category member-
ship and the significance of this membership, and without the ability to share this 
experience with others, the genetic category will lack collective personality, identity 
or opinion. Such categories will lack organisational, decision making or communi-
cations structures.

It has long been established that the extraction and use of genetic information 
may pose a significant risk to the rights and interests of the individual from whom 
the biological sample was extracted (European Court of Human Rights 2008, §104). 
However data processing does not always need to focus on the individual. Indeed, 
in many cases, it is the group to which the individual belongs which is the focus of 
processing. When genetic groups are the focus of processing, a separate set of inter-
ests might be argued to be relevant alongside individual interests – those relating to 
groups themselves. Accordingly, the group might be recognised as a separate sub-
ject of legal protection.

10.4  Genetic Groups, Legitimate Interests and Legal 
Protection

In relation to genetic classes, an individual’s identity is tightly tied up with the 
social groups that individual is part of. Accordingly, the autonomous existence of 
such groups is essential for the individual to be able to freely develop his or her 
personality in association with others. In turn, such groups play important social 
and political roles in society – indeed they are essential for the pluralism at the core 
of a democratic society (European Court of Human Rights 2005, §100). With this, 
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these groups can be regarded to occupy a social space between the individual on the 
one hand, and society as a whole on the other. Such groups might thus be regarded, 
to a certain extent, as ‘autonomous units’ within society (Raab 2012). Indeed, they 
may be seen to have histories, identities, cultures and intentions which extend even 
beyond their temporary membership. The social existence of genetic classes places 
them within this category. With the recognition that such groups might be entitled 
to a degree of autonomy, a parallel recognition that they may have a claim to a 
degree of self-determination emerges (Laurie 2002). If data processing can impact 
an individual’s right to self-determination, or can harm an individual, then compa-
rable claims might be made on behalf of genetic classes.

Accordingly, it follows that genetic classes might have some claim over how data 
relating to them is processed. There is a small, but growing, body of legal and juris-
prudential recognition for this position. Article 10 of the UNESCO Universal 
Declaration on the Human Genome and Human Rights states that: ‘No research or 
research applications concerning the human genome… should prevail over respect 
for the human rights, fundamental freedoms and human dignity of individuals or, 
where applicable, of groups of people’ (UNESCO 1997, §10). The Article 29 
Working Party state that developments in the understanding of genetics may mean 
a ‘legally relevant social group can be said to have come into existence – namely, 
the biological group’ (Article 29 Data Protection Working Party 2004). In the 
Havasupai case, the Havasupai Indian Tribe argued that the class possessed digni-
tary interests which could be impacted through certain unconsented-to uses of 
members of the group’s genetic information (Van Assche et al. 2013).

It is harder to justify a claim that genetic categories can have interests. If indi-
viduals do not know they are members of a category, how can a category be seen to 
have any desires, how can it be harmed – what would its interests be? Nevertheless, 
each individual member of a genetic category has an interest in the effects of genetic 
data processing on him or her. When genetic data relating to a genetic category is 
processed, each individual member of that category is thus potentially affected 
(European Court of Human Rights 2008, §104). On the one hand, this concern 
could be boiled down to a set of individual interests in not being harmed based on 
category membership. On the other hand, it has been observed that this is a highly 
‘atomistic ontology’ and that the phenomena of processing on the level of catego-
ries of individuals might not be possible to deal with at the level of the single indi-
vidual (Floridi 2014). An expedient response might be to recognise a collective 
interest on the level of the genetic category. The members of the category, taken 
together, can be seen to have a collective interest in how data relating to the category 
is processed and how that category is treated. As the category cannot itself commu-
nicate, recognising genetic categories as holding interests could be compared to 
recognising an incapax as holding interests (Beyleveld and Brownsword 2007). 
Thus, responsibility for category protection would always need to be delegated to an 
external party.

The fear that individual rights could be adversely affected through the use of 
genetic data related to groups has been reflected in certain genetic non- discrimination 
legislation. For example, the Council of Europe’s Additional Protocol to the 
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Convention on Human Rights and Biomedicine, concerning Genetic Testing for 
Health Purposes states, in Article 4, that: ‘Any form of discrimination against a 
person, either as an individual or as a member of a group on grounds of his or her 
genetic heritage is prohibited’ (Council of Europe 2005, §4).

Whilst the idea of genetic groups as interest holders might seem odd, it should be 
recalled that the act of grouping and judging individuals according to perceived 
biological characteristics has a long and highly controversial history. The example 
which comes most prominently to mind is the horrific treatment of Jews, and others 
regarded as of inferior biology, by the Nazi regime in Germany. However, eugenics 
programmes, in one form or another, existed prior to the Nazis and have existed 
since. Indeed, the painful legacy of such ideas remains in modern society. For exam-
ple, accusations of eugenics are often brought forward in the heated debates about 
pre-natal screening programmes and the legitimacy of terminating ‘abnormal’ preg-
nancies.4 Learning from the lessons of the past, is it so strange that society should 
have rules related to acts dealing with such groups?

10.5  Data Protection Law and the Forthcoming Data 
Protection Regulation

Data protection law is the area of law outlining when data may be processed and 
under which conditions.

The current piece of legislation elaborating European data protection law is 
Directive 95/46 (European Parliament and European Council 1995). However, 
owing to changes in the technological and legal background to the Directive, its 
relevance and suitability came  increasingly into question. Accordingly, 3 years ago, 
a process of reform of data protection law was started and in January 2012, the 
Commission released the proposed General Data Protection Regulation – the 
replacement to Directive 95/46 (European Commission 2012). The legislative pro-
cess is now complete. The Regulation was adopted in 2016 and will enter into force 
in 2018.

The Regulation’s scope extends to processing done in a wide range of contexts 
and by a wide range of actors. However, it only applies when the ‘personal data’ of 
a ‘data subject’ is processed. The Regulation specifically lists genetic data as per-
sonal data. Indeed the Regulation specifically defines genetic data as ‘sensitive 
data’, thereby making its processing subject to a stricter regime of protection. Whilst 
the Regulation does not apply to anonymous data, we believe – and have argued 
elsewhere – that it will rarely make sense to consider genetic data as anonymised 
(Hallinan et al. 2013).5 Accordingly, genetic data should always be regarded as ‘per-

4 For a full discussion of eugenics to the present day see: Bashford and Levine 2010.
5 We argue that, due to the uniquely individual nature of each genome, it is very difficult to claim 
any genetic data is anonymous.
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sonal data’. Therefore, whenever genetic data are processed, the Regulation will 
apply.

The aim of the Regulation is dual. First, in each instance of data processing, there 
are legitimate rights and interests which should be taken into account. The Regulation 
aims to provide a procedure through which these interests can be taken into account 
and any conflict of interests can be resolved (De Hert 2009). On the one hand, indi-
viduals have rights, such as the right to privacy and to not be unfairly discriminated 
against, which can be affected by data processing. The Regulation aims to function 
as a system to make processing transparent to data subjects and to give them certain 
rights over their data. On the other hand, third parties – such as genetic researchers – 
need to process personal data in the pursuit of their own legitimate interests and 
these may, on occasion, override individuals’ interests. Second, the Regulation aims 
to harmonize applicable data protection law in the EU.6

In relation to genetic data, the Regulation can be seen to employ four mecha-
nisms which, together, aim to provide a procedure through which interests can be 
adequately taken into account and interest conflicts can be resolved.

 1. Proposed processing of genetic data should be subject to an impact assessment, 
declared to, and checked in advance by, a supervisory authority.

 2. Whenever personal data are processed, the data controller is subject to proce-
dural, technical and organisational rules as to when and how data might be 
processed.

 3. The data subject is granted a set of rights in relation to their personal data – 
including (in certain situations) the right to be asked for consent and a set of 
rights revolving around being informed about the processing of their data.

 4. Finally, the Regulation provides for independent oversight of whether the provi-
sions have been followed and for complaint and redress when they have not.

If genetic groups are seen to have legitimate interests to be protected, then data 
protection law would be a logical area of law to consider to carry the legislative 
burden of balancing these interests against other legitimate interests.

However, the idea of genetic groups as a focus of data protection law is novel. 
The Regulation – as with its predecessor the Directive – was drafted on the pre-
sumption that the individual, and individual rights, were the primary target of pro-
tection. Although data protection may seem like a – if not the – logical legal area of 
law through which to protect genetic groups’ interests in the processing of genetic 
data, this is no guarantee that the Regulation will be a suitable instrument for this 
purpose.

In answering the question of suitability, the first question must be: Under which 
of the above mechanisms could genetic groups be included and under which would 
they be excluded?

6 A Regulation is a specific type of legal instrument which is directly applicable in all EU states. 
This instrument is to be opposed to a Directive. Directives require transposition into national law. 
In the case of the Data Protection Directive, the divergence in national transpositions caused sig-
nificant legal fragmentation.
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10.6  1st Data Protection Mechanism: Advance Checking

As genetic data are regarded as ‘sensitive’ in the Regulation, they have been con-
firmed as data whose processing poses a particularly high risk to fundamental rights 
(Article 29 Data Protection Working Party 2011). Advance checking mechanisms 
are conceived of as legitimacy and proportionality controls and as mechanisms 
which allow harm mitigation in advance. Accordingly, when processing which may 
be particularly harmful is proposed, advance checking mechanisms become increas-
ingly important and this processing is subject to increased scrutiny.

There are two forms of advance checking mechanism which are prominent in 
current data protection legal thought and which are required by the Regulation when 
sensitive data are processed. The first, and the more recent, is the Data Protection 
Impact Assessment (DPIA). The second is the obligation to consult with, and 
receive prior authorisation from, the appropriate Data Protection Authority.

The DPIA is a structured instrument an organisation planning to process per-
sonal data may use internally to analyse a potential processing operation. The 
instrument allows consideration of the proposed operation both in terms of its legiti-
macy under data protection law and in light of the broader harms it may cause. On 
the basis of the analysis conducted in the DPIA, the organisation might then take 
measures to address any identified issues. There is, in principle, no reason that the 
consideration of impact in a DPIA must be limited to one type of impact, or impact 
on one type of rights holder. In fact, some of the latest impact assessment method-
ologies with relevance for data processing have specifically included a consider-
ation of both individuals and groups in their approach (Wright et al. 2014).7 If 
genetic groups, of either type, can be seen to have legitimate interests in the process-
ing of data, there is no reason that impacts on them could not be taken into account 
in a DPIA.8

The prior consultation and authorisation mechanism already exists in the 
Directive and is maintained in the Regulation. In this mechanism, the Data Protection 
Authority (DPA) is informed of the proposed processing. The DPA may then make 
a judgment as to whether, and if so under which conditions, the proposed processing 
might go ahead. This engages the Data Protection Authority as the body responsible 
for the application and enforcement of data protection law – i.e. they will evaluate 
the proposed processing in light of the requirements of data protection law. It also 
engages the DPA as the body responsible for more general oversight of data pro-
cessing and the harms which might stem from data processing – i.e. as a proportion-
ality mechanism. Accordingly, prior consultation and authorisation, by necessity, 
includes discretion on the part of Data Protection Authorities to deal with novel 
phenomena arising around data processing. The interests of genetic groups repre-

7 See for example the methodology outlined by the SAPIENT Project: Wright et al. 2014.
8 The Regulation recognises the necessity to take a broad approach to impacts, and to potentially 
affected parties, when conducting a DPIA. For example, Article 35(1) elaborates a DPIA is neces-
sary when processing is ‘likely to result in a high risk to the rights and freedoms of natural per-
sons’ – not just to data subjects.
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sent such a phenomenon. Whilst they have not done so up to now, there is no reason 
that Data Protection Authorities could not use this discretion to take the interests of 
genetic groups, of either type, into account when consulting on and authorising 
processing operations.9

10.7  2nd Data Protection Mechanism: Organisational, 
Technical and Procedural Obligations

The Regulation lays out a number of obligations on the controller related to the 
conditions under which personal data might be processed. Broadly speaking, these 
obligations can be sorted into two types. First, data controllers are obliged to follow 
certain data processing principles. Second, data controllers are obliged to engage in 
data processing management practises.

The data processing principles which must be followed have a long history, 
stretching back to OECD privacy principles first outlined in 1980. Indeed, since 
then, the principles have been subject to only relatively minor change. The Directive 
outlined 5 main principles, each of which has been retained in the Regulation. Data 
must be10:

 1. processed lawfully, fairly and in a transparent manner (to the data subject)
 2. collected for specified, explicit and legitimate purposes
 3. adequate, relevant, and limited to the minimum necessary in relation to the pur-

poses for which they are processed
 4. kept accurate and kept up to date
 5. kept in a form which permits identification of data subjects for no longer than is 

necessary for the purposes [of processing].

There are only very few of these principles whose application is restricted to one, 
or one type of interested party (see principle 1, for example). The majority of these 
principles place obligations on the data controller without linking them to any spe-
cific concept of rights holder. There is thus no obstruction to including genetic 
groups, of either type, as the focus of these obligations. For example, there is no 
reason that data could not be kept accurate and up to date in relation to both indi-
viduals to whom they relate and to the genetic groups to whom they relate.

9 The Regulation states that processing operations which result in the identification of a ‘high risk’ 
by a DPIA and whose risk has not subsequently been mitigated are also subject to the relevant Data 
Protection Authority’s (DPA) prior authorisation and consultation – Article 36. The purpose of the 
impact assessment procedure is thus partially to provide relevant information for the supervisory 
authority related to the risks implied in an act of processing. If genetic groups were to be recog-
nised as important in the assessment phase, this would mean they would also be important for a 
DPA when conducting a prior check and granting authorisation.
10 These obligations are predominantly laid out in Article 5
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Data processing management obligations aim to ensure that interests which can 
be affected by data processing are taken into account at each significant phase of a 
processing operation.11 This includes consideration of interests in the phases prior 
to those involving actual data processing – for example, in the design phase with the 
principle ‘data protection by design and default’ – as well as in the systems – organ-
isational and technical – which support data processing. Once again, data process-
ing management principles are not linked to one type of rights holder. There is no 
reason, for example, that appropriate technical and organisational security measures 
could not be designed taking into account that a processing operation could pose a 
risk to both individuals and genetic groups.

10.8  3rd Data Protection Mechanism: Data Subject Rights

In the Regulation, the key parameter describing the legislator’s concept of relevant 
rights holder is the concept of the ‘data subject’. The ‘data subject’ concept, despite 
some criticism, has been retained from the Directive and is central to the framework 
outlined by the Regulation. The data subject has a set of rights relating to control 
over their data – for example, the right to consent to data processing. They also have 
a set of rights relating to transparency – for example, the right to be given informa-
tion about processing. If a person or entity cannot qualify as a ‘data subject’ they 
cannot hold any of these rights.

The decisive qualification of the concept of ‘data subject’ in relation to genetic 
groups, is that a ‘data subject’ must be a ‘natural person’.12 Whilst it is true that the 
legal incorporation of a genetic class may qualify as a legal person, it is impossible 
for any group to qualify as a natural person.

The situation under the Regulation is thus cut and dried. However, a small 
amendment to the concept of ‘data subject’ would allow the inclusion of a broader 
range of entities as rights holders. The inclusion of genetic categories as rights hold-
ers – as ‘data subjects’ – is a non-starter. The concept of the ‘data subject’ is bound 
up with rights which require self-awareness and the ability to understand and com-
municate. However, the idea of giving genetic classes the status of rights holders 
deserves greater consideration. Indeed, there is historical precedent for the recogni-
tion of organised groups as ‘data subjects’. Bygrave comments on the lack of dis-
tinction very early data protection laws drew between incorporated collective 
entities such as businesses and NGOs, and individuals (Bygrave 2002).

11 These obligations are predominantly laid out in Chapter IV
12 For clarification of the concepts of ‘data subject’ and ‘personal data’, see: Article 29 Data 
Protection Working Party 2007. See also Article 4(1) of the Regulation
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10.9  4th Data Protection Mechanism: Oversight, Complaint 
and Redress

Oversight, complaint and redress mechanisms require the presence of something to 
oversee, to complain about and to redress. They do not exist independently of other 
provisions in the Regulation. In relation to these mechanisms, three questions might 
be asked: (1) What can be overseen and investigated? (2) Who can complain? (3) 
About what can complaints be made?

The DPA has the responsibility to oversee compliance with the Regulation as 
well as to investigate complaints. If genetic groups were to be recognised as holders 
of legitimate interests and to be entitled to certain protection under data protection 
law – for example, that should be considered in an assessment procedure or as enti-
ties to which obligations should be owed – the DPA could investigate whether obli-
gations had been adequately observed. In data protection law, the power of a DPA 
to oversee and investigate has never been dependant on the registering of a com-
plaint. This was the case in the Directive and remains the case in the Regulation. 
This is particularly significant in relation to the protection of genetic categories. The 
lack of communicative ability means that genetic categories are unlikely to be in a 
position to protect their own interests and to lodge complaints. Accordingly, to 
make sure any obligations owed to them were being properly observed, an indepen-
dent body tasked with their protection would be necessary. With independent over-
sight and investigation power, the Data Protection Authority is in the position to 
fulfil this function.13

Once it has been established that group interests are to be protected, it is a short 
step to conclude that relevant groups should also have standing to lodge complaints 
with a DPA and beyond this, a right to a judicial remedy. The Regulation already 
foresees two circumstances in which groups could complain to a DPA or seek a 
judicial remedy: first, when legally constituted organisations have been mandated 
by a data subject; second, if Member State legislation allow legally constituted 
organisations to complain without the mandate of a data subject.14 Accordingly, in 
the case of genetic classes, complaints could already be lodged on behalf of the 
class by a legally constituted representative body mandated by any member of that 
class who qualified as a data subject. In the case of a genetic category, provided a 
single data subject could be found, or a Member State exception was present, com-
plaints could be lodged by organisations which are not constituted by the group 
itself, but which have a relevant interest in the category receiving protection. For 
example, it would not be unimaginable that an NGO dealing with genetic discrimi-
nation could lodge a complaint on behalf of a genetic category.

13 The Regulation outlines the power to monitor and enforce data protection and to investigate on a 
Data Protection Authority’s own volition, or on the basis of a complaint. See Article 58.
14 See Article 80 of the Regulation. In relation to ensuring that the provisions of the Regulation are 
followed and that the oversight and complaint function has an impact, Article 58 outlines broad 
sanctioning powers for the DPA. Article 83 then set out that breaches of the Regulation are associ-
ated with potentially heavy financially penalties which can be levied by Data Protection Authorities.
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Currently, the Regulation limits the subject of the complaint and redress mecha-
nisms to violations of ‘data subject’ rights. With this language, complaints could not 
be made relating to any form of ‘group’ interest detached from the interests of indi-
vidual data subjects. This could be easily changed – and would need to be – 
should relevant mechanisms be recognised to also apply to genetic groups. However, 
in the Regulation, there is no obstacle to a group lodging a complaint or judicial 
process on behalf of multiple data subjects simultaneously.15 On the one hand, such 
an approach is not a substitute for the recognition of ‘group rights’ – the group 
itself, as opposed to its constituent members, is not the subject of the action. On the 
other hand, however, such an approach could allow a form of collective remedy to 
be sought – although there are still questions as to when and how such approach 
might be used (De Hert and Galetta 2015). Such an approach could, in some cases, 
function as a proxy for the direct protection of group interests.

In summary, there are few obstacles in the Regulation to the inclusion of genetic 
groups as subjects of protection. The one notable exception being the restrictive 
concept of ‘data subject’ which excludes all but ‘natural persons’. However, with a 
small amendment, this obstacle could be cleared.

However, just because the Regulation has few impediments to including genetic 
groups as subjects of protection, does not mean that they should automatically be 
included. Accordingly, a second question might be asked: Would there be any prob-
lems associated with including genetic groups as a focus of protection?

10.10  Problems with Extending the Data Protection 
Regulation to Genetic Groups

In the first instance, we see three legal technical issues to using the Regulation as a 
framework for the protection of genetic groups. On top of this, we would like to 
point out a compelling substantial concern regarding genetic groups as being owed 
obligations, or as being rights holders, under the Regulation. Despite the apparent 
severity of the objections we point out, we do see a way forward, and this will be 
elaborated in the section following this one.

First, for legislation to be practically functional, it requires clarity rationae 
personae. In relation to the individual, concepts of ‘data subject’ and ‘personal data’ 
have served to provide this clarity. These clarify who the subject of protection is, 
and when there is sufficient link between them and data processing to engage their 
interests and qualify them for protection. To make the Regulation functional in rela-
tion to genetic groups, a clear rationae personae for these groups would thus also 
be necessary. For example, in relation to the effective conduct of a DPIA which took 
groups into account, the controller would need to know which genetic groups to 
consider.

15 See Article 80

D. Hallinan and P. de Hert

l.e.m.taylor@uvt.nl



189

However, there are a huge number of genetic groups which could be recognised 
in any single genetic sample. Indeed, this number is subject to fluctuation as genetic 
science develops and human characteristics are found to be (or not to be) genetically 
influenced. Furthermore, as discussed above, each genetic group is nested within a 
number of other possible genetic groups. Eventually, any genetic information 
extracted from an individual could be used to inform judgments about all other 
humans, and in turn all genetic groups (Juengst 1998). It would be impossible for a 
data controller to take all groups into account. The link between an individual data 
subject and their personal data was established on the basis whether the data could 
identify him or her.16 Such an approach would be irrelevant in relation to genetic 
groups. Alternative guidelines would be needed to establish inclusion and exclu-
sion. Although some research projects have sought to develop methodologies which 
take algorithmic groups into account – for example, the SAPIENT project  considered 
groups constructed by smart surveillance algorithms – there are currently no guide-
lines available which coherently identify relevant and non-relevant genetic groups 
(Wright et al. 2014).

Second, each mechanism in the Regulation is populated by concepts and defini-
tions. Most of these have been taken on from the Directive and accordingly, their 
meaning and application has already been refined through time and use. However, 
this refinement has been done in relation to the concept of the individual as the rel-
evant interest holder. It is not a certainty that these interpretations will remain rele-
vant when the interest holder is a genetic group.

We might take the principle that data should be accurate and kept up to date as an 
example. It has been regarded as relatively easy to apply in relation to individual 
personal data. The Information Commissioner’s Office in the UK links accuracy to 
the representation data makes of a fact that either is, or isn’t, true for an individual. 
They state: ‘It will usually be obvious whether information is accurate or not’.17 But 
the idea that such facts are easily definable in relation to genetic groups, or that they 
will be easily recognisable as true or false is questionable. What would accuracy 
mean in relation to genetic group data? Would it be a reference to the accuracy of 
the original data sets collected from individual group members, or would it refer to 
results of judgments referring to the group as a whole, or perhaps both? In turn, 
what would it mean to keep data about a group ‘up to date’? The consistency of a 
genetic groups is likely to change over time. For example, some members will die, 
others will be born. Equally, there will be scientific changes in the understanding of 
the nature of a certain genetic group – for example the association of two previously 
unrelated areas of the genome as relevant to a disease. This will also serve to change 
the consistency of the group. Would keeping data about a group up to date mean 
adding and subtracting samples and genomic data to reflect changing understanding 
of the group?

16 For a discussion of identifiability and how data must relate to a person, see: Article 29 Data 
Protection Working Party 2007.
17 See: https://ico.org.uk/for-organisations/guide-to-data-protection/principle-4-accuracy/. (Last 
consulted 27.05.2015).
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Finally, we have observed that genetic groups could be owed obligations (in 
Sect. 10.7) and that genetic classes could be included as rights holders with a small 
alteration in the concept of ‘data subject’ (in Sect. 10.8). However, data protection 
law, as outlined in the Directive and the Regulation, has aimed to resolve the interest 
conflicts in data processing between one data subject and one data controller. It is 
around this bilateral relationship that the allocation of rights and obligations in the 
Regulation has been shaped.

Recognising genetic groups as subjects of protection – either in terms of being 
owed obligations or as being rights holders – would create a new dynamic. There 
would now be three types of interest to take into account in any processing opera-
tion. Indeed, as genetic groups are nested within one another, it is not hard to imag-
ine that processing operations could throw up multiple genetic groups with interests 
to be taken into account (Greely 2001). This would create new forms of interest 
conflict. The original conflict of interests between controller and individual ‘data 
subject’ would remain but three new forms of conflicting interests would also come 
into view: first, between ‘individual data subject’ and genetic group(s); second, 
between data controller and genetic group(s); third, between relevant genetic 
groups. From a legal technical perspective, the current Regulation lacks the com-
plexity to deal with this new dynamic. For example, let us imagine that the concept 
of ‘data subject’ were to be extended to genetic classes. Under the current Regulation, 
consent would thus presumably be required from both the source individual, and 
from any relevant genetic class. If all agreed that processing should go ahead, there 
would be no problem. But if the individual gave consent, but the class refused (or 
one class refused and another consented) there would need to be a process laid out 
for deciding how to move forward (Taylor 2012). I.e. a process for deciding whose 
interest should be overridden. The Regulation does not provide this.

Following from the above legal technical obstacles, there is a compelling sub-
stantial objection to simply dropping genetic groups into the Regulation’s current 
system of rights and obligations.

The balance between the individual and the data controller struck by the 
Regulation is the result of decades of legislative evolution. Within this period, the 
consequences of different types of processing technologies have been carefully 
observed and considered, as have the societal principles which they may affect and 
the competing interests they may serve (Kosta 2013). If genetic groups were simply 
to be added as a subject of protection without further consideration, they would 
occupy a role comparable to that the individual currently occupies. The data con-
troller would thus need to discharge obligations to multiple parties. This might 
impose a heavy burden – financially and organisationally – on the data controller. 
Where data subject rights were engaged, the data subject would be put in a position 
where the possibility to enjoy their rights could be obstructed by the genetic groups 
to which they belong – the tyranny of the genetic group would be a real 
possibility.

This seems an undesirable scenario. There remain few sectors – medical research 
and in exceptional cases in law enforcement – in which genetic data is routinely 
used to make judgments about groups. There is no European jurisprudence related 
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to genetic groups (or indeed, with certain notable exceptions, much related to the 
processing of genetic data in general). Consideration of the issue of group rights in 
genetics remains – in Europe at least – largely theoretical. In short, there is currently 
little evidence to suggest that genetic groups’ interests should be valued in the same 
way as the individual’s (Taylor 2012). Just because an interest may be recognised, 
does not mean that it is equivalent to all other interests.

In summary, the Data Protection Regulation provides the facility for comprehen-
sive protection for both types of genetic group. However, a blunt and unconsidered 
extension of protection is likely to cause a number of problems. Both the processing 
of genetic data and the issue of group protection are novel phenomena. Proportionate 
solutions to such novel phenomena are unlikely to arise from unsubtle top-down 
approaches.

10.11  Moving Forward

Given that it would be problematic to simply extend the same protection to groups 
as enjoyed by individuals, alternative approaches must be considered. The first 
option would be to do nothing and to maintain the current status quo. Considering 
the lack of jurisprudential consideration the issue of the genetic groups has received, 
doing nothing would not be catastrophic. However, we believe that the arguments 
which have been put forward about genetic groups having interests are strong 
enough to be taken seriously. This is particularly true in light of the history of 
genetic profiling. Doing nothing would be equivalent to ignoring these arguments 
and this would be short-sighted. Accordingly, we believe a second approach – a 
middle-way – to be preferable. This approach offers a working solution to the first 
technical problem we observed. It then offers an approach through which the other 
two technical problems, and the substantial problem, can be engaged with – if not 
immediately solved.

There has been an explosion in the scale of processing of genetic data in the last 
few years. Despite this, there has been relatively little consideration of the issue of 
genetic groups by bodies responsible for guidance and interpretation of data protec-
tion law. The Article 29 Working Party last considered the issue of genetic data in 
2004. In this consideration, they specifically mentioned the communal nature of 
genetic data – for example in their recognition that a ‘legally relevant social group 
can be said to have come into existence – namely, the biological group’. A first step 
is thus to re-raise awareness of the issues connected with the processing of genetic 
data as well as the communal nature of this data. Accordingly, it would be advis-
able, for the European Data Protection Board – as the successor to the Article 29 
Working Party, outlined by the Regulation – to revisit the issue.18

The first thing such guidance would need to address is the issue of inclusion and 
exclusion of genetic groups as subjects of consideration in data processing. As we 

18 See Article 68 of the Regulation.
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have already clarified, it is not relevant to use approaches to individual rationae 
personae in relation to genetic groups. Not least, as genetic groups are nested within 
countless other genetic groups. A tentative alternative to a content-based approach 
might be to focus on the aim of processing. For example, if research was being done 
on mutations in the HEXA gene, then those with that mutation could be regarded as 
the relevant group, and all other genetic groups could be excluded as non-relevant.

Following a clarification of which groups might be relevant in relation to a pro-
cessing operation, guidance could outline an approach to protection. Guidance 
should take care to avoid the technical and substantive problems listed in the previ-
ous section associated with genetic groups being owed obligations or being rights 
holders. This can be done by initially focussing on the ex ante checking and control 
mechanisms. As an impact assessment needs to be conducted whenever genetic data 
are processed, the additional consideration of whether genetic groups are a target of 
processing in an assessment would not place a large burden on data controllers and 
would have no impact on data subjects. In turn, the assessment procedure is not 
legally binding, nor is it attached to owing genetic groups specific obligations or 
granting them rights.

If guidance were to elaborate the inclusion of impacts on genetic groups as sub-
ject matter for DPIAs, information would be generated related to groups in each 
case in which genetic data were to be processed. On the basis of this information, 
the responsible local DPA would thus be in the position to consider each case on its 
merits. In some cases, genetic groups might need protection; in other cases this may 
not be wise. In each case, the Data Protection Authority might use their discretion 
as to whether, how, and which data protection mechanisms might apply. This discre-
tion would allow a bespoke adaptation of the meaning of concepts and definitions in 
specific, concrete instances – for example, a clarification of the concept of ‘accu-
racy’. It would also allow a mix-and-match approach to the application of mecha-
nisms (or aspects of mechanisms) so as not to disproportionately interfere with the 
existing rights of controllers or data subjects.

Over time, DPAs consideration of cases may create jurisprudence around when 
and how genetic groups should be protected through data protection law. Out of this 
bottom-up jurisprudence, more general principles may slowly be distilled.

10.12  Conclusion

In this contribution it has been observed that individuals might be grouped accord-
ing to shared genetics and that these groups might be seen to have legitimate inter-
ests engaged when data related to them is processed. Two types of genetic group 
were identified, the genetic class – which maps to an already recognised social 
group – and the genetic category – a genetic group identifiable only through mem-
bers’ shared genetics.

If genetic groups are seen to have legitimate interests to be protected, then data 
protection is one area of law we might look at to carry some of the legislative burden 

D. Hallinan and P. de Hert

l.e.m.taylor@uvt.nl



193

of balancing these interests against other legitimate interests. In the future, the Data 
Protection Regulation will be the key instrument elaborating data protection law. 
Accordingly, this contribution has considered: first, whether the Regulation has the 
facility to accommodate the protection of genetic groups; second, what conse-
quences including genetic groups as subjects of protection would have; third, based 
on the opportunities and problems isolated, what a proportionate approach moving 
forward might look like.

It was observed that the Regulation employs four mechanisms to protect interests 
which might be impacted by processing

 1. Advance checking
 2. Data controller obligations
 3. Data subject rights
 4. Ex post checking and recourse

The contribution first considered how far both types of genetic group could be 
considered as subjects of protection under each mechanism. Interestingly – espe-
cially considering how much has been made of the highly individualistic focus of 
the Regulation – many of the mechanisms could easily be extended to protect both 
forms of genetic group.

The advance checking mechanisms – DPIA and DPA consultation and authorisa-
tion – are flexible, open ended mechanisms. They do not need to be tied to a specific 
type of rights holder. With the relevant consideration, these could easily be extended 
to include consideration of both genetic classes and genetic categories.

The same is true for data controller obligations. Only a limited number of these 
must be owed to one, or one type of, rights holder. The obligation to hold data 
securely, for example, could as easily be owed to an individual data subject, relevant 
genetic classes and relevant genetic categories. Indeed, there is no reason it might 
not be owed to all simultaneously.

Giving genetic groups rights, on the other hand, is somewhat more complicated. 
In the first instance, genetic categories have no ability to communicate and therefore 
are not subjects to whom actionable rights can be given. Although genetic classes 
may constitute potentially rights-holding entities, the Regulation continues to rely 
on the concept of data subject to define rights holders. As only natural persons can 
be data subjects, even genetic classes are excluded.

Finally, ex post checking and recourse mechanisms become relevant only when 
there is something to check and to claim recourse in relation to. To rely on these 
mechanisms, recognition for groups’ interests and how data protection law served 
to protect them would already need to have been clarified. However, should this 
happen, there is no objection to including either type of groups’ interests as the 
subject of protection. In particular, the ability of the DPA to investigate without a 
complaint being filed could serve to protect both genetic classes and genetic 
categories.

However, simply because the Regulation can apply to genetic groups, does not 
mean it should. The contribution considered the consequences of including genetic 
groups as subjects of protection and revealed a number of awkward problems.
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First, the concept of the scope of the Regulation materiae personae as it applies 
to the individual, does not easily translate to the genetic group. In any instance of 
genetic data processing, countless groups might be recognized as relevant. New 
criteria would be required to clarify what a genetic group is, and which groups to 
include and exclude as subjects of protection.

Second, the definitions and concepts populating the Regulation have been devel-
oped with the individual in mind and may also need some clarification to be appli-
cable to genetic groups – for example, what would the principle of data accuracy 
mean in relation to data about a genetic group?

Third, the set of rights and obligations laid out by the Regulation have been 
designed as a process to resolve a bilateral interest conflict. Including genetic groups 
would throw up a multilateral interest conflict. The Regulation lacks the facility to 
reconcile such a conflict.

Finally, we observe that including genetic groups in the current system of rights 
and obligations without further consideration would be to falsely equate the value 
of the interests of the group and the individual data subject.

It would thus be problematic to simply apply the Regulation to genetic groups as 
well as individuals. However, doing nothing ignores that there are good arguments 
supporting the suggestion that genetic groups can have interests.

A middle ground is needed in which these arguments are taken seriously, but 
problems related to overregulation through a top-down approach are avoided. 
Accordingly, we propose an approach based on guidance and case-by-case consid-
eration. This is a soft approach but a proportionate one.

A first step would be for the European Data Protection Board, to revisit the issue 
of genetic data, this time including a consideration of genetic groups. This guidance 
could raise awareness of the issue of genetic groups and provide an approach which 
could be followed Europe wide.

The guidance could begin by outlining when a genetic group might be regarded 
as having interests to be taken into account. We have suggested that the traditional 
approach to establishing a link between ‘data subject’ and ‘personal data’ may not 
be effective. Instead, perhaps an approach based on processing intention might be 
considered.

An approach to protection might then be outlined. We believe this approach 
should focus on the ex ante checking mechanisms – DPIA, Data protection Authority 
prior checking and consultation.

On the basis of information generated through the DPIA procedure, the relevant 
DPA would then have discretionary power to consider whether, which and how 
mechanisms should apply to protect groups in concrete cases. Over time, out of the 
jurisprudence created by DPAs’ consideration of specific cases, more general prin-
ciples might be distilled.
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Chapter 11
Do Groups Have a Right to Protect Their 
Group Interest in Privacy and Should They? 
Peeling the Onion of Rights and Interests 
Protected Under Article 8 ECHR

Bart van der Sloot

Abstract Privacy is perhaps the most elusive of all human rights – difficult to define, 
dependent for its meaning on context, epoch, person and culture and contested ever 
since it was first formulated. One of the reasons is that privacy is at the same time 
both the most individual and the most general, the most personal and the most abstract 
of all human rights. The right to privacy under the ECHR originates in the doctrine 
simply prohibiting states to abuse their powers. Consequently, a right to complain 
about the abuse of power was granted not only to individuals, but also to legal per-
sons, groups and states, as the value at stake with privacy violations was a societal 
interest. Gradually, under the interpretation of the ECtHR, the right to privacy has 
become more and more focused on natural persons and individual interests, so that 
groups and legal persons are in principle denied a right to complain under Article 8 
ECHR. This paradigm has functioned relatively well for decades as most privacy 
violations were targeted at specific individuals. However, under the current techno-
logical paradigm, often referred to as big data, the threats to privacy increasingly do 
not materialize on an individual level, but on a general or group level. Should groups 
then be allowed to invoke a right to privacy to protect their own interest?

Keywords Group privacy • Legal persons • Privacy • Data protection • Rights • 
Interests
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