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EXECUTIVE SUMMARY 
 

The EXIT Europe project aims at establishing local exit programs across the continent, while resorting 

to a multi-agency approach. The exit intervention - based on a therapeutic process lead by two 

practitioners – require the balancing of fundamental rights and ethical principles: the client’s right to 

privacy and data protection as well as his freedom of expression are but ones of the legal notions at 

stake, given the general interest to guide some opinions and acts into legal modes of operation within 

the framework of democracy. 

The present deliverable offers a methodology which assures observance of the ARTES framework both 

in the research conducted by the EXIT Europe Consortium and in the final product of the local exit 

programs. To this end, the purpose of this deliverable is to outline in broad terms the legal and ethical 

principles that will apply to the following impact assessment. Subsequently, in order to ascertain whether 

these principles will be met, a number of questions will be asked to each consortium partner and used 

to produce the “EXIT Europe Impact Assessment Report” in Activity 6.3 of WP6 as well as to ensure 

the continuous legal/ethical monitoring and review of Activity 6.4 of WP6.  
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INTRODUCTION 
 

This deliverable constitutes the first stage of the data protection and legal framework outlined in Work 

Package 6. Its role within that context is to describe in broad terms the legal and ethical principles that 

will apply to the EXIT Europe project.  

These requirements will be used in WP.6.3 to create the ARTES Impact Assessment and its following 

report and in WP.6.4 to provide the continuous legal/ethical monitoring and review. Furthermore, the 

same requirements will be later clarified with the other consortium partners through a questionnaire, a 

workshop and a specific chapter of the core training manual, respectively provided in WP.6.3 and 

WP.2.1. 

Considering the increasing risk of radicalization in Europe, what is urgently needed is to further develop 

a common infrastructure to intervene against all forms of violent extremisms.  

To this end, the EXIT Europe project aims at establishing local exit programs across the continent using 

a multi-agency approach.  

This approach requires all local teams composed of experienced exit practitioners to liaise and exchange 

with statutory security and law enforcement agencies; to cooperate with social services; and to involve 

formative evaluators. Consortium partners are also required to adopt a collaborative approach sharing 

their findings internally and externally with their community-based network, in order to disseminate 

their successes and mistakes to be replicated or avoided elsewhere.  

In particular, following successful entrance into the exit program, a diverse team of two practitioners 

work with one client for a time span of a ½ year-1 ½ years; whilst further meetings are held with family 

members and social context individuals. These interventions are monitored through 

consultancy/formative evaluation and supervision. 

Therefore, the ARTES framework will enable the EXIT Europe settings to respect the legal and ethical 

principles at stake, which are proper of the European Union legacy and whose possible breach might 

affect clients of exit programs.  

Indeed, the Authenticity, Respect, Truthfulness, Equity and Social Responsibility requirements are 

included and developed in every section of this deliverable; in short, it may be highlighted how 

Authenticity is linked to the principle of lawfulness, Respect to the share responsibility of multi-agency 

work, Truthfulness to confidentiality, Equity to fairness and transparency, Social Responsibility to 

acceptability, reintegration and non-discrimination. 

Before concluding, it should be remembered that the purpose of exit programs is to stop the process of 

violent extremism. In this regard, the main concern is to guarantee fundamental rights and freedom of 

clients, while likewise recognizing the collective need to guide some opinions and acts into legal modes 
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of operation within the framework of democracy1. As the Danish Aarhus model, the EXIT Europe 

project is about neither ideology, nor stigmatizing groups of individuals; it deals with behaviours and 

activism which are regarded as unlawful. 

The deliverable is divided as follows: 

Section 1 deals with privacy and data protection as the core fundamental rights, which are applicable to 

EXIT Europe. In particular, all the most relevant provisions of the Regulation (EU) 2016/679 on the 

protection of natural persons with regard to the processing of personal data and on the free movement 

of such data2 – both in terms of rights and obligations – are expounded. Section 2 looks at how freedom 

of expression is reflected in exit work, considering its possible limitation and connection with client’s 

opinions. Section 3 analyses ethical principles, which might be affected by the therapeutic process and 

are related to the specific needs of clients, the requirements for the exit intervention and principles of 

social acceptance. Section 4 tries to provide a study of the existing best practices on the processing of 

personal data in an inter-agency scenario. 

  

                                                        
1 Bertelsen Preben, Danish Preventive Measures and De-radicalisation Strategies: The Aarhus Model, in 

„Panorama. Insights into Asian and European Affairs”, 2015, No. 1, p. 241 
2 Available at: https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng 
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1 The Legal Framework on Privacy And Data Protection 
 
This section provides a brief overview of the notions of privacy and data protection, which play a key 

role in the EXIT Europe project. It deals with the legal concepts of privacy and data protection from a 

human rights perspective, as well as their appearance and development in European legislations. 

Although the project aims at developing local exit programs to fight the spread of violent extremism, 

the benefits of using the personal data of participants should be counterbalanced with the need to protect 

their rights. Consequently, the therapeutic process is required to ensure the participants’ fundamental 

right to privacy and data protection - as expounded below - and to respect their freedom of expression 

as well as ensuring compliance with the ethical framework outlined in Sections 2 and 3. 

1.1 Privacy and Data Protection as Fundamental Rights 

In 1890, Samuel Warren and Louis Brandeis wrote an article entitled “The Right to Privacy3”, which 

was aimed at its obtaining legal recognition. Many academics have agreed on regarding this paper as 

the foundation of a new field of law; however, there is no single accepted definition to date4 and the 

right to privacy might be considered, inter alia, as the right to: 

 “be let alone”, in order “to live one’s life as one chooses, free from assault, intrusion or 

invasion except as they can be justified by the clear needs of community living under a 

government of law5”; 

 “a limited access to the self”, as the chance to keep everyone’s affair to him/herself and to 

decide for him/herself to what extent they shall be the subject of public observation and 

discussion6; 

 “secrecy”, as “the individual interest in avoiding disclosure of personal matters7”; 

 “control over personal information”; 

 “personhood”, in terms of protection related to “those attributes of an individual which are 

irreducible in the selfhood8”; and/or 

 “intimacy” in order to let everyone build relationships based on dissimilar degrees of self-

revelation9.  

                                                        
3 Warren Samuel D. & Brandeis Louis D., “The Right to Privacy”, in Harvard Law Review, 1890, Vol. 4, No. 5, 

pp. 193-220 
4 Post Robert C., „Three Concepts of Privacy”, in Faculty Scholarship Series, 2001, Paper 185 
5 Katz v. United States (1967), in Solove Daniel J., „Understanding Privacy”, Cambridge Massachusetts: Harvard 

University Press, 2008, p. 2 (Chapter 2) 
6 Solove Daniel J., „Understanding Privacy”, cit., p. 3 
7 Whalen v. Roe (1977), in Solove Daniel J., „Understanding Privacy”, cit., p. 5 
8 Solove Daniel J., „Understanding Privacy”, cit., p. 9 
9 Solove Daniel J., „Understanding Privacy”, cit., p.12 



EXIT Europe D.6.1 – Data Protection and Legal Framework  10 

 

 
 

Despite the lack of a specific definition, the right to privacy has soon entered into the catalogue of 

fundamental rights, so that it can already be found in Article 12 of the Universal Declaration of Human 

Rights (1948), which provides: “[n]o one shall be subjected to arbitrary interference with his privacy, 

family, home or correspondence, nor to attacks upon his honour and reputation. Everyone has the right 

to the protection of the law against such interference or attacks” and later included in Article 17 of the 

International Covenant on Civil and Political Rights (1966). Similarly, in 1950, Article 8 of the European 

Convention on Human Rights deems that  

“[e]veryone has the right to respect for his private and family life, his home and his 

correspondence. There shall be no interference by a public authority with the exercise of this 

right except such as is in accordance with the law and is necessary in a democratic society in 

the interests of national security, public safety or the economic well-being of the country, for 

the prevention of disorder or crime, for the protection of health or morals, or for the protection 

of the rights and freedoms of others”. 

 

At the time of adoption of the key legal instruments, the information society was far from coming into 

existence; nonetheless, the development of technology soon started presenting new risks to the right to 

privacy. As a result, a fresh notion emerged, known in some jurisdictions as “informational privacy” 

and in others as “the right to informational self-determination”10; such a distinction led to the creation 

of a new legal concept: the fundamental right to personal data protection. 

Both the right to privacy and the right to protection of personal data strive to protect similar values, i.e. 

a human dignity which ensures every individual to freely develop his/her personality within a personal 

and autonomous sphere. On the other hand, the two rights differ in their formulation and scope: the right 

to privacy involves a general prohibition of interference, subject to some restrictions laid down through 

general clauses; instead, the right to data protection is an active one, putting in place a system of checks 

and balances to protect individuals whenever their personal data are processed11. 

To date, whilst there is no literal distinction made between the two concepts in Article 8 ECHR and 

emerging principles must be derived from the case law of the European Court of Human Rights, the 

Charter of Fundamental Rights of the European Union provides a formal distinction between privacy 

and data protection, enshrined respectively in Articles 7 and 8. Article 7 establishes everyone’s right “to 

respect for his or her private and family, life, home and communications”; instead, Article 8.1 says that 

“everyone has the right to the protection of personal data concerning him or her”. 

The protection of privacy and data protection represents only one of the duties States should try to fulfil; 

consequently, such rights are not absolute per se and might be proportionally balanced with other 

                                                        
10 European Union Agency for Fundamental Rights and Council of Europe, „Handbook on European Data 

Protection Law”, Luxembourg: Publications Office of the European Union, 2018, p. 18 
11 Ivi, p. 19 
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competing interests and freedoms, as provided for in both Article 52 of the Charter and Article 8.2 (see 

Section 1.3.7). 

This interference in the individual’s right to privacy is of relevance to the exit work, where conduct and 

ideas - which are outside the law - are subject to a process of disengagement and rehabilitation. Thus, 

the client’s self-determination is meant to be shaped and guided on grounds of public concern, even if 

every therapeutic process starts through voluntary self-engagement and a mutual understanding of the 

reasons behind the intervention. 

Similarly, the right to data protection might be limited in order to provide the best practices in exit work 

across Europe. As already said, a local multi-agency approach as well as a practitioners’ network are 

required to make the therapeutic process as effective as possible; consequently, information related to 

clients might need to be shared, supposed that all the requirements outlined in Section 1 are met. 

1.2 Data Protection Law In Europe 

In Europe, data protection is based on two systems: the Council of Europe and the European Union. 

Recital no. 105 of the GDPR provides:  

“Apart from the international commitments the third country or international organisation has 

entered into, the Commission should take account of obligations arising from the third country's 

or international organisation's participation in multilateral or regional systems in particular in 

relation to the protection of personal data, as well as the implementation of such obligations. 

In particular, the third country's accession to the Council of Europe Convention of 28 January 

1981 for the Protection of Individuals with regard to the Automatic Processing of Personal Data 

and its Additional Protocol should be taken into account. The Commission should consult the 

Board when assessing the level of protection in third countries or international organisations.”  

These two systems are elaborated in detail below. 

1.2.1 The Council of Europe 

The right to personal data protection is provided by Article 8 ECHR, which ensures the right to respect 

for private and family life, home and correspondence and likewise lays down the conditions for possible 

restrictions. Besides, in 1981, the Council of Europe Convention no. 108 for the protection of individuals 

with regard to automatic processing of personal data12 was adopted and open also to States which are 

outside Europe. All EU Member States have ratified this Convention; in 1999 amendments were 

proposed to allow the EU to become a party, but never entered into force. 

The Convention applies to both private and public sectors, including the judiciary and law enforcement 

authorities.  

                                                        
12 Available at: https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/108 
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It aims to protect individuals against abuses linked to the processing of personal data, while also trying 

to regulate their transborder flows. To this end, the processing of personal data must respect a fair and 

lawful collection and, excluding proper legal safeguards, the one concerning sensitive data is not 

allowed.  

In addition, the Convention attributes rights to the individual - such as the right to have the data corrected 

- and lays down possible restrictions on grounds of overriding public interests. 

1.2.2 The European Union 

Provisions relating to data protection can be found both in primary and secondary law of the EU. The 

former refers to the EU treaties and represents general principles and commitments, which often serve 

as cornerstones for more precise legislative and judicial initiatives. The latter refers to the 

abovementioned legislative initiatives – such as Regulations and Directives – and represents more 

complex and detailed, binding provisions that can be applied in a wide range of circumstances.  

The most important elements of this framework are emphasized in detail below. 

1.2.2.1 Data Protection in Primary EU Law 

Originally the Charter of Fundamental Rights was a political document, becoming legally binding as 

EU primary law when the Lisbon Treaty came into force in 2009.  

Article 8 of the Charter deems:  

“1. Everyone has the right to the protection of personal data concerning him or her. 

2. Such data must be processed fairly for specified purposes and on the basis of the consent of 

the person concerned or some other legitimate basis laid down by law. Everyone has the right 

of access to data which has been collected concerning him or her, and the right to have it 

rectified. 

3. Compliance with these rules shall be subject to control by an independent authority”. 

 As a fundamental right, both the EU and the Member States must guarantee and respect it on grounds 

of Article 51 of the Charter. 

Additionally, Article 16 TFEU provides a legal basis, enabling the EU to be competent on data 

protection matters; whilst the CJEU has jurisdiction in determining whether or not Member States are 

in compliance with EU data protection law. 

1.2.2.2 Data Protection in Secondary EU Law 

The EU has taken countless specific legislative initiatives concerning data protection. Most of these are 

in a form of a directives, which have been implemented into national law, while allowing Member States 

to choose their means to this end.  

Currently the most important legal instruments are: 
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 Regulation 2016/679/EU of the European Parliament and of the Council of 27 April 2016 on 

the protection of natural persons with regard to the processing of personal data and on the free 

movement of such data; 

 Directive 2016/680/EU of the European Parliament and of the Council of 27 April 2016 on the 

protection of natural persons with regard to the processing of personal data by competent 

authorities for the purposes of the prevention, investigation, detection or prosecution of criminal 

offences or the execution of criminal penalties, and on the free movement of such data; 

 Directive 95/46/EC of the European Parliament and the Council of 24 October 1995 on the 

protection of individuals with regard to the processing of personal data and on the free 

movement of such data; 

 Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 

concerning the processing of personal data and the protection of privacy in the electronic 

communications sector, as amended by Directive 2009/136/EC of the European Parliament and 

of the Council of 25 November 2009 amending Directive 2002/22/EC on universal service and 

users’ rights relating to electronic communications networks and services, Directive 

2002/58/EC concerning the processing of personal data and the protection of privacy in the 

electronic communications sector and Regulation 2006/2004/EC on cooperation between 

national authorities responsible for the enforcement of consumer protection laws; 

 Council Framework Decision No. 2008/977/JHA of 27 November 2008 on the protection of 

personal data processed in the framework of police and judicial cooperation in criminal matters; 

 Regulation No. 45/2001/EC of the European Parliament and of the Council of 18 December 

2000 on the protection of individuals with regard to the processing of personal data by the 

Community institutions and bodies and on the free movement of such data. 

Eventually, it is worthy of notice the opinions expressed by the Article 29 Data Protection Working 

Party. Made up of a representative from each Member State’s national data protection authority, the 

European Data Protection Supervisor and the European Commission, this body gives expert advices 

regarding data protection, and promotes common application of the Data Protection Directive. Starting 

2018 such an expertise has been attributed to the European Data Protection Board. 

1.3 Principles, Rights And Obligations In EU Data Protection Law 

The above-mentioned EU data protection framework becomes applicable in EXIT Europe whenever the 

data subjects will become identifiable through or with the collected data regardless of the timeframe of 

the exit process13.  

                                                        
13 Given the exit worker’s evaluation in WP5, the whole data protection framework is also applicable with regard 

to them and must be respected by the external evaluators. 
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In this case, the consortium should take into consideration a number of requirements. 

1.3.1 Definitions in EU data protection law 

For the better understanding of the EU data protection framework, there are some core definitions which 

are enshrined in Article 4 GDPR: 

 Personal data: any information relating to an identified or identifiable natural person; 

 Data subject: any natural person whose personal data is being processed; 

 Data controller: a natural or legal person who, alone or jointly, determines the purposes and 

means of processing; 

 Data processor: a natural or legal person who processes personal data on behalf on the 

controller; 

 Processing: any operation or set of operations which is performed on personal data or on sets 

of personal data, whether or not by automated means - such as collection, recording, 

organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure 

by transmission, dissemination or otherwise making available, alignment or combination, 

restriction, erasure or destruction. 

1.3.2 Principles of the processing of personal and sensitive data 

Article 1.2 GDPR lays down as objective “the fundamental rights and freedoms of natural persons, and 

in particular their right to the protection of personal data”.  

The main principles of data protection law must be applied in any instances of data processing – where 

the GDPR is applicable - and will be relevant to EXIT Europe, especially in relation to the storage and 

sharing of data collected through the therapeutic process. 

These principles are: 

 Lawfulness, fairness and transparency of processing: lawful processing requires the data 

subject’s consent or another legitimate ground provided in Article 6.1 GDPR and outlined in 

Subsection 1.3.3. In terms of fairness and transparency, the data subject should be able to know 

what information has been collected about him/her, the purpose of its use, who can access and 

use it, how to gain access to information collected about him/her, and how to control who has 

access to it. To this end, data controllers should be clearly identified and be able to respond to 

every request. Controllers must also inform data subjects before the processing of their personal 

data about the main components of the processing (e.g. purpose of processing, identity and 

address of the controller, etc.); 

 Data minimisation and purpose limitation: any processing of personal data must be done for 

a specific purpose, which is defined in advance and to whom only purposes that are compatible 

can be added; exceptions to the latter rule are provided in Article 5.1 (b) GDPR and amount to 
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archiving in the public interest, scientific or historical research and statistical purposes. On the 

other hand, the data minimization principle requires that data processing must be limited to what 

is necessary to achieve a legitimate aim in terms of content and means;  

 Accuracy of data: data must be adequate, up to date, relevant and not excessive for the purposes 

for which it is collected. Irrelevant data must not be collected and if it has been collected it must 

be discarded. These key principles have also been codified at constitutional level by Article 8 

of the Charter, which states that personal data “must be processed fairly for specific purposes 

and on the basis of the consent of the person concerned or some other legitimate basis laid down 

by law”; 

 Storage limitation: in principle, data should be kept in a form which allows data subjects’ 

identification for no longer than is necessary for the aims for which data were collected or for 

which they are further processed. Where possible data should be anonymized; 

 Data security: appropriate technical and organisational measures should be taken into 

consideration when personal data is processed in order to ensure the security of the personal 

data, including protection against unauthorised or unlawful processing and against accidental 

loss, destruction or damage. 

Controllers can facilitate compliance with this requirement in various way, which include: 

o recording processing activities and making them available to the supervisory authority 

upon request; 

o in certain situations, designating a data protection officer, who is involved in all issues 

relating to personal data protection; 

o undertaking data protection impact assessment for types of processing likely to result 

in a high risk to the rights and freedoms of natural persons; 

o ensuring data protection by design and by default; 

o implementing modalities and procedures for the exercise of the rights of the data 

subjects; 

o adhering to approved codes of conduct or certification mechanism. 14 

1.3.3 Legitimate basis for processing: a focus on consent 

On grounds of Article 6 GDPR, personal data should be processed for one of the following reasons: 

 Freely given, specific and informed consent of the data subject; 

 Performance of a contract to which data subject is a party; 

 Compliance with the legal duties of the controller; 

 Protection of the vital interests of the data subject; 

                                                        
14 European Union Agency for Fundamental Rights and Council of Europe, „Handbook on European Data 

Protection Law”, cit., p. 135 
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 Activity carried out in the public interest or exercise of official authority; 

 Legitimate interest pursued by the data controller, as long as it is not overridden by the 

interests or the fundamental rights of the data subjects. 

As the EXIT Europe project will likely process personal data based on the consent of the data subject - 

or his/her representative -, this section provides a more detailed explanation, with special attention to 

the consent to process either personal or sensitive data. 

 

Consent as a legal basis of processing personal data has three building blocks: 

 Data subject must give his consent freely, without undue pressure. The consent is freely given 

if the data subject is able to exercise a real choice and there is no risk of deception, intimidation, 

coercion or significant negative consequences if he/she does not consent15; 

 Data subject must have sufficient information before taking a decision; the language used must 

be clear and understandable and the consequences of not giving consent must be included as 

well; 

 The consent must be specific, given in unambiguous terms and related to the reasonable 

expectations of an average data subject. There ought to be no reasonable doubt that the data 

subject wanted to convey his/her agreement to allow the processing of data. 

As outlined in Section 1.3.8, when personal data of minors are processed on grounds of consent, such 

processing will be lawful, supposed that consent is given or authorized by the holder of parental 

responsibility over the child. 

1.3.4 Processing of special categories of personal data 

Sensitive data is a category of data for which stricter requirements apply in terms of the legal basis that 

is necessary, considering the risks that their disclosure or misuse might procure.  

For this reason, Article 9.1 GDPR prohibits “processing of personal data revealing racial or ethnic 

origin, political opinions, religious or philosophical beliefs, or trade-union membership, and the 

processing of genetic data, biometric data for the purpose of uniquely identifying a natural person, data 

concerning health or data concerning a natural person's sex life or sexual orientation.” In addition, the 

processing of medical data must abide by the fundamental principles of data protection, notably data 

minimisation, described above. 

                                                        
15 Article 29 Data Protection Working Party, ”Guidelines on Consent under Regulation 2016/679”, 2017, available 

at: 

https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=3&ved=2ahUKEwioo_3iuJDhAhUOMe

wKHUSFD7IQFjACegQIARAC&url=https%3A%2F%2Fec.europa.eu%2Fnewsroom%2Fjust%2Fdocument.cf

m%3Fdoc_id%3D48849&usg=AOvVaw2uxSr9EM9PoaVUeMH9Uk0a [last access: 14.03.2019] 

https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=3&ved=2ahUKEwioo_3iuJDhAhUOMewKHUSFD7IQFjACegQIARAC&url=https%3A%2F%2Fec.europa.eu%2Fnewsroom%2Fjust%2Fdocument.cfm%3Fdoc_id%3D48849&usg=AOvVaw2uxSr9EM9PoaVUeMH9Uk0a
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=3&ved=2ahUKEwioo_3iuJDhAhUOMewKHUSFD7IQFjACegQIARAC&url=https%3A%2F%2Fec.europa.eu%2Fnewsroom%2Fjust%2Fdocument.cfm%3Fdoc_id%3D48849&usg=AOvVaw2uxSr9EM9PoaVUeMH9Uk0a
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=3&ved=2ahUKEwioo_3iuJDhAhUOMewKHUSFD7IQFjACegQIARAC&url=https%3A%2F%2Fec.europa.eu%2Fnewsroom%2Fjust%2Fdocument.cfm%3Fdoc_id%3D48849&usg=AOvVaw2uxSr9EM9PoaVUeMH9Uk0a
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As derogations to the general prohibition rule exist, they must be construed in a narrow fashion and 

applied strictly.16 The most important ones relating to EXIT Europe are highlighted below: 

 Explicit consent: a derogation from the ban on the processing of personal medical data is 

allowed where “the data subject has given his explicit consent to the processing of those 

data”17. On grounds of Article 4(11) GDPR, consent is defined as “any freely given, specific, 

informed and unambiguous indication of the data subject's wishes by which he or she, by a 

statement or by a clear affirmative action, signifies agreement to the processing of personal 

data relating to him or her”. Consent can therefore constitute a justification for the processing 

of sensitive data and, in order to be valid, must be freely given and contain specific and 

informed indication of the data subject’s wishes. In addition to that, the processing that a person 

gives consent to must respect the principles of data processing, in primis data minimisation. 

This is what is known as opt-in. Explicit consent must be traceable; thus, a proof must be kept, 

and it is given usually in written form.  

In EXIT Europe the use of explicit consent of the data subjects as a legal basis to process 

sensitive data will have a pivotal role as personal or sensitive data of clients are processed based 

on their consent; 

 Processing of data by health professionals: Article 9.2(h) GDPR allows the processing of 

sensitive data, whenever it “is necessary for the purposes of preventive or occupational 

medicine, for the assessment of the working capacity of the employee, medical diagnosis, the 

provision of health or social care or treatment or the management of health or social care systems 

and services on the basis of union or member state law or pursuant to contract with a health 

professional and subject to the conditions and safeguards referred to in paragraph 3”. Therefore, 

further processing which is not required for directly providing such services, e.g. Medical 

research, subsequent reimbursement of costs by a sickness insurance scheme, or the pursuit of 

pecuniary claims, are excluded. The terms of the health professional engagement must be 

assessed on a case to case and in national systems.  

It is possible that health professionals will be engaged, and they will rely on the data processed 

by EXIT Europe to establish a diagnosis. Indeed, any therapeutic process involves the risk of 

flashbacks of traumatic or burdening personal experience, which may have a more or less slight 

re-traumatizing effect on the client at first, possibly prolonged. Besides, upon consensual 

closure of the exit intervention, the practitioners and the client might agree on a modus of after 

care. 

                                                        
16The GDPR provides for mandatory derogations laid down in art. 9 (2) plus an optional exemption in art. 9 (3). 
17 However, this derogation can not be used, where Union or Member State law provide that the prohibition may 

not be lifted by the data subject (Article 9.2(a) GDPR). 
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1.3.5 Data subject’s rights and obligations 

As already mentioned, the GDPR includes a number of subjective rights entitled to data subjects: 

 Right to be informed: on grounds of Article 12 GDPR, the controller is obliged to inform the 

data subject at the time when personal data are collected about their intended processing. Such 

information is not related to any proof of interest by the data subject and must be “concise, 

transparent, intelligible and easily accessible, using clear and plain language, in particular for 

any information addressed specifically to a child. The information shall be provided in writing, 

or by other means, including electronically where appropriate, and it may even be provided 

orally at the data subject’s request and if his or her identity is proven beyond doubt. The 

information shall be provided without excessive delay or expense”; 

 Right of access: according to Article 15 GDPR and in compliance with Article 8.2 of the 

Charter, every data subject has the right to “obtain from the controller confirmation as to 

whether or not personal data concerning him or her are being processed, and where that is the 

case, access to the personal data and” to information, such as: 

o processing purposes; 

o  categories of data concerned; 

o recipients or categories of recipients to whom the data are disclosed; 

o period for which the data is intended to be stored, or, if not possible, the criteria used to 

determine that period; 

o any available information about the source of the data undergoing processing if the data 

are not collected from the data subject; 

 Right to rectification: based on Article 16 GDPR, “the data subject shall have the right to 

obtain from the controller without undue delay the rectification of inaccurate personal data 

concerning him or her. Taking into account the purposes of the processing, the data subject 

shall have the right to have incomplete personal data completed, including by means of 

providing a supplementary statement.” The accuracy of personal data is meant to guarantee a 

high level of data protection for data subjects; 

 Right to erasure (also known as “the right to be forgotten”):  Article 17 GDPR grants the right 

to the data subject to have his personal data erased without undue delay and it is directly linked 

to the data minimization principle. In particular, this right applies, inter alia, where: 

o the personal data are no longer necessary regarding the purposes for which they were 

collected or otherwise processed; 

o the data subject withdraws the consent on which the processing is based and there is no 

other legal ground for the processing; 

o the data subject objects to the processing and there are no overriding legitimate grounds 

for the processing; 



EXIT Europe D.6.1 – Data Protection and Legal Framework  19 

 

 
 

o the personal data have been unlawfully processed; 

o the personal data have to be erased for compliance with a legal obligation in Union or 

Member State law to which the controller is subject; 

 Right to data portability: according to Article 20 GDPR, “the data subject shall have the right 

to receive the personal data concerning him or her, which he or she has provided to a controller, 

in a structured, commonly used and machine-readable format and have the right to transmit 

those data to another controller without hindrance from the controller to which the personal 

data have been provided”; 

 Right to object: Article 21 GDPR attributes to the data subject “the right to object, on grounds 

relating to his or her particular situation, at any time to processing of personal data concerning 

him or her”. This provision and its reference to the data subject’s particular situation aim at 

balancing his/her rights with the legitimate ones of others in processing their data. Clearly the 

successful objection leads to the impossibility of processing the data at stake; processing 

operations performed prior to the objection remain legitimate18;  

 Right to lodge a complaint with a supervisory authority; based on Article 78 GDPR, every 

data subject can lodge requests and/or complaints to the competent supervisory authority, if they 

believe that the processing of his/her personal data is not being carried out in accordance with 

the law; 

 Right to a judicial remedy and to receive compensation: whenever the data subject considers 

that his or her rights under GDPR have been infringed as a result of the processing of his or her 

personal data in non-compliance with the GDPR, he or she has the right to an effective judicial 

remedy and the right to receive compensation according to Articles 79 and 82 GDPR; 

 The right to restriction of processing: on grounds of Article 18 GDPR, data subjects can 

temporarily restrict a controller from processing their personal data, while deciding the actual 

treatment. Such a request can be made when: 

o the accuracy of personal data is contested; 

o the processing is unlawful and the data subject requests that the use of the personal data 

be restricted instead of erased; 

o the data must be kept for the exercise or defence of legal claims; 

o a decision is pending on the legitimate interests of the data controller prevailing over 

the interests of the data subject. 

                                                        
18 European Union Agency for Fundamental Rights and Council of Europe, „Handbook on European Data 

Protection Law”, cit., p. 231 
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1.3.6 Data controller’s obligations 

During the preparatory work of the GDPR, the discussions focused on the data controller and the general 

need to ensure compliance. New tools were introduced to clarify the tasks the data controller shall carry 

out in order to comply with the provisions of the Regulation. The legislator requires full compliance 

from the data controller, while likewise providing assistance to the controller to help him meet those 

requirements without excessive effort. To be able to ensure and demonstrate compliance, additionally 

to avoid sanctions, data controller has to take into account, inter alia, the risks to the rights and freedoms 

of the data subjects, as provided in Article 24 GDPR. To assess these risks data controller needs 

comprehensive knowledge of the envisaged operations, as well as tools to treat them if needed.  

In order to make all these obligations more comprehensible, the legislator introduced an umbrella 

principle in Article 24 GDPR, entitled “Responsibility of the controller” and commonly known as the 

“principle of accountability”. According to its general definition, accountability refers to a “relationship 

between an actor and a forum, in which the actor has an obligation to explain and to justify his conduct, 

the forum can act questions and pass judgment, and the actor may face consequences19”.  

To be able to ensure compliance during the data processing the controller needs to predict and assess 

the effects and consequences of his activity. The following obligations should be interpreted as 

accountability measures or clear reflections of the accountability principle. 

 Record of processing activities: Article 30 GDPR requires a detailed documentation about the 

controller, the processor (if any) and the processing operation. The documentation will help in 

the identification of risks both for the controller and, upon request, for the supervisory authority. 

Although the Regulation mentions an exception – i.e. when the data controller has less than 250 

employees -, the maintenance of the record of the activities could be advantageous in multiple 

cases - e.g. the information it contains is needed during the assessment of risks or when the data 

subject merely requests it -; 

 Data Security: on grounds of Article 32 GDPR, the controller shall implement appropriate 

technical and organisational measures to ensure a level of security appropriate to the risk. To 

this end “the state of the art, the costs of implementation and the nature, scope, context and 

purposes of processing as well as the risk of varying likelihood and severity for the rights and 

freedoms of natural persons” must be taken into consideration and such measures include, inter 

alia,: 

o Pseudonymizing and encrypting personal data; 

o Ensuring that the processing system and service maintain confidentiality, integrity, 

availability and resilience; 

                                                        
19 Bovens Mark, “Analysing and assessing accountability: a conceptual framework”, in European Law Journal, 

Vol. 13, No. 4, 2007, p. 449 
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o Restoring the availability of and access to personal data in the event of data loss in a 

timely manner; 

o A process for testing, assessing and evaluating the effectiveness of the measures to 

ensure the security of processing. 

To be noted that data security is not just achieved by having the right equipment in place, but 

also requires appropriate internal organizational rules, such as20: 

o Regular provision of information to all employees about data security rules and their 

obligations under data protection law, especially regarding their confidentiality 

obligations; 

o Clear distribution of responsibilities and a clear outline of competences in matters of 

data processing, especially regarding decisions to process personal data and to transmit 

data to third parties or to data subjects; 

o Use of personal data only according to the instructions of the competent person or 

according to generally laid down rules; 

o Ensuring that authorisations to access personal data have been assigned by the 

competent person and require proper documentation; 

o Offering adequate data security training and education to staff members. 

 Data Protection by Design and by Default: the principle, enshrined in Article 25 GDPR, 

determines the means for data processing at the time of its development on grounds of a strong 

precautionary approach, while likewise pushing to take proactive measures. Consequently, the 

controller is required to “implement appropriate technical and organizational measures […] 

which are designed to implement data protection principles […] in an effective manner and to 

integrate the necessary safeguards into the processing in order to meet the requirements of this 

Regulation and protect the rights of data subjects”. On the other hand, the same measures must 

process by default only personal data which are necessary for the purposes.  

This principle tries to lay down basic rules and give a plausible approach to the designers, who 

should consider “the state of the art, the cost of implementation and the nature, scope, context 

and purposes of processing as well as the risks of varying likelihood and severity for rights and 

freedoms of natural persons”. An assessment, carried out later, can spot and highlight the errors 

and non-compliant mechanisms. 

 Data breach notification: based on Article 4(12) GDPR, a personal data breach refers to a 

security breach leading to the accidental or unlawful destruction, loss, alteration or unauthorized 

disclosure or access to processed personal data. As a result, individuals lose control over their 

personal data and their pertaining right might be undermined. 

                                                        
20   European Union Agency for Fundamental Rights and Council of Europe, „Handbook on European Data 

Protection Law”, cit., pp. 167-168 
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On grounds of Articles 33 and 34 GDPR, controllers must notify certain data breaches to the 

supervisory authorities without undue delay and, where feasible, within 72 hours of the moment 

they become aware of the breach. If they exceed the 72-hour timeframe, the notification needs 

to be accompanied with an explanation for the delay. Controllers are exempt from the 

notification requirement only where they are able to demonstrate that the data breach is unlikely 

to result in a risk to the rights and freedoms of the individuals concerned. Furthermore, if a data 

breach is likely to cause high risks to the rights and freedoms of individuals, controllers must 

also inform them of the breach without undue delay21. 

 Sanctions: as Article 83.1 GDPR provides, fines must be effective, proportionate and 

dissuasive. The proportionality depends on the interpretation of the imposing authority, and its 

effectiveness is directly proportional with its dissuasiveness. To increase effectiveness the 

amount of fine has been be significantly increased - as the previous amount in the different 

Member States was not dissuasive – and it can reach 20 million EUR or up to 4% of the total 

worldwide annual turnover of the preceding year; 

 Data Protection Impact Assessment: Article 35 GDPR requires the data controller to conduct 

an assessment of the impact of the envisaged processing operations on the protection of personal 

data, when a type of processing is likely to result in a high risk for the rights and freedoms of 

the individual22. Amongst the operations considered high risk, there is the processing of 

sensitive data or personal data relating to criminal convictions and offences on large scale and 

this might be the case of EXIT Europe.  

Data protection impact assessment is intended to implement the general risk assessment logic 

into data protection law, thus systematise and clarify its existing risk assessment logic. With 

risk assessment the decision-maker (data controller) is capable to decide whether the risk (the 

processing of personal data) has negative consequences and if so, how to treat them. Such 

activity will be carried out in WP 6.3. 

 Prior consultation: prior consultation is connected with the data protection impact assessment. 

After the impact assessment controllers have the option to reject the application of any risk 

mitigating measures, however in this case they should notify the supervisory authority. Article 

36 GDPR says that “the controller shall consult the supervisory authority prior to processing 

                                                        
21 European Union Agency for Fundamental Rights and Council of Europe, „Handbook on European Data 

Protection Law”, cit., pp. 171-173; Article 29 Working Party, “Guidelines on Personal Data Breach Notification 

under Regulation 2016/679”, 2017, available at: 

https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&uact=8&ved=2ahUKEwiTl

5vfypDhAhVR66QKHdRTAaoQFjAAegQIAhAC&url=https%3A%2F%2Fec.europa.eu%2Fnewsroom%2Fdoc

ument.cfm%3Fdoc_id%3D47741&usg=AOvVaw3C-uPuWZ8TdueXjoc9_79a [last access: 14.03.2019] 
22 See also: Article 29 Working Party, “Guidelines on Data Protection Impact Assessment (DPIA) and determining 

whether processing is “likely to result in high risk” for the purposes of Regulation 2016/679”, 2017, available at: 

https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&ved=2ahUKEwiotKOqy5DhAhXQ4

KQKHaFRAT8QFjAAegQIBBAC&url=https%3A%2F%2Fec.europa.eu%2Fnewsroom%2Fdocument.cfm%3F

doc_id%3D44137&usg=AOvVaw1ikLQwC5a4vpP-FE-OUzwa [last access: 14.03.2019] 

https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&uact=8&ved=2ahUKEwiTl5vfypDhAhVR66QKHdRTAaoQFjAAegQIAhAC&url=https%3A%2F%2Fec.europa.eu%2Fnewsroom%2Fdocument.cfm%3Fdoc_id%3D47741&usg=AOvVaw3C-uPuWZ8TdueXjoc9_79a
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&uact=8&ved=2ahUKEwiTl5vfypDhAhVR66QKHdRTAaoQFjAAegQIAhAC&url=https%3A%2F%2Fec.europa.eu%2Fnewsroom%2Fdocument.cfm%3Fdoc_id%3D47741&usg=AOvVaw3C-uPuWZ8TdueXjoc9_79a
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&cad=rja&uact=8&ved=2ahUKEwiTl5vfypDhAhVR66QKHdRTAaoQFjAAegQIAhAC&url=https%3A%2F%2Fec.europa.eu%2Fnewsroom%2Fdocument.cfm%3Fdoc_id%3D47741&usg=AOvVaw3C-uPuWZ8TdueXjoc9_79a
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&ved=2ahUKEwiotKOqy5DhAhXQ4KQKHaFRAT8QFjAAegQIBBAC&url=https%3A%2F%2Fec.europa.eu%2Fnewsroom%2Fdocument.cfm%3Fdoc_id%3D44137&usg=AOvVaw1ikLQwC5a4vpP-FE-OUzwa
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&ved=2ahUKEwiotKOqy5DhAhXQ4KQKHaFRAT8QFjAAegQIBBAC&url=https%3A%2F%2Fec.europa.eu%2Fnewsroom%2Fdocument.cfm%3Fdoc_id%3D44137&usg=AOvVaw1ikLQwC5a4vpP-FE-OUzwa
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=1&ved=2ahUKEwiotKOqy5DhAhXQ4KQKHaFRAT8QFjAAegQIBBAC&url=https%3A%2F%2Fec.europa.eu%2Fnewsroom%2Fdocument.cfm%3Fdoc_id%3D44137&usg=AOvVaw1ikLQwC5a4vpP-FE-OUzwa
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where a data protection impact assessment indicates that the processing would result in a high 

risk in the absence of measures taken by the controller to mitigate the risk”. 

1.3.7 Interactions with other rights and legitimate interests 

The right to personal data is not an absolute right, but “must be considered in relation to its function in 

society23”. Therefore, Article 52.1 of the Charter provides its possible restrictions, as long as they are 

provided by law, respect the essence of the restricted right, are subject to the principle of proportionality 

and are necessary and genuinely meet objectives of general interest recognized by the EU or the need to 

protect the rights and freedom of others. 

For the purposes of EXIT Europe, two competing principles might play a key role, as outlined below:  

 Freedom of Expression: according to Article 85 GDPR, Member States shall reconcile the 

right to personal data protection with the right to freedom of expression and information.  

As already said, the EXIT Europe methodology is based on a multi-agency approach and it 

involves sharing findings within and beyond the consortium. Such interactions are required in 

terms of effectiveness and efficiency of the research and are protected under the freedom of 

expression clause; consequently, the right to data protection of clients might be subject to 

balancing (see section 2). 

 Professional Secrecy: under national law, certain communications may be subject to the 

obligation of professional secrecy. Professional secrecy can be regarded as a special ethical 

duty that is often transposed into a legal obligation inherent in certain professions based on 

faith and trust and often enshrined in codes of ethics or conduct. Persons and institutions that 

fulfil these functions are obliged not to reveal confidential information received in the course 

of performing their duties. 

Professional secrecy is not a fundamental right, but is protected as a form of the right to respect 

for private life. For instance, the CJEU ruled that in certain cases “it may be necessary to 

prohibit the disclosure of certain information which is classified as confidential, in order to 

protect the fundamental right of an undertaking to respect for its private life enshrined in 

Article 8 ECHR and Article 7 of the Charter24”. 

The interaction between professional secrecy and data protection is often ambivalent. On the 

one hand, data protection rules and safeguards established in legislation help ensure 

professional secrecy. For instance, rules requiring controllers and processors to implement 

robust data security measures seek to prevent, among other things, loss of confidentiality of 

personal data protected by professional secrecy. On the other hand, obligations of professional 

                                                        
23 CJEU, Joined cases C-92/09 and C93/09, Volker und Markus Schecke GbR and Hartmut Eifert v. Land Hessen 

[GC], 9 November 2010, para. 48 
24 CJEU, Case T-462/12, Pilkington Group Ltd. V. European Commission, Order of the President of the General 

Court, 11 March 2013, para.44 
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secrecy imposed on controllers and processors in respect of certain personal data may limit 

rights of the data subjects, notably the right to receive information25. On grounds of Article 90 

GDPR and how outlined in Recital 164, Member States might enact specific rules to ensure the 

professional or other equivalent secrecy obligations and reconcile the right to personal data 

protection with the obligation of professional secrecy. 

In exit work, the relationship between the clients and the practitioners is built on trust and 

confidentiality, therefore the professional secrecy plays a pivotal role to this end. Nonetheless 

some clients might be subject to a criminal proceeding or may disclose information on illegal 

activities, so that the practitioners’ professional secrecy can be called into question and 

overridden on grounds of national legislation.  

Exit practitioners are thus required to know the legal regime applicable to them. However, 

considering that, to date, no Government has recognized the “exit worker” as a member of a 

specific profession, practitioners must refer to the code of ethics or conduct of other professions 

they might affiliated to – e.g. psychologists –, as well as to other possible, specific rules in civil 

and criminal codes of procedures. 

1.3.8 Minors and data protection 

As far as minors are concerned, they are regarded as data subject for data protection law. 

Minors’ data privacy encounters two problems: firstly, children may lack the capacity to recognise risk 

or possible abuse of their personal data; and secondly, in order to protect their data protection rights or 

to claim that it was mishandled, they need a legal representative.  

As a result, in order to mitigate the vulnerability of minors, it is suggested to respect and implement the 

fair processing principles of data protection. This means avoiding any unnecessary collection and use 

of personal data, in accordance with the data minimisation principle, and limiting the transfer and 

processing of the data solely to the specific purpose of the project, in respect of the principle of purpose 

specification.  

As already mentioned, a bulwark to protect the autonomy of children is consent to data processing. As 

any other data subject’s consent, a child’s consent should be freely given, specific and informed and all 

the consideration outline in Section apply. Importantly, in many cases it is illusory to expect that a child 

understands the implications of a “one button click” or that he or she can react to the same language as 

employed to address adults; minors must thus receive additional tailored information requirements for 

the processing of their personal data or to communicate privacy notices. 

                                                        
25 European Union Agency for Fundamental Rights and Council of Europe, „Handbook on European Data 

Protection Law”, cit., pp. 69 and ff. 
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1.4 Transferring data across borders 

The data protection framework is also important in the regulation of the crossborder transfer of data. 

This is logical given that one of the motivations behind the Data Protection Directive was to facilitate 

internal trade that was dependent upon the use of personal data.  

EU data protection law draws a distinction between transfers of data within the EU and transfers of data 

to third countries - i.e. outside the EU -. Nonetheless, for the purposes of EXIT Europe, the focus is 

merely on the former. 

The general rule regarding the transfer of personal data across national borders is that it is permissible 

within the EU or with other countries outside EU that provide similar, adequate level of protection. 

Indeed, Article 1.3 GDPR provides that “the free movement of personal data within the Union shall be 

neither restricted nor prohibited for reasons connected with the protection of natural persons with 

regard to the processing of personal data”. 
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2 Freedom of Expression 

Considering the interaction between freedom of expression and exit work in terms of rights and 

following restriction, this Section firstly focuses on the legal notion of free speech. Subsequently it tries 

to understand whether violent extremism fall within such fundamental principle and how it might be 

restricted through exit intervention. 

2.1 Freedom of expression as fundamental right 

The rights-based concept of free speech made its first appearance in the seventeenth century, when 

documents such as the 1688 English Bills of Rights provided it for legislators in the Parliament. More 

general legal guarantees were introduced in Scandinavia a century later, before finally making their 

mark in Articles 10 and 11 of the Déclaration des Droits de l’Homme et du Citoyen in 178926. To date, 

the freedom of expression is formally enshrined in almost every Constitution and human rights 

catalogue; resorting to similar phrasings, Article 19 UDHR, Article 18 ICCPR, Article 10 ECHR and 

Article 11 of the Charter protect and fulfil it. 

Freedom of expression is multi-faced, embracing political, artistic, written as well as physical 

expression, and plays countless roles, such as the development of idea, the dissemination of information 

and the expression of the citizens’ will; furthermore, it is directly linked to other fundamental rights, 

such as freedom of assembly or the rights to privacy and self-determination. Consequently, it is 

commonly held that the protection for free speech rests both on the freedom of personal development 

and on democracy27; indeed, through it, individuals are enabled to think and evaluate, they develop as 

rational and feeling beings who can later interact and join a collective life.  

Unlike many other rights and freedoms, free speech operates at both horizontal and vertical levels. The 

right is meant to protect everyone against arbitrary interference by both the State and other private 

individuals28. Nonetheless, it must be kept in mind that freedom of expression is not an absolute right; 

in fact, all the above-mentioned human rights instruments include some legitimate restrictions to its 

exercise. As already said and for EXIT Europe purposes, Article 52 of the Charter allows limitations to 

fundamental rights, as long as they are provided by law and respect their essence, while likewise satisfy 

the principle of proportionality and necessity as well as the objectives of general interest or the need to 

protection others’ rights and freedom. In compliance with this provision, both the hard and soft law of 

                                                        
26 Smith Rhona K. M., “International Human Rights Law”, Oxford: Oxford University Press, 2016, p. 310 
27 Moon Richard, “Putting Faith in Hate: When Religion is the Source or Target of Hate Speech”, Cambridge: 

Cambridge University Press, 2018, p. 29 
28 Smith Rhona K. M., “International Human Rights Law”, cit., p. 311 
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the European Union and of its Member States have started to support and/or implement a restriction of 

freedom of expression29. 

2.2 Freedom of expression in exit work 

 “Although the link between extremist ideas and violence is contested and variable, exposure to 

radicalisation extremist narratives is undeniably critical to the process of radicalisation. An 

extremist narrative is a system of stories that collectively provides a coherent world-view for the 

purpose of supporting individuals, groups, or movements in the furthering of their illegal violence 

and violence-assisting activities. Extremist narratives are effective because of their simplicity; 

their use of scapegoating; their emotional appeals to fear, anger, shame and honour; and their 

awe-inspiring solutions. Their messages are crafted to exploit identity crisis, and tap into existing 

beliefs and anxieties within target communities30”.  

 

Taking into account the RAN Collection of Approaches and Practices, to what extent can extremist 

views might be tolerated under the pretext of free speech, especially while carrying out an exit 

intervention? Similarly, as in the case of hate speech, adopting radical idea cannot be regarded as a crime 

since it does not pose a direct threat to the society. Besides, the commitment to freedom of expression 

relies on a belief that individuals are substantially rational beings capable of assessing factual and other 

claims31, also considering that speech always involves potential harm. However, with regard to violent 

extremism, the public interest in freedom of expression is overridden by the damage – or, perhaps, the 

potential damage – to the democratic society.  

To EXIT Europe, the key problem is to understand when the extremist speech is – even potentially - so 

harmful, and it’s worth so reduced, that it should be lawfully restricted. Indeed, some individuals or 

organisations operate in the grey zone between extremism and violent extremism and there is no 

watershed between legality and illegality; in other words, when the next step towards committing 

violence will be taken32.  After all, the Joint Declaration on Freedom of Expression and Countering 

                                                        
29 For more detailed information, see the updated list of Member States’ strategies to prevent and counter 

radicalisation leading to violent extremism or terrorism available at: https://ec.europa.eu/home-affairs/what-we-

do/networks/radicalisation_awareness_network/ran-and-member-states/repository_en [last access: 14.03.2019] 
30 “Preventing Radicalisation to Terrorism and Violent Extremism. Delivering Counter or Alternative Narratives”, 

in RAN Collection of Approaches and Practices, 2018, p. 4, available at: https://ec.europa.eu/home-

affairs/sites/homeaffairs/files/what-we-do/networks/radicalisation_awareness_network/ran-best-

practices/docs/delivering_alternative_narratives_en.pdf [last access: 14.03.2019] 

Focusing on EU secondary law, an example can be found in the so-called Terrorist Directive (2017). Indeed, as 

stated in the Communication from the Commission to the European Parliament and the Council concerning 

terrorist recruitment: addressing the factors contributing to violent radicalisation (2005), every legislation 

focused on jihadist terrorism and its radicalisation can be applied to all forms of violent extremism, whether of a 

nationalist or anarchist nature, or separatist, far-right or far-left wing. 
31 Moon Richard, “Putting Faith in Hate: When Religion is the Source or Target of Hate Speech”, cit., p. 33 
32 Lenos Steven & Krasenberg Jordy, “Free Speech, Extremism and the Prevention of Radicalisation in Higher 

Education”, Ex-Post Paper RAN EXIT, 8-9 February 2018, available at: https://ec.europa.eu/home-

affairs/sites/homeaffairs/files/what-we-do/networks/radicalisation_awareness_network/about-ran/ran-

https://ec.europa.eu/home-affairs/what-we-do/networks/radicalisation_awareness_network/ran-and-member-states/repository_en
https://ec.europa.eu/home-affairs/what-we-do/networks/radicalisation_awareness_network/ran-and-member-states/repository_en
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/networks/radicalisation_awareness_network/ran-best-practices/docs/delivering_alternative_narratives_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/networks/radicalisation_awareness_network/ran-best-practices/docs/delivering_alternative_narratives_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/networks/radicalisation_awareness_network/ran-best-practices/docs/delivering_alternative_narratives_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/networks/radicalisation_awareness_network/about-ran/ran-edu/docs/ran_edu_speech_extremism_prevention_radicalisation_in_higher_education_manchester_8-9_02_2018_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/networks/radicalisation_awareness_network/about-ran/ran-edu/docs/ran_edu_speech_extremism_prevention_radicalisation_in_higher_education_manchester_8-9_02_2018_en.pdf
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Violent Extremism (2016)33, stresses that CVE/PVE programmes and initiatives that limit freedom of 

expression must be founded on evidences of their effectiveness, whilst a legal framework have to support 

their necessity and proportionality to achieve legitimate objectives, in a transparent manner and with 

actual participation of impacted communities.  

In the context of the RAN network, clients are thus required to be owners of their disengagement and 

deradicalization process and no one can be forced to engage in it; such a free willingness is the conditio 

sine qua non to guarantee freedom of expression throughout the therapeutic process and, to this end, 

clear information about the purposes as well as the mechanisms of the intervention must be provided. 

In addition, deterring individuals from violent extremism through counter- and alternative narratives 

need to ensure an open and fruitful discussion. When it comes to engagement by radicalised persons, a 

balance between confronting and accepting is key: accepting a participant as a person is an important 

part of trust- and confidence-building and facilitates change, whilst  confrontation comes into play when 

challenging behaviour and thoughts during the deradicalization process, in order to provide clients with 

building blocks for change and without being used as emotional relief for the exit worker34. 

  

                                                        
edu/docs/ran_edu_speech_extremism_prevention_radicalisation_in_higher_education_manchester_8-

9_02_2018_en.pdf [last access: 14.03.2019] 
33 United Nations (UN) Special Rapporteur on Freedom of Opinion and Expression, the Organization for Security 

and Co-operation in Europe (OSCE) Representative on Freedom of the Media, the Organization of American 

States (OAS) Special Rapporteur on Freedom of Expression and the African Commission on Human and Peoples’ 

Right (ACHPR), Special Rapporteur on Freedom of Expression and Access to Information, Joint Declaration on 

Freedom of Expression and Countering Violent Extremism (2016), available at: 

https://www.ohchr.org/en/NewsEvents/Pages/DisplayNews.aspx?NewsID=19915&LangID=E [last access: 

14.03.2019] 
34  “Outline: deradicalization interventions for violent extremism”, Ex Post Paper RAN EXIT, 15-16 March 2016, 

London, p. 4, available at: https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-

do/networks/radicalisation_awareness_network/about-ran/ran-exit/docs/ran_exit-ex_post_paper_london_15-

16032016_en.pdf [last access: 14.03.2019] 

https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/networks/radicalisation_awareness_network/about-ran/ran-edu/docs/ran_edu_speech_extremism_prevention_radicalisation_in_higher_education_manchester_8-9_02_2018_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/networks/radicalisation_awareness_network/about-ran/ran-edu/docs/ran_edu_speech_extremism_prevention_radicalisation_in_higher_education_manchester_8-9_02_2018_en.pdf
https://www.ohchr.org/en/NewsEvents/Pages/DisplayNews.aspx?NewsID=19915&LangID=E
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/networks/radicalisation_awareness_network/about-ran/ran-exit/docs/ran_exit-ex_post_paper_london_15-16032016_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/networks/radicalisation_awareness_network/about-ran/ran-exit/docs/ran_exit-ex_post_paper_london_15-16032016_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/networks/radicalisation_awareness_network/about-ran/ran-exit/docs/ran_exit-ex_post_paper_london_15-16032016_en.pdf
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3 Ethical Concerns in Exit Work 

From a methodological point of view, ethics is understood in the EXIT Europe project as an open, 

reflective and critical intellectual pursuit, which cannot be established by decree, agreement or even 

pressure. As John Ladd puts it, “ethics consists of issues to be examined, explored, discussed, 

deliberated and argued35”. 

Exit work involves the deradicalization and disengagement; in other words, individuals are supposed to 

leave an extremist environment and/or change their thinking pattern through behavioural – like 

abstaining from violence – and practical – like work, housing and school – changes36 in order to be re-

included in a democratic society. As a result, following ethical issues mirror the tension amongst the 

client’s self-determination and a shared common good. At first glance, exit intervention might seem to 

impose between the lines a specific pattern of thinking and behaving and the risk of an intrusion of the 

State into the free development of individuals appears to occur. However, it should be reminded that 

EXIT Europe deals with behaviours and activism which are commonly regarded as unlawful and it is 

grounded on the clients’ self-commitment to enter into the therapeutic process.  

In Section 1 and 2 clients’ fundamental rights was examined, which may risk being undermined or 

simply restricted during the exit intervention. It is often shared that human rights law encodes countless 

ethical values of democracies; nonetheless ethics and law are still dissimilar, especially in providing 

“different kind of reasons for doing or not doing something37”. Consequently, ethical aspects – which 

might have already been outlined under a legal perspective - need to be taken into consideration and, to 

this end, the following subsections examine needs related to clients, requirements for the exit 

intervention as well as general principle of social acceptance. 

3.1 Consideration of the client’s specific necessities 

Understanding the client plays a key role in exit intervention. The exit worker cannot assume that the 

client’s needs are similar to all because every individual has dissimilar backgrounds, grievances, 

motivations, fears, frustrations, etcetera and requires a tailor-made intervention38. 

This consideration bears particular importance under a public and private perspective: policy strategies 

and frameworks need to take into account the specificity of the target group; similarly, when drafting 

                                                        
35 Ladd John, “The Quest for a Code of Professional Ethics: an Intellectual and Moral Confusion”, in Ethical Issues 

in the Use of Computers, 1985 
36 “Outline: deradicalization interventions for violent extremism”, cit., p. 2 
37 Hadjimatheou Katherina, „Ethical Considerations in Counter-Radicalisation”, PERICLES project, 2017, p. 10, 

available at: http://project-pericles.eu/wp-content/uploads/2018/02/PERICLES-Ethical-Considerations-in-

Counter-Radicalisation.pdf [last access: 14.03.2019] 
38 “Preventing Radicalisation to Terrorism and Violent Extremism. Introduction”, in RAN Collection of 

Approaches and Practices, 2018, p. 5, available at: https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-

we-do/networks/radicalisation_awareness_network/ran-best-practices/docs/introduction_en.pdf [last access: 

14.03.2019] 

http://project-pericles.eu/wp-content/uploads/2018/02/PERICLES-Ethical-Considerations-in-Counter-Radicalisation.pdf
http://project-pericles.eu/wp-content/uploads/2018/02/PERICLES-Ethical-Considerations-in-Counter-Radicalisation.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/networks/radicalisation_awareness_network/ran-best-practices/docs/introduction_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/networks/radicalisation_awareness_network/ran-best-practices/docs/introduction_en.pdf
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and resorting to questionnaire and guidelines, practitioners have to be free to shape them according to 

the circumstances.  

3.2 Addressing possible harm and discomfort 

The therapeutic process involves the risk of flashbacks of traumatic or burdening personal experience, 

which may have a more or less slight re-traumatizing effect on the client at first, possibly prolonged. 

Such a risk needs to be answered through referral pathways linked to psycho-/trauma-therapy, anti-

violence training, drug rehabilitation, etcetera. To this end, exit intervention must be grounded on a 

multi-agency approach which allows a continuous interaction between practitioners and relevant social 

services. 

3.3 Securing informed consent of Minors 

As already said in Section 1.3.8, in the European Union, the consent of the person concerned by the 

processing of personal information must be obtained, if he or she has reached the appropriate age and/or 

competence level. In case of minors, informed consent of parents or legal representatives - as defined in 

national legislation - will be gained, and when the child is able to give assent, assent will also be 

obtained. If an adolescent turns 18, he or she should be able to express his/her consent to continue the 

process and/or for the use of the data already collected.  

Such legal requirements are based on the assumption of the children’s vulnerability, which can be 

defined as the “significant probability of incurring an identifiable harm while substantially lacking 

ability and/or means to protect oneself39” and consequently requires an enhanced protection by the State. 

In any case, the refusal of a minor to participate in the project must always be respected and exit workers 

must be careful in avoiding exerting pressure against the minor and/or his-her parents.  

In general, each person directly or indirectly involved in the exit process should receive basic 

information about the system, in a plain and clear language. In order to ensure that this information is 

properly communicated, consent forms must not be written in a “legalistic” style, but instead try to 

accommodate personal conditions, notably with regards to the age of participants and their level of 

understanding.  

Finally, after the introduction of the therapeutic process, there should be a cooling off period, during 

which those concerned could be asked whether they want to continue or not to be involved. 

                                                        
39 Herring Jonathan, „Vulnerability, Children and the Law”, in Freeman Michel, “Law and Childhood Studies: 

Current Legal Issue”, Oxford: Oxford University Press, 2012, p. 246 
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3.4 The needs of clients who are in prison or under probation 

Particular attention must be paid to clients who are in prison or probation environments. Indeed, the aim 

of prison and probation intervention is twofold: to ensure security and safety and to support offenders’ 

rehabilitation and reintegration into society40. 

To this end, prisons are required to be professional, secure and fair; investing in staff-offender 

relationships through staff empowerment, professionalism, respect and dynamic security measures plays 

a fundamental role. Likewise, considering also the additional challenges faced in accessing social 

support and opportunities to reintegrate, a multi-agency cooperation needs to be carried out both during 

the execution of the sentence and throughout the transition period from community41. 

Finally, a stronger attention must to be paid to the free self-commitment of clients, considering the 

pressure and incentive they might feel in entering into the exit program. 

3.5 Equality in access 

If, as appears to be the case, the exit program is destined to become ubiquitous and a key component of 

effective participation in human society, then it is essential that it be accessible by all. Failure to ensure 

this availability to all those who need it will be a clear breach of distributive justice.  

Frequently it is those individuals located and /or living in suburban, rural or remote areas that are most 

likely to find access to these programs difficult, while at the same time often being those in greatest need 

of it. 

3.6 Availability and acceptability 

Exit programs must be available not only in sufficient quantity, but also under the appropriate 

conditions. Before starting the therapeutic process, it is highly recommended for exit workers to visit 

the settings and familiarize with the contextual conditions; besides, contacts with practitioners should 

take place in a setting where participants feel safe, and not where they can be overheard or watched, 

which could be compromising42. 

Exit programs are a powerful vehicle of information. For this reason, their form and content must be 

acceptable to clients and, eventually, their families; indeed, the roles played by family, friends and the 

                                                        
40 „Preventing Radicalisation to Terrorism and Violent Extremism: Prison and Probation Interventions”, in RAN 

Collection of Approaches and Practices, 2018, available at: https://ec.europa.eu/home-

affairs/sites/homeaffairs/files/what-we-do/networks/radicalisation_awareness_network/ran-best-

practices/docs/prison-and-probation-interventions_en.pdf [last access: 14.03.2019] 
41 See: The International Centre for the Study of Radicalisation and Political Violence, “Prisons and Terrorism: 

Radicalisation and De-radicalisation in 15 Countries”, 2010, available at: 

https://www.clingendael.org/sites/default/files/pdfs/Prisons-and-terrorism-15-countries.pdf [last access: 

14.03.2019] 
42 “Outline: deradicalization interventions for violent extremism”, cit., p. 3 

https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/networks/radicalisation_awareness_network/ran-best-practices/docs/prison-and-probation-interventions_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/networks/radicalisation_awareness_network/ran-best-practices/docs/prison-and-probation-interventions_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/networks/radicalisation_awareness_network/ran-best-practices/docs/prison-and-probation-interventions_en.pdf
https://www.clingendael.org/sites/default/files/pdfs/Prisons-and-terrorism-15-countries.pdf
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community should be taken in account as each group has an impact on the client during the exit 

intervention, when individuals tend to lose a lot of their social network. 

In any case, the possibility to subject clients and their families to debate must be included.  

3.7 The issue of gender 

Violent extremism has strongly supported an unequal division of heterosexual gender roles, where 

women are used to be considered inferior physically and psychologically.  

This stand involves two needs: exit intervention cannot ignore a potential for violence in women43, 

whilst local teams must be respect gender equality in terms of composition to start conveying this 

principle to the client. 

To this end EXIT Europe methodology needs to add elements from gender approaches in terms of 

masculinity, womanliness and sexism. 

3.8 The responsibility to protect personal and sensitive data 

In addition to the legal obligations laid down by the GDPR, it is fundamental that practitioners 

acknowledge the responsibility to ensure the safety and maintenance of information systems, while 

carrying out their work. Indeed, processing personal and sensitive data, exit workers have a great deal 

of power and a great deal of potential to do harm. 

3.9 Legitimacy and credibility in exit work 

Legitimacy and credibility are crucial as many of the individuals that local programs are intended to 

reach are often distrustful or openly hostile to the authorities due to their ideological beliefs. However, 

as already said, nobody can force potential clients to join the exit intervention; to the full, practitioners 

might try motivating individuals by reaching out them.  

The use of ‘formers’ is one potential way of ensuring that participants have someone to work with that 

they feel they can trust. However, it should also be ensured that practitioners must be well trained and 

supported, and be aware of the potential signs of violent extremism and the barriers to de-radicalisation 

that their charges may encounter44.  

Also, credibility should lead to trust and be based on the exit worker personality, ability to connect, 

reliability and being knowledgeable. 

                                                        
43 “Outline: deradicalization interventions for violent extremism”, cit., p. 4  

See also: De Leede Seran et al., “Radicalisation and Violent Extremism – Focus on Women: How Women Become 

Radicalised, and How to Empower Them to Prevent Radicalisation”, 2017, available at: 

http://www.europarl.europa.eu/RegData/etudes/STUD/2017/596838/IPOL_STU(2017)596838_EN.pdf [last 

access: 14.03.2019] 
44 Butt Riazat & Tuck Henry, “European Conter-Radicalisation and De-radicalisation: a Comparative Evaluation 

of Approaches in the Netherlands, Sweden, Denmark and Germany”, 2014, pp. 24-25, available at: 

https://www.eukn.eu/fileadmin/Files/News/De-radicalisation_final.pdf [last access: 14.03.2019] 

https://www.eukn.eu/fileadmin/Files/News/De-radicalisation_final.pdf


EXIT Europe D.6.1 – Data Protection and Legal Framework  33 

 

 
 

3.10 Professional secrecy 

Exit work is carried out by a wide range of people, including by experts whose activities are governed 

by professional codes of ethics and/or conduct, providing both ethical principles and standards of 

behaviour as well as legal requirements. 

As already explained under a legal perspective in Section 1.3.7, the relationship between the clients and 

the practitioners is built on trust and confidentiality, therefore the professional secrecy plays a pivotal 

role to this end. Nonetheless some clients might be subject to a criminal proceeding or may disclose 

information on illegal activities, so that the practitioners’ professional secrecy can be called into question 

and overridden on grounds of national legislation.  

Therefore, in addition to how provided information will be used, clients must be aware in advance 

whether exit workers are obliged to report on the process, e.g. to a judicial institution or another public 

authority. Likewise, practitioners need to know the piece of law applicable to them. 

3.11 The social impact of data use: avoiding stigmatization and discrimination 

Stigmatisation can be defined as “the process of marking a person or a group out as having an 

undesirable characteristic45”, whilst discrimination follows it and involves every situation where an 

individual is disadvantage in some way on the basis of one or multiple protected grounds46. 

Stigmatisation and discrimination are obstacles to effective democracy and share a dual character: they 

embody a social process shaped by macrosocial structures involving relationships of power and 

domination, and they represent an individual experience of sufferance47. 

Having regard to exit work, stigmatization might be a mere, accidental consequence of it. Whether an 

intervention is stigmatizing or not and how harmful stigmatization is depends on the perception reflected 

by clients, potential target groups and onlookers. In any case, where such a risk is likely to occur, it 

needs to be addressed both in the design and implementation of exit work48. 

Individuals wrongly stigmatized - as vulnerable to violent extremism because of their supposed 

belonging to a target group - may be upset and feel an unjust interference with their free self-

determination. Such a perception might later lead to a distrust in all the agencies involved in exit 

programs, which may also fuel division and lower a willingness to collaborate49. 

                                                        
45 Hadjimatheou Katherina, „Ethical Considerations in Counter-Radicalisation”, cit., p. 21 
46 European Union Agency for Fundamental Rights and Council of Europe, „Handbook on European non-

discrimination law”, Luxembourg: Publications Office of the European Union, 2018, p.42 
47 Machado Godoi Alcinda Maria & Garrafa Volnei, “Bioethics reading of the principle of non-discrimination and 

non-stigmatization”, in Saúde e Sociedade, Vol 23, No. 1, 2014, available at: 

http://www.scielo.br/scielo.php?pid=S0104-12902014000100157&script=sci_arttext&tlng=en [last access: 

14.03.2019] 
48 Hadjimatheou Katherina, „Ethical Considerations in Counter-Radicalisation”, cit., p. 21 
49 Ibidem, p. 22 

http://www.scielo.br/scielo.php?pid=S0104-12902014000100157&script=sci_arttext&tlng=en
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On the other hand, the risk of stigmatization might be linked to data processing; this is also shown by 

the EU legislator, the Article 29 Data Protection Working Party and the European Data Protection 

Supervisor, who suggest a broader assessment including analysis of the societal and ethical 

consequences of data use50. For this reason and as already said, practitioners – as well as all other 

authorities, agencies or individuals involved in exit programs – must understand and respect the 

responsibility to protect personal and sensitive data, while implementing every intervention in 

compliance with the GDPR. After all, the European data protection law has adopted general principles 

– such fairness and proportionality – and general clauses – such as necessity and legitimacy -, which are 

meant to introduce ethical and/or social values into the legal framework51. 

 

  

                                                        
50 Mantelero Alessandro, “AI and Big Data: a Blueprint for Human Rights, Social and Ethical Impact Assessment”, 

in Computer Law & Security Review, Vol. 34, 2018, p. 756 
51   Ibidem, p. 768 
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4 Collection of Best Practices in Data Protection across Europe  

This Section is supposed to provide a detailed study of the existing best practices on the processing of 

personal data in exit work; however, following engagement with members of the RAN network52, it 

became clear that there were no shared protocols in this field. For instance, Article 38 of the Rules of 

Procedure Governing the Activities of the RAN Center of Excellence simply provides that “[a]ll 

processing of personal data within the remit of the RAN CoE’s activities shall be in accordance with 

Regulation (EC) No. 45/2001”, i.e. the Regulation on the protection of individuals with regard to the 

processing of personal data by the Community institutions and bodies and on the free movement of such 

data. Besides, the RAN requires all partners to sign a privacy notice53 and, while organising 

dissemination events, has just tried to be in compliance with legislations of both hosting and guest 

countries.  

In any case, organizations refrain from including personal details in exit documentation in order to 

respect the clients’ right to privacy and data protection, even if it means that there is no possibility to 

monitor the progress of clients afterwards. For example, Exit Fryshuset resorts to pseudonymization, 

referring only to the first name, the birth year and the country they are from or reside in54. 

After the entry into force of the GDPR on 25th May 2018, such a gap in harmonization is expected to be 

filled and, consequently, EXIT Europe will play a pivotal and leading role in ensuring the legal 

framework of data protection through common forms and protocols. In particular, Annex I and II include 

the Informed Consent Form for both adult and minor participant, which will be later translated in all the 

partners’ language to make it comprehensible to participants and Annex III addresses the remarks which 

have been provided by the Ethical Committee; furthermore, on grounds of WP 2.1, a chapter of the core 

training manual will deal with data protection law and one of the workshops will focus on the same 

issue, considering also the continuous legal monitoring provided by WP 6.4. 

  

                                                        
52 The RAN online data base (available at: https://ec.europa.eu/home-affairs/what-we-

do/networks/radicalisation_awareness_network/ranparticipants_db_en) includes a list of members and 

participants. 
53 The privacy notice is available at: https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-

do/networks/radicalisation_awareness_network/docs/ran_privacy_notice_en.pdf [last access 14.03.2019] 
54 Lodenius Anna-Lena, “To Leave Destructive Life Full of Hate. The Story of Exit in Sweden”, p.18, available at: 

https://annalenalod.files.wordpress.com/2014/10/exit-evaluation-2010-lodenius.pdf [last access: 14.03.2019] 

https://ec.europa.eu/home-affairs/what-we-do/networks/radicalisation_awareness_network/ranparticipants_db_en
https://ec.europa.eu/home-affairs/what-we-do/networks/radicalisation_awareness_network/ranparticipants_db_en
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/networks/radicalisation_awareness_network/docs/ran_privacy_notice_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/networks/radicalisation_awareness_network/docs/ran_privacy_notice_en.pdf
https://annalenalod.files.wordpress.com/2014/10/exit-evaluation-2010-lodenius.pdf
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ANNEX I 

 
INFORMED CONSENT FORM 

EXIT EUROPE is a two year project that aims at developing local exit programmes, which 

have a cross-extremist perspective and involves the collaboration of exit workers, as well as 

law enforcement agencies, social services and evaluators. Upon an entrance based on a 

voluntary choice, a diverse team of two practitioners work with one participant through a tailor-

made and confidential therapeutic process. However, to improve the effectiveness of exit 

programs, consortium partners are supposed to share their findings, mistakes and best practices. 

Consequently, during this research, personal and sensitive data will be collected from/about 

you.  

Your participation in this project is voluntary. Even after signing the informed consent form, 

you may decide to leave the study at any time; this will not have any negative consequences.  

As a partner of the EXIT EUROPE Consortium, [insert name of person in contact with 

individual]_______________________ from [insert name of organization] 

_______________________is responsible for the correct storing and processing of your 

personal data. 

You have the right to be informed of any data that we are collecting, and for this reason, we 

draw your attention to the fact that we will collect any data we learn from you during your 

interviews and project activities, where consortium partners relay information confidentially, 

only for internal use and resorting to pseudonimisation. Though, such internal use is subject to 

transfer of data across EU borders, given the regional nature of the partners.  

Your personal data will be processed in accordance to the principles of the EU General Data 

Protection Regulation (GDPR), in force since the 25 May 2018. 

We can only use your personal data for the scientific research purposes as described in this 

informed consent form. 

Your personal data, will be stored till one year after the close of the project (likely to take 

place at the end of 2020), and the storage will comply with the relevant legislation.  

The GDPR stipulates that you have several rights in relation to the processing of personal 

data. In particular, you have the right to lodge a complaint with a supervisory authority as well 
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as to request the EXIT consortium access to and rectification or erasure of personal data; besides 

such a request can also involve a restriction and an objection to processing. 

If you have additional questions about your rights, you can always contact the Data 

Protection Officer (DPO) of the VUB: DPO@vub.be  

The EXIT Europe Consortium is the controller of the personal data. The Consortium is made 

up of: 

 Bundesministerium für Inneres (Austria); 

 Mladez Ulice (Slovakia); 

 Association pour le développement des initiatives citoyennes et européennes (France); 

 Fondazione Benvenuti Italia (Italy); 

 Ayutamiento de Malaga (Spain); 

 Cultures Interactive e.v. – Vereinzur Interkulturellen Bildung und Gewaltpravention 

(Germany); 

 Türkische Gemeinde in Schleswig-Holstein e.v. (Germany); 

 Vrije Universiteit Brussel (Belgium); 

 Österreichisches Institut für Internationale Politik (Austria); 

 Verein für Rechts- und Kriminalsoziologie (Austria). 

Finally, you also have the right to submit a complaint to your national data protection 

authority about how your personal data are handled:  

 

[insert name, contact details of the national data protection authority in your country]; 

 

 

Adult Participant of Research: 

 

 

Printed Name                                                  Consenting Signature                                                  Date 

 

 

EXIT Europe Representative(s): 

 

 

mailto:DPO@vub.be
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Relationship to Participant                     Printed Name                       Consenting Signature                

Date 

 

 

 

[add contact details of EXIT Europe partner]  

  



EXIT Europe D.6.1 – Data Protection and Legal Framework  42 

 

 
 

ANNEX II 
 

INFORMED CONSENT FORM FOR MINORS 

My name is [insert name of person in contact with individual] from [insert name of 

organization].  

My job is to research violent extremism: in other words, all those beliefs and behaviours that 

support or use violence for radical ideological, religious and political purposes. I interview 

people, who might have a different background, in order to understand their history and discuss 

their opinions, as well as to help them starting a new life. 

In addition, my job is part of an EU project, called EXIT Europe, where experts from all over 

Europe share the findings from these interviews, in order to develop national programmes. 

These experts work in partnership and come from: 

 Bundesministerium für Inneres (Austria); 

 Mladez Ulice (Slovakia); 

 Association pour le développement des initiatives citoyennes et européennes (France); 

 Fondazione Benvenuti Italia (Italy); 

 Ayutamiento de Malaga (Spain); 

 Cultures Interactive e.v. – Vereinzur Interkulturellen Bildung und Gewaltpravention 

(Germany); 

 Türkische Gemeinde in Schleswig-Holstein e.v. (Germany); 

 Vrije Universiteit Brussel (Belgium); 

 Österreichisches Institut für Internationale Politik (Austria); 

 Verein für Rechts- und Kriminalsoziologie (Austria). 

I am giving you this information because we want to invite you to join this research. You can 

choose whether you would like to participate or not. In case you do, your parents (or guardians) 

also have to agree; however, if you do not wish to take part in the research and your parents (or 

guardians) approve, you do not have to anyway. Besides, you can decide to stop your 

involvement, whenever you would like to and without any negative consequences.  

You may discuss anything in this form with your parents or friends or anyone else you feel at 

ease talking to. You can decide whether to participate or not after you have talked it over. You 

do not have to decide now. There may be some words you do not understand or things that you 

want to be explained more about because you are interested or concerned. Do not hesitate to 
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ask me at any time; otherwise you can also contact the Data Protection Officer of the VUB, 

who is an expert in this field, at: dpo@vub.be 

During the interview, I will take some notes and write down some reports. Nevertheless, I will 

not tell other people that you are in this research and I will not share this information about you 

with anyone who does not work in the research study.  

One year after the project finishes (likely to take place at end of 2020), all your information 

will be deleted; before then, we will store the information safely and it will not be shared. Any 

personal information about you will be coded and I will not share the following key with anyone 

except with another colleague of mine, who advises me and that you will perhaps meet in the 

next months. 

Finally, you can request to see all the information I have collected from you at any time, you 

can tell us if there is something incorrect, or ask to have it deleted. On the other hand, if you 

are unsatisfied with how your information are handled, you can go to your national data 

protection authority, who is an independent body able to hear your complaints and solve any 

following issue. In your country, such authority is: 

 

[insert name, contact details of the national data protection authority in your country]; 

 

 

Minor Participant of Research (if applicable): 

 

 

Printed Name                                                 Consenting Signature                                                Date 

 

 

Legal Representative of the Minor Participant of Research (if applicable): 

 

 

Relationship to Participant                Printed Name                      Consenting Signature               Date 

 
 
EXIT Europe Representative(s): 

 

 

mailto:dpo@vub.be
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Relationship to Participant                     Printed Name                       Consenting Signature                

Date 

 

 
 
[add contact details of EXIT Europe partner]  

  



EXIT Europe D.6.1 – Data Protection and Legal Framework  45 

 

 
 

ANNEX III 
 

   
ETHISCHE COMMISSIE HUMANE WETENSCHAPPEN 

 

 

Advies ECHW (Advice from the ECHS) 
 

 

 

Titel van het project (Title of the project): EXIT Europe 

 
 

Datum ECHW-vergadering (Date meeting) 

- 27 juni 2019 

 
 

Promotor Vrije Universiteit Brussel (Supervisor Vrije Universiteit Brussel): 

- Prof. dr. Paul De Hert 

 
 

Onderzoekers die onderzoek uitvoeren (Researchers carrying out the project): 

- Dra. Amy Weatherburn 

- Dra. Carlotta Rigotti 

 
 

Financiering (Funding): 

- Financieringsbron (Funding Body): European Union’s Internal Security Fund 

- Soort project (Type of Project): Research Grant 

 
 

Duur van het project (Duration): 
 

Startdatum / start date: Einddatum / end date: 

01/01/2019 31/12/2020 

 

 
Positive with remarks 

 

 

 

 
 

Referentienummer (Reference Number): ECHW_177.02 
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Remarks regarding the information and consent form: 

 
- In what languages will the informed consents be offered to the participants? It is 

important that these documents are in the language of the participants so that they 

fully understand to what consent (e.g. processing of the personal data, the 

study,…). 

 
Remarks concerning the data protection (Cf. General Data Protection Regulation 

(Algemene Verordening Gegevensbescherming) / AVG): 

 
- Please contact the DPO of the VUB; there are still some elements in regards to 

the processing of the personal data that need to be agreed upon. (e.g. who will be 

the controller of the data?). 

 

 
 

Handtekening Voorzitter Ethische Commissie Humane Wetenschappen (Signature 

President ECHS) 

 
 

 

 

Commentaar en opmerkingen (Comments and remarks) 


