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Executive summary 

The present Deliverable D3.2 optimizes and updates the “IAM PERSONA” integrated impact 
assessment (IIA) method of the PERSONA project. It builds on and is informed by Deliverable D3.1, 
which contains its draft version, and reflects the lessons learnt from the Test Studies A, B and C, in 
which the draft method was tested. Such a method is a step-by-step consecutive/iterative process to 
be applied for the process of IIA of no-gate crossing technologies. It encompasses privacy and personal 
data protection requirements, as well as ethical and social acceptance concerns identified in the 
benchmark (D1.3). Both Deliverables D3.1 and D3.2 demonstrate the development and evolution of a 
tailor-made IIA method that eventually will be included in the final textbook of the PERSONA project 
(D5.2 and D5.3). 
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1 Introduction  

1.1 General introduction 

Deliverable D3.2 elaborates on the final version of a tailor-made integrated impact assessment (IIA) 
method that public authorities could use whenever they take a no-gate border crossing initiative to 
ensure the relevant requirements are met. In accordance with the framework for impact assessment 
(cf. infra), this version of the method is final in a sense that it is sufficiently complete and operable, yet 
– as impact assessment is a ‘living instrument’ – this method does not cease to develop as the society 
changes, experience from its use grows or new knowledges become available. 

Accordingly, the first version of the aforementioned method for IIA was developed in Deliverable 
D3.1. Subsequently, this method was tested in Test Studies A, B and C (cf. Deliverables D4.1-D4.5), 
i.e., the project’s end-users tested whether it was usable and whether it was capable of bearing fruit, 
namely to aid in the process of decision-making on the deployment of a technology so that societal 
values – here: privacy, data protection, ethics and societal acceptance – are protected and promoted 
(D4.3-D4.5). In parallel, a stakeholder involvement component of the said method was tested with a 
view of obtaining a similar goal (cf. Deliverables D4.1 and D4.2). In parallel, some occasional feedback 
from peers was received. A next version of the IIA method will be presented in the PERSONA 
textbook (cf. Deliverables D5.2 and D5.3; draft and a final version, respectively) and – after the 
conclusion of the PERSONA project – it will be left for further development by stakeholders; an 
appropriate intellectual property licence is foreseen for that purpose. 

Generally speaking, the IIA method offered in this deliverable is built on the research carried out in the 
project PERSONA, on the critical comparative analysis of impact assessment methods in other domain 
of practice, and on the experience of the project partners in these domains of practice, in particular 
those of privacy, personal data protection (informational privacy), technology development, 
environmental protection and human rights.  

1.2 Contents of  the present deliverable 

This deliverable addresses four elements of the architecture of impact assessment (cf. infra), namely 
framework, generic method, specific method and template. The specific method and the template 
reflect the scope of the specific benchmark of this integrated impact assessment (cf. Deliverable D1.3), 
which identifies a list of issues and requirements stemming from privacy, personal data protection, 
ethical and societal principles that apply to PERSONA and, by extension, no-gate border crossing 
initiatives in general. This Deliverable necessarily builds on Deliverable D3.1 and, at times, incorporates 
its parts in their entirety, and revises and updates it. What is left to be developed in the said impact 
assessment architecture is a practical guidebook (manual), for which the PERSONA textbook is 
foreseen. 

Accordingly, the present Deliverable consists of four Chapters. After the present introduction, which 
inter alia compares this version of the method with the previous one, and lists the changes and 
adjustments made, Chapter 2 introduces the concept of impact assessment and its vocabulary in the 
context of the PERSONA project. This includes an explanation of the concept of method, framework 
and integrated impact assessment, as well as a generic method for impact assessment, which will be 
tailored down in the subsequent chapter. Chapter 3 hence describes, from a theoretical perspective, 
which parts of the generic method need to be tailored down to the context of border control, as well 
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as why and how this should be done. Chapter 4 aims to operationalize the method and its steps 
provided in Chapter 2, offering a “raw” ready-made template for the process of integrated impact 
assessment of no-gate border crossing technologies. It hence needs to be noted that extensive 
explanations on how to fill in the aforementioned template are foreseen for the PERSONA textbook 
(cf. Deliverables D5.2 and D5.3). Chapter 5 concludes with a description of the next steps. 

1.3 Overview of  improvements compared to the initial version 

Considerable efforts in between the two versions of the PERSONA integrated impact assessment 
method have been made by the PERSONA Consortium. The draft method (Deliverable D3.1) was 
tested, most importantly, through Test Studies type A and C, which offered feedback (cf. Deliverables 
D4.2, D4.3, D4.4 and D4.5) that has been subsequently addressed in the current version of the method 
(D3.2) or will be addressed in the PERSONA textbook (D5.2/D5.3), as demonstrated in the following 
table: 

 

Challenges, risks and 
shortcomings (D4.2, D4.3, 
D4.4 and D4.5) Corresponding source  

Implemented measure(s) (D3.2, 
D5.2 and D5.3) 

G
en

er
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 c
h

al
le

n
ge

s 

(p
er

ta
in

in
g 

to
 t

h
e 

o
ve

ra
ll 

p
ro

ce
ss

) 

Little 
acquaintance 
with impact 
assessment 
methods. 

Novelty of the obligation, since 
such comprehensive 
assessments rarely have been 
practiced before. 

D5.2/D5.3: It will be 
recommended that gaps of 
expertise and know-how were 
addressed with a specific training, 
specialized on the analysis of the 
IIA elements. 

D3.2: The method requires a 
multidisciplinary team of assessors 
to conduct an IIA process. 

Lack of specific 
expertise in the 
team of the 
assessors. 

Little prior engagement with 
such specific notions, as those 
in the benchmark. 

D5.2/D5.3: It will be 
recommended that ethics, 
qualitative/quantitative methods 
for social acceptance, risk 
appraisal, human rights limitation 
criteria etc. (benchmark) are the 
point of attention during the 
training. Nonetheless, these 
notions will be extensively 
explained in the textbook. 

Insufficient 
allocation of 
resources for 
the impact 
assessment 
process. 

Inability to identify which parts 
of an IIA process demand more 
resources. 

D3.2: Step 3c for planning the use 
of resources was added. 
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Need of 
tailoring down 
the template to 
non-EU law 
requirements. 

The GDPR, and generally the EU 
data protection legislation, 
typically is not applicable 
outside the EU/EEA. Two end-
users had to apply the specific 
national legal requirements 
emanating from their 
jurisdiction, i.e., the EU data 
protection law in Israel and 
Serbia could not be used as a 
legal source. 

D3.2: Principle No. 13 
(Adaptiveness) of the framework 
was revised to include a sub-
principle of modularity. 

Substantive gaps 
in filling all the 
fields in the IIA 
template. 

Lack of motivation in 
performing those parts of the 
assessment process which 
exceeded what is strictly legally 
required (e.g., ethics). 

D3.2: The template was optimised 
towards user friendliness (cf. legal 
design principles). The 
questionnaire from Sect. 4 of D3.1 
was replaced by a fully-fledged 
template for a report from an IIA 
process.1 

D5.2/D5.3: Included will be 
extensive explanations on how to 
complete the template. A 
pedagogical formulation of 
explanations and instructions is 
preferred. 

Intrinsic difficulties of 
performing an integrated 
impact assessment process. 

Lack of 
substantive 
stakeholder 
involvement 

No stakeholder involvement at 
all. (One of the end-users in 
Test Studies C did not consult 
stakeholders at all.) 

D3.2: While the method and, 
consequently, the template 
require stakeholder involvement in 
the IIA process, exceptions are 
enumerated and are to be 
interpreted narrowly. The 
sponsoring organisation is 
accountable for this choice. In such 
a situation, the template requires 
an extensive justification thereof.  

  

 
1 Cf. also Dariusz Kloza et al., ‘Data Protection Impact Assessment in the European Union: Developing a 
Template for a Report from the Assessment Process’, D.Pia.Lab Policy Brief (Brussels: VUB, 2020), 
https://doi.org/10.31228/osf.io/7qrfp. 
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Difficulties with recruitment; 
lack of (sufficient) 
representativeness. 

D5.2/D5.3: Reference will be made 
to a set of recommendations as to 
overcoming insufficient 
recruitment, and under- and over-
representativeness. A checklist for 
an improved, meaningful 
stakeholder involvement might be 
provided. 

Biased answers. 

D5.2/D5.3: Recommended will be 
a consultation with an expert in 
psychology or social sciences in 
drafting questionnaires, interview 
protocols etc. in order to minimise 
the possibility of introducing 
unconscious bias by wording or 
layout.2 

D3.2: The method requires a 
multidisciplinary team of assessors 
to conduct an IIA process. 

Sp
ec

if
ic

 c
h

al
le

n
ge

s 

(p
er

ta
in

in
g 

to
 f

ill
in

g 
th

e 
te

m
p

la
te

) Complications in 
Section 1d, 
privacy 
screening. 

Due to the non-prescriptive 
legislation regarding the right 
to privacy, the process of 
identifying the privacy 
interferences was laborious. 

D3.2: Following the added sub-
principle of modularity, a different 
typology of privacy might be 
selected for assessment, as 
appropriate.  

D5.2/D5.3: The chosen typology 
(i.e. Koops)3 will be illustrated with 
examples concerning border 
management. 

Distinction 
between the 
preliminary and 
systematic 
description 
(steps 1a and 4, 
respectively). 

The similarity of the 
preliminary and systematic 
description in the template 
oftentimes confused the 
assessors. 

D3.2: An elaboration on 
instructive, concrete, guiding 
questions towards identifying 
which information should be part 
of the preliminary or the 
systematic description, and the 
level of granularity thereof, were 
added to the template.  

 
2 Cf. Deliverable D4.2. 
3 Bert-Jaap Koops et al., ‘A Typology of Privacy’, University of Pennsylvania Journal of International Law 38 
(2017): 483–575. 
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Complications in 
section 5c, 
principle-based 
ethics 
assessment. 

Due to the elusive character 
and non-prescriptiveness of a 
principle-based ethics 
assessment, a degree of 
indexterity in handling the 
tables was noticed. 

D5.2/D5.3: Included will be 
extensive explanations on how to 
complete the relevant part of the 
template. An elaboration on 
instructive, concrete, guiding 
questions will also be provided. 

Inability to 
identify 
recommenda-
tions in the 
appraisal of 
impacts. 

Although a reasonable number 
of risks had been identified, the 
recommendations section 
presented difficulties, owed to 
the lack of expertise or how-to 
knowledge. 

D3.2: A dedicated field to fill in 
was added.  

 

In summary, the root cause identified from Test Studies C is twofold: on the one hand, a subjective 
cause, namely the assessors’ lack of expertise or non-familiarity with impact assessment notions, and 
on the other hand an objective cause, namely the level of complexity of the process of impact 
assessment itself. In Test Studies C, these two have been remedied, firstly, by providing specialized, 
pedagogical training on the reasoning and role of the integrated impact assessment,4 and secondly by 
simplifying the instructions and explanations in the template to match the needs of the assessors. 

The aforementioned feedback and refinements currently constitute the core interest of the PERSONA 
Consortium towards the upcoming textbook (D5.2/D5.3). 

Consistent with the foregoing, the solution envisaged by the PERSONA Consortium will be to add more 
concrete instructions and, whenever possible, the in-between elaboration of steps for each 
assessment technique, especially the non-prescriptive ones, i.e., ethics, privacy and social acceptance. 
The PERSONA textbook will be therefore optimized to offer more specific suggestions and instructions: 
on what is the function and purpose of every component of the benchmark; on how to derive 
recommendations from the results of each assessment technique; on what constitutes a risk or 
recommendation, namely the inclusion of “knowledge bases”; on the assessment techniques for every 
component of the benchmark; and on how to operationalize the tables for ethics and social 
acceptance. 

Furthermore, the central challenge which stemmed from conducting Test Study A (distribution of 
questionnaires and interviews with real travellers) demonstrated a general lack or – at least – 
insufficiency of stakeholder involvement. This has been attributed to various causes and assumptions, 
among which, first, to the choice over the type of the questionnaires and their place of distribution 
and, second, to an unconscious, habitual acceptance of travellers towards new technologies installed. 
In result, stakeholder involvement in IIA processes require further investigation. 

Nonetheless, it will be further recommended that a dedicated training of high quality is offered to 
participants of an integrated impact assessment process before it starts; its contents could be based 

 
4 The assessor(s) can refer to the materials from a dedicated training, held online on 18-27 May 2020. Cf. 
https://cris.vub.be/en/activities/persona-training-on-the-concept-of-impact-assessment(5f8e648c-0452-4bc9-
9bff-a561f0958187).html.  

https://cris.vub.be/en/activities/persona-training-on-the-concept-of-impact-assessment(5f8e648c-0452-4bc9-9bff-a561f0958187).html
https://cris.vub.be/en/activities/persona-training-on-the-concept-of-impact-assessment(5f8e648c-0452-4bc9-9bff-a561f0958187).html


D3.2: PERSONA assessment method (final version) (revised) 
 

 

Dissemination level: Public  
 

 

 13 

on a model developed by the d.pia.lab.5 It will be further recommended that any template for a report 
from the impact assessment process sticks to the principles of legal design.6 

  

 
5 Cf. infra, note 4. 
6 Cf. e.g. https://www.lawbydesign.co/.  

https://www.lawbydesign.co/
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2 The concept of  impact assessment7 

2.1 Vocabulary 

The ‘architecture’ for impact assessment typically consists of three main elements, which are called 
‘framework’, ‘method’ and ‘template’. These are supplemented by e.g., textbooks, guidelines or 
questionnaires.  

• A framework constitutes an “essential supporting structure” or organisational arrangement for 
something, which, in this context, concerns the policy for impact assessment, and defines and 
describes the structure, principles and rules thereof.  

• A method, which is a “particular procedure for accomplishing or approaching something”, 
concerns the practice of impact assessment and defines the consecutive and/or iterative steps 
to be undertaken to perform such a process in accordance with the framework. A method can 
be generic or it might be tailored down to a specific context.  

• A template is a practical aid to the assessors. It is a form to fill in that—following a given 
method—structures the assessment process, guides the assessors throughout it and, upon 
completion, serves as a final report therefrom. At the same time, it documents all the activities 
undertaken within a given assessment process, serving to demonstrate, inter alia, the extent of 
compliance with the law and providing evidence as to the quality of the assessment process. 

• Assessor is a person who physically performs an IIA process, be it in-house (internal) or 
outsourced (external). The team of assessors is professionally independent from the leadership 
of an organization and throughout the assessment process, they do not accept nor seek any 
instruction, and avoid any personal bias. 

There may exist differentiated frameworks and multiple methods for impact assessment as well as 
numerous templates in many domains of practice, of various applicability and – more importantly – 
quality. A constant need for new ones is a function of the principle of receptiveness of impact 
assessment, i.e. all, framework, method and templates are to be continuously improved for impact 
assessment to better serve its goals, by learning from previous experience, either their own or of other 
evaluation techniques; to better respond to societal change; or to give effect to new types or domains 
of impact assessment (e.g. a recently proposed ‘algorithmic impact assessment’).8 Each new and 
revised framework and method is meant to contribute towards the efficiency (i.e. effectiveness with 
the least waste of resources), integrity (completeness) and fairness (legitimacy, impartiality and 
balance) of the assessment process so that the assessment process better serves its goals, i.e. the 
protection of a given societal concern, or concerns, among others.  

 
7 Based on: Dariusz Kloza et al., ‘Data Protection Impact Assessments in the European Union: Complementing 
the New Legal Framework towards a More Robust Protection of Individuals’, D.Pia.Lab Policy Brief (Brussels: 
VUB, 2017), https://doi.org/10.31228/osf.io/b68em; Dariusz Kloza et al., ‘Towards a Method for Data 
Protection Impact Assessment: Making Sense of GDPR Requirements’, D.Pia.Lab Policy Brief (Brussels: VUB, 
2019), https://doi.org/10.31228/osf.io/es8bm; Kloza et al., ‘Data Protection Impact Assessment in the 
European Union: Developing a Template for a Report from the Assessment Process’. 
8 Based on: Kloza et al., ‘Data Protection Impact Assessments in the European Union: Complementing the New 
Legal Framework towards a More Robust Protection of Individuals’. 



D3.2: PERSONA assessment method (final version) (revised) 
 

 

Dissemination level: Public  
 

 

 15 

2.2 Framework 

The tool of impact assessment, in general, is governed by a set of principles and conditions, i.e., a 
framework, built on best practices in different established areas of practice, such as technology 
assessment (TA), environmental impact assessment (EIA) and privacy impact assessment (PIA). These 
principles can be summarised as follows and are equally applicable to the process of impact 
assessment in the PERSONA project:9  

1. Systematic process. Impact assessment is a systematic process, undertaken in accordance with 
an appropriate method, and conducted in a timely manner. It starts reasonably early in the 
lifecycle of a single initiative, or a few alike initiatives (e.g., a proposed technology or a piece of 
legislation), prior to their deployment, continues throughout its life cycle and – as the society 
changes, dangers evolve and knowledge grows – is revisited when needed (a ‘living instrument’), 
thus continuously influencing the design of the initiative under assessment. 

2. Relevant benchmark. The assessment process analyses possible consequences of an initiative 
against relevant societal concerns, both individual and collective, commensurate with its type 
(e.g., DPIA is about the protection of individuals whenever their personal data are being processed 
and EIA – natural and human environment). Threshold analysis (scoping, establishing the context), 
public participation and expert consultation help determining and keeping up-to-date the list of 
these concerns. Whenever necessary, multiple types of impact assessment are performed for a 
given initiative, possibly in an integrated way. 

3. Rational requirement. Not all initiatives require impact assessment. The need therefor is 
determined by factors such as the nature, scope, context and purpose of the initiative under 
assessment, the number and types of individuals affected, etc. Impact assessment is however 
compulsory at least for initiatives capable of causing severe negative consequences to relevant 
societal concerns.  

4. Appropriate method. There is no ‘silver bullet’ method for performing the assessment process. 
What matters is the choice of an appropriate assessment method allowing for the best 
understanding of possible consequences of the envisaged initiative.  

5. Recommendations. The assessment process not only identifies, describes and analyses possible 
consequences – positive or negative, intended or unintended – of an initiative under assessment, 
but also identifies, describes and analyses possible solutions (recommendations) to address these 
consequences. 

6. Best efforts endeavour. Impact assessment constitutes a ‘best efforts obligation’. Since it is 
impossible to reduce negative consequences in absolute terms (and maximise positive ones), 
organisations react to them to the best of their abilities, depending upon the state-of-the-art and, 
to a reasonable extent, available resources.  

7. Assessors’ competence. The assessment process requires the assessor, or a team of assessors, to 
have sufficient knowledge and know-how for its successful completion, corresponding to the type 
and domain of impact assessment at stake.  

8. Assessors’ professional independence. The independence of the assessor – be it external or in-
house – is ensured: they do not seek nor accept any instructions, and have sufficient resources 

 
9 Based on: Kloza et al., ‘Data Protection Impact Assessments in the European Union: Complementing the New 
Legal Framework towards a More Robust Protection of Individuals’. 
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(i.e., time, money, workforce, knowledge and know-how, premises, and infrastructure) at their 
disposal.  

9. Documentation and transparency. The assessment process is documented (in particular, in 
writing) and is reasonably transparent. Its transparency manifests itself in free (i.e., unrestricted) 
and public access to relevant information. The public at large is informed about the assessment 
process, its terms of reference (in particular, the method) and its progress. Both draft and final 
assessment reports are easily accessible. This is without prejudice to legitimate secrecy, i.e., state 
secrets, trade secrets, personal data or otherwise privileged information. 

10. Deliberativeness. The assessment process is deliberative, manifested predominantly by public 
participation. External stakeholders – be it individuals and/or civil society organisations concerned 
or affected by the initiative under assessment), as representative as possible – are identified and 
meaningfully informed about it, their voice is actively sought and duly taken into consideration 
(i.e., consultation and co-decision). Information given and sought is robust, accurate and inclusive. 
Individuals and/or their representatives have effective means of challenge, e.g., in a court of law 
or similar tribunal. In parallel, anyone within the organisation sponsoring the initiative under 
assessment (i.e., internal stakeholders) partakes in the assessment process under the same 
conditions. Exceptions to public participation, if justified, are interpreted narrowly. 

11. Accountability. An organisation sponsoring an initiative is accountable for the assessment 
process. Decision-makers within an organisation choose, inter alia, the method of assessment and 
assessors to conduct it. They eventually approve the final assessment report and, in a subsequent 
process, might monitor the implementation of proposed possible solutions (recommendations). 
An external entity (e.g., a regulatory authority or an audit body) scrutinises its quality; selection 
criteria are transparent. Therefore, an organisation is able to demonstrate the satisfactoriness of 
the undertaken assessment process. Whenever the assessment process is compulsory, non-
compliance and malpractice are proportionately sanctioned. 

12. Simplicity. The assessment process is sufficiently simple, i.e., not unduly burdensome. The 
method serves those who use it and therefore is structured, coherent, easily understandable, and 
avoids prescriptiveness, over-complication and abuse of resources. There is however an inherent 
trade-off between the simplicity of use, and the technical sophistication and accuracy of the 
assessment.  

13. Adaptiveness. Impact assessment is adaptive to the characteristics of an initiative under 
assessment and its sponsoring organisation (i.e., ‘one size does not fit all’), e.g., type and 
complexity thereof (e.g., technology development, scientific research, legislative proposals) or the 
type and number of individuals concerned (affected) (e.g., nuclear safety is not the same as 
personal data protection). The method and the template for impact assessment might be 
modular, that is, ‘consisting of separate parts that, when combined, form a complete whole’,10 as 
impact assessment is responsive to geographical and cultural differences as well as to those 
between legal systems (jurisdictional differences). 

14. Inclusiveness. Impact assessment is inclusive. This ensures as many stakeholders (including 
experts and laypersons), relevant societal concerns and relevant development phases as possible 
(i.e., both the initiative under assessment and the process leading thereto), commensurate with 
the societal concerns at stake and the type and domain of assessment, are included in the 
assessment process.  

 
10 Cambridge Dictionary of English. 
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15. Receptiveness. Impact assessment is receptive. The framework, method, template and process 
evolve by learning from previous experience in parallel evaluation techniques (e.g., TA, EIA, risk 
management, etc.), knowledge from related disciplines (e.g., law) and changes in the society.  

16. Supportive environment. Impact assessment requires a supportive environment to bear fruit. It 
needs continuous high-level support from policy-makers and a spirit of cooperation among 
external and internal stakeholders. Regulators offer guidance and practical assistance in the 
assessment process, in the form of adequate training, guidelines, explanations and advice. 

2.3 A generic method for impact assessment 

The generic method lays the foundations for specific methods for impact assessment in multiple 
practice domains. The generic method consists of ten steps (six consecutive steps, three steps executed 
throughout the entire process and one step conducted afterwards), grouped into four phases. Some 
of these steps follow a logical sequence, while others are a function of the principles and conditions 

embodied in the framework. These phases and steps are the following:11 
 
Phase I: Preparation of the assessment process 

1. Screening (threshold analysis). This step determines whether the process of impact assessment is 
warranted or necessary for a planned initiative or a set of similar initiatives, in a given context. The 
screening is based on an initial yet sufficiently detailed description of the said initiative, both 
contextual and technical. The determination is made in accordance with threshold criteria, both 
internal (i.e., the organisation’s own policies) and external (i.e., those set out in legal or other 
regulatory requirements), or ad hoc criteria, such as public pressure. If an assessment process is 
neither warranted nor necessary, the entire process is then concluded with a reasoned statement 
of no significant impact. 

2. Scoping. This step, based on the initial description, is taken to identify:  

a) societal concerns, and their scope, that may be touched on by a planned initiative, such as 
privacy, personal data protection, human rights, or the natural and human (biophysical) 
environment, and the corresponding legal or other regulatory requirements; these concerns 
will constitute a benchmark of the assessment process; 

b) stakeholders who might affect, be affected by, be concerned with or be interested in the 
envisaged initiative, or who possess knowledge thereof (experts), as well as the level of their 
involvement; stakeholders might suggest further stakeholders to be included; 

c) techniques (methods sensu stricto) for the appraisal of impacts and for stakeholder 
involvement, including public participation, in decision-making, which will be used throughout 
the assessment process; and  

d) other evaluation techniques, beyond the process of impact assessment, which might be 
necessary or warranted in order to ensure, for example, the completeness of the information 
used in the decision-making process (e.g., technology assessment or environmental impact 
assessment). 

Not all of these elements and people might be identifiable at the beginning of the assessment 

 
11 Based on: Kloza et al., ‘Towards a Method for Data Protection Impact Assessment: Making Sense of GDPR 
Requirements’. 
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process, and hence their identification might need to be revised periodically. 

3. Planning and preparation. This step defines the terms of reference for the performance of the 
assessment process. Not all its elements, however, are of equal importance and applicability. These 
terms include, among others: 

a) the objectives thereof;  

b) the criteria for the acceptability of negative impacts;  

c) the necessary resources (i.e., time, money, workforce, knowledge, know-how, premises and 
infrastructure);  

d) the procedures and time-frames for the assessment process;  

e) the assessor or the team of assessors (in-house or outsourced), their roles and responsibilities, 
and assurance of their professional independence;  

f) a list of stakeholders to involve and a consultation plan, if necessary; 

g) criteria triggering a revision of the assessment process, and  

h) the continuity of the assessment process in case of, e.g., changes in the actors involved in the 
assessment process, disruption, natural disasters or utility failures. 

Phase II: Assessment 

4. Systematic description. This step, based on the initial description (cf. Step 1), provides a sufficiently 
detailed, two-part account of the planned initiative. First, there is a contextual description, which 
typically consists of: 

a) an overview of the planned initiative(s) and of the sponsoring organisation;  

b) the context of deployment of the initiative;  

c) the need for the initiative;  

d) possible interference(s) with societal concern(s); and  

e) the expected benefits and drawbacks.  

Second, there is a technical description. In the case of environmental impact assessment (EIA), this 
gives an account of, for example, the affected components of the biophysical environment, and, in 
the case of DPIA, it describes, for example, the categories of personal data and their flows within 
a processing operation. This description might undergo changes as the assessment process 
progresses. 

5. Appraisal of impacts. In this step, the impacts of the envisaged initiative are appraised in 
accordance with the pre-selected techniques (cf. Step 2). These impacts pertain to the societal 
concern(s) that might be touched on by the planned initiative, and to the stakeholders who are 
largely external to the sponsoring organisation. Typically, this appraisal consists of – at least – a 
detailed identification, analysis and evaluation of the impacts. The appraisal techniques could 
range from risk analysis (qualitative or quantitative risk management, or a combination of the two), 
scenario analysis (planning) and technology foresight to a legal and regulatory compliance check, 
legal interpretation techniques, and a proportionality and necessity assessment, to a cost-benefit 
analysis (CBA) and a strengths, weaknesses, opportunities and threats (SWOT) analysis. 

6. Recommendations. In this step, concrete, detailed measures (controls, safeguards, solutions, etc.), 
their addressees, their priorities and the time-frames for addressing them are proposed to 
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minimise the negative impacts of the planned initiative and, if possible, to maximise the positive 
ones. The assessor justifies her distinction between ‘negative’ and ‘positive’ impacts, since this 
distinction is contextual and subjective. The assessor might take stock of the measures already 
implemented. On this basis, after the conclusion of the assessment, the leadership of the 
sponsoring organisation takes a decision as to the deployment of the initiative and the conditions 
therefor. (However, a sponsoring organisation might implement the recommendations 
progressively, still within the assessment process.) An initiative is normally cancelled altogether if 
the negative impacts are unacceptable; to carry out such an initiative would be exceptional and 
would require sufficient justification. 

Phase III: Revisiting 

7. Revisiting. In this step a decision is made as to whether to conduct the assessment process again, 
entirely or in part. This step can occur every time the envisaged initiative is modified (before or 
after its deployment) or every time the context in which it is going to be deployed, or already has 
been deployed, changes. This step also ensures the continuity of the assessment process, such as 
in the case of a transfer of the initiative to another organisation. 

Ongoing Phase 

8. Stakeholder involvement, including public participation, in decision-making. This is an ongoing, 
cross-cutting step that runs throughout the entire process, in which stakeholders, including the 
public and/or their representatives, take part in the assessment process. 

Understood broadly, a stakeholder is someone who holds a stake (interest) in something, 
regardless of whether or not he or she is aware of this and of whether the interest is articulated 
directly or not. In the context of impact assessment, it is someone who is (now) or might be (in the 
future) affecting, or who is (might be) affected by, concerned with or interested in a planned 
initiative, (potentially) positively and/or negatively. At the same time, a stakeholder can be 
someone who possesses specific knowledge and know-how about the initiative, that is, an expert. 
The concept of a stakeholder is therefore open-ended and comprises the public (laypeople, etc.), 
decision-makers, experts and so on. Stakeholders can be individuals or collective entities, 
regardless of whether they are formally (legally) recognised or not (and so may be societal groups, 
communities, nations, the public at large, civil society organisations, etc.). There are multiple 
(groups of) stakeholders and hence they can be grouped into internal (e.g., employees, work 
committees) and external ones (e.g., customers or non-governmental organisations), and primary 
(i.e., those with a direct stake in the initiative, e.g., investors) and secondary ones (i.e., those with 
an indirect interest yet influential, e.g., the state), or they can be classified by their attributes: 
power, legitimacy and urgency. 

Stakeholder involvement constitutes an integral component of the assessment process and 
normally it is omitted only in exceptional situations. If stakeholder involvement is neither 
warranted nor necessary, due to e.g., no new insight could be gained by the involvement of 
stakeholders, or it would require an effort that would be disproportionate to the results. A decision 
not to involve stakeholders, or to deviate from the results of such a consultation, is reasoned and 
documented. Whenever stakeholder involvement is mandatory, (legal) remedies are available for 
the entitled stakeholders if their involvement is absent or insufficient, commensurate with the 
level of involvement pursued in a given assessment process. In any case, stakeholder involvement 
does not compromise any legitimate secrecy (e.g., state or trade secrets), nor it brings any negative 
consequences for its participants (e.g., exploitation). Personal data of identified stakeholders is 
appropriately protected. 

The level of stakeholder involvement can range from: (a) merely being informed or taught about a 
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planned initiative (low level); to (b) dialogue and consultation, in which the stakeholders’ views are 
sought and taken into consideration (middle level); or even (c) the co-decision by the stakeholders 
and a sponsoring organisation about the deployment of the initiative in question and, 
subsequently, partnership with the stakeholders in its implementation (high level).12 

Stakeholders are typically identified, informed, involved (consulted) and, eventually, they have 
their views considered. Information given and sought is robust, accurate, inclusive and meaningful. 
Information is given to stakeholders in a plain language and hence it might require preparation of 
specific documentation, e.g., technical briefings. Stakeholders are involved with due respect for 
confidentiality, i.e., state secrets, trade secrets, personal data or otherwise privileged information. 
Having gathered the viewpoints of the stakeholders, the assessors consider and take position on 
their views, i.e., whether they accept them or not; especially if the latter, the assessors provide 
exhaustive justification therefor. (Stakeholders are not assessors; the former provide input, which 
subsequently the latter take into account or reject.) 

There is a plethora of techniques for stakeholder involvement, ranging from information notices 
to interviews, questionnaires and surveys, to focus groups, roundtables, workshops and citizens’ 
panels, and including structured techniques, such as a ‘world café’ or ‘Delphi’.13 An appropriate 
technique, or a combination of techniques, is selected depending on the level of stakeholder 
involvement desired, the planned initiative, the context of the deployment of the initiative and the 
resources at the disposal of the sponsoring organisation.  

Stakeholder involvement can bring several benefits to the assessment process (e.g. enhancing its 
quality, credibility and legitimacy) and to the outcome (e.g. the decision-making process being 
better informed), but these must be contrasted with its drawbacks, which include the question of 
representativeness (over- or under-representation), fairness (e.g. manipulation, ‘astroturfing’), 
reluctance, communication barriers, conflict between public and private interests, and the 
resource-intensive nature of the entire stakeholder involvement process.  

9. Documentation. This is an ongoing, cross-cutting step that runs throughout the entire process, in 
which intelligible records are kept, in writing or in other permanent form (analogue or digital), of 
all the activities undertaken during the assessment process. This step includes the preparation of 
a final report from the assessment process (or a statement of no significant impact, when 
applicable). The full spectrum of documentation from a given assessment process, preferably in an 
electronic format, might be made publicly available, centrally registered, and/or presented for 
inspection upon request (with due respect for legitimate confidentiality). 

10. Quality control. This is an ongoing, cross-cutting step that runs throughout the entire process, in 
which the adherence to a standard of performance is checked (procedural, substantive or both), 
either internally (e.g., through progress monitoring or a review by the sponsoring organisation) or 
externally (e.g., by an independent regulatory authority through an audit, or by a court of law), or 
both. The quality control, regardless if structured or ad hoc, can equally well occur during or after 
the assessment process, or both.  

Further steps might be added while a generic method is being tailored down to a given context. For 
example, in the EU, it is required to consult a data protection authority (DPA) if a process of data 

 
12 Sherry R. Arnstein, ‘A Ladder Of Citizen Participation’, Journal of the American Institute of Planners 35, no. 4 
(1969): 216–24, https://doi.org/10.1080/01944366908977225. 
13 Claire Mays, ‘Stakeholder Involvement Techniques. Short Guide and Annotated Bibliography’ (Paris, 2004). 
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protection impact assessment (DPIA) indicates remaining high risks to the rights and freedoms of data 
subjects.14 Hence, a step of ‘prior consultation ‘might be added in a given method. 

2.4  Integrated impact assessment 

Multiple areas (domains) and types of assessment processes could be integrated into a single one. 
Such integration might be beneficial for at least three reasons: (1) since “everything is inherently 
interconnected”, “a complete understanding of all the impacts can only be achieved by a 
comprehensive and integrated assessment”;15 (2) efficiency “in terms of monetary and time 
resources”, and (3) inclusion of the aspects not legally required in the types of assessments that are 
required by law (i.e. “greater visibility of voluntary impact assessments by piggy-backing on those that 
are legally mandated”).16 

Such integration would function on a condition that the integrated method, in particular its 
benchmark, is internally coherent and not contradictory. However, while “integration may contribute 
to efficiency, it could also lead to the subordination of certain assessment issues, particularly those 
that are supposed to have their status raised in decision making through specific assessment 
instruments”.17 

The integrated impact assessment (IIA) of PERSONA combines several assessment and appraisal 
techniques, which are either legal requirements (e.g., DPIA) or good practices, into one single process. 
The integration of different types of IA into a single process can help public authorities to conduct the 
assessment in two ways. First, it would improve the efficiency of the process since many issues (e.g., 
privacy) overlap across different IA. Second, outcomes and recommendations for policy makers could 
be simplified. This is in line with the principle of adaptiveness (n. 13) of the aforementioned 
framework. 

An IIA is widely used in the European Union and abroad,18 especially in the UK in cases where 
environmental, health and social IA are combined to assess the impact of city planning initiatives.19  

This PERSONA IIA combines the following impact assessments: 

- Ethical Impact assessment (eIA),  

- Social acceptance,20 

 
14 Article 36 GDPR. 
15 Frank Vanclay, ‘The Triple Bottom Line and Impact Assessment. How Do TBL, EIA, SIA, SEA and EMS Relate to 
Each Other?’, Journal of Environmental Assessment Policy and Management 6, no. 3 (September 2004): 277, 
https://doi.org/10.1142/S1464333204001729. 
16 Ryo Tajima and Thomas B. Fischer, ‘Should Different Impact Assessment Instruments Be Integrated? Evidence 
from English Spatial Planning’, Environmental Impact Assessment Review 41 (2013): 29, 
https://doi.org/10.1016/j.eiar.2013.02.001. 
17 Tajima and Fischer, ‘Should Different Impact Assessment Instruments Be Integrated? Evidence from English 
Spatial Planning’. 
18 (Smismans & Minto, 2017). 
19 London Plan, ‘GLA London Plan IIA’, no. November (2017).; City of Westminster, ‘City Plan 2019-2040 - 
Integrated Impact Assessment Report’, 2019. 
20 By social acceptance here we do not mean ‘social impact assessment’. The concept of social acceptance 
enquires empirically whether a new technology is accepted—or merely tolerated—by a community (see more 
on this in D1.3). Social impact assessment instead is a well-established practice that assess the social effects (in 
a broader sense) of a given initiative. Given the scope of PERSONA, we decided to treat social acceptance as 
part of the eIA pillar, and not as a separate one like e.g., DPIA. 
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- Privacy impact assessment (PIA), and 

- Data protection impact assessment (DPIA). 

 

 

Figure 1: PERSONA Integrated IA components 
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3 The PERSONA integrated impact assessment 
method 

The generic method for impact assessment needs to be tailored down to the specificity and needs of 
a given context. While the captions of the generic method (Section 2.3) are kept as they are,21 each 
step is tailored down to each component of the PERSONA IIA (DPIA, eIA, PIA) and to the context of 
border control. This exercise requires two separate actions corresponding to Sections 3 and 4 of this 
Deliverable. 

- Section 3 deals with the theoretical justification of why, where and how the method needs to be 
tailored down.  

- Section 4 provides a template. 

The parts on the right of each step of the graphic below are useful to visualise which parts of the 
method need to be tailored down for each type of impact assessment: 

 

Table 1: Tailoring down the generic IA method to the PERSONA IIA components 

Steps DPIA Ethical IA  Social acceptance PIA 

Phase I 

1) Screening -Legally binding 
-4 iterations: 
▪ GDPR: 7 criteria to 

consider 
▪ LED: 1 criterion 
▪ EUDPR: 5 criteria 

to consider 
▪ EUDPR: 1 criterion 

for AFSJ 

-Not legally binding  
-Threshold analysis 
questionnaire 

-Not legally binding  
-Threshold analysis 
questionnaire 

-Not legally binding  
-Threshold analysis 
questionnaire 

2) Scoping -Narrow down the 
benchmark to relevant 
legal statutes 
-Identify appraisal 
techniques for: 
▪ Risk to a right 
▪ Necessity and 

proportionality 
test 

-Narrow down the 
benchmark to the 
toolkit of ethical 
arguments 
-Identify appraisal 
techniques for 
ethical issues 

-Identify users for 
acceptance 
assessment 
-Identify 
involvement 
techniques for 
acceptance 
assessment 

-Narrow down the 
ethical benchmark 
to relevant privacy 
dimensions  
-Identify appraisal 
techniques for 
privacy issues 

-Identify stakeholders 
-Identify stakeholders involvement techniques 

3) Planning Determine scale, budget, composition of the team 

  

 
21 This generic method was used to conduct the internal DPIA of the PERSONA project (cf. D8.3) and was 
discussed during the second roundtable of the first PERSONA workshop (cf. D6.2). 
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Phase II 

4) Description Systematic description 
of envisaged processing 
operations  
[Art 35(7)(a) GDPR & 
Art. 39(7)(a) EUDPR] 
 

Or 
 
Generic description of 
envisaged processing 
operations  
(LED & Art. 89 EUDPR) 
 

And 
 
Technical description of 
processing operation 

Broader ‘big picture’ description of the initiative 
(relevant ethical, privacy and societal issues not 
covered by data protection) 

5) Appraisal of 
impacts 

Necessity & 
Proportionality + Risk 
assessment (GDPR & 
Art. 39 EUDPR) 
Risk assessment (LED 
and Art. 89 EUDPR)  

-Applied Ethics 
-Ethical Checklist 
approaches 
-Participatory 
methods 
-Stakeholders 
consultation 
-Scenario-based 
approaches 

-Questionnaires 
-Focus groups 
-Interviews 

-Risk 
assessment 
-Cost-benefit 
analysis (CBA)  

6) Recommendations Measures envisaged to 
address the risks AND 
demonstrate compliance 
with data protection 
rules 

Broader scope recommendations that do not fall 
under data protection recommendations 

Phase III 

7) Revisiting Decision as to whether to conduct the process again, entirely or in part 

8) Prior consultation22 Obligatory prior consultation with a DPA if 
the assessment process demonstrates a 
high residual risk 

No obligation to contact a DPA  
 

Ongoing Phase 

(A) Stakeholder 
involvement 

Identify, define the level of involvement and Involve stakeholders at different 
phases of the process 

(B) Quality control Check the quality of the IIA process (internally or externally) 

(C) Documentation Document the IIA process 

  

 
22 Not mentioned in the generic method, as being specific to the GDPR. 
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3.1 Phase I: Preparation of  the assessment process 

3.1.1 Screening (threshold analysis)  

Each initiative presents its own peculiarities and that is why the threshold has different requirements 
in DPIA, eIA and PIA. To begin with, it is important to determine whether any IA is required by law. At 
the moment of writing, the only types of impact assessment required under EU law, are the data 
protection (DPIA) and environmental (EIA) ones. As EIA falls out the scope of this project, we begin by 
discussing the threshold analysis of DPIAs. 

a) At DPIA level, there are differences between the DPIA foreseen under the General Data 
Protection Regulation (GDPR) in Art. 35, under the Law Enforcement Directive (LED) in Art. 27 
and under the so-called Data Protection Regulation for EU Institutions (EUDPR), which in turn 
distinguishes DPIA carried out by Union bodies, offices and agencies when carrying out 
activities which fall within the scope of Chapter 4 (Judicial cooperation in criminal matters) or 
Chapter (Police cooperation in criminal matters) 5 of Title V (Area of Freedom, Security and 
Justice) of part three TFEU data (Art. 89) and DPIA carried out in the other policy areas (Art. 
39). Furthermore, whereas a matter falls entirely within national security, it is outside the 
scope of EU law and none of the above legal frameworks will be applicable.   

That is why it is necessary for the data controllers to understand in which policy area they are 
operating, even if the lines may be blurred. Nevertheless, there may be situations of overlap 
and changes.  

A person crossing the Schengen borders irregularly might be checked by a police officer 
and, in those Member States where the irregular crossing of borders qualifies as a criminal 
offence, the police officer may change the purpose of the processing, depending on 
whether it is carried out for migration purposes or for prosecuting the criminal offence. 
However, once the irregular migrant applies for asylum, the processing of his application 
will fall within the scope of the GDPR, notwithstanding the initiated criminal proceedings.23  

Under the GDPR, in order to determine whether a process of DPIA is required by law, the 
envisaged initiative has to be examined against the seven criteria of high risk (to the rights 
and freedoms of data subjects, taking into account four qualitative criteria of the nature, 
scope, context and purposes of the processing of personal data), enumeration [list in Art. 
35(3)], positive enumeration by data protection authorities (DPAs), negative enumeration by 
DPAs, selected previous assessment processes, exemptions for specific professions (see 
Section 3 for further details).  

In the LED, the formulation of Art. 27 is simpler: the only criterion mentioned is to have 
processing operations likely to present high risk to the rights and freedoms of data subjects, 
taking into account four qualitative criteria of the nature, scope, context and purposes of the 
processing of personal data.  

In the EUDPR, the structure of Art. 39 and 89 retrace the one of Art. 35 GDPR and Art. 27 LED 
respectively, mutatis mutandis (e.g., positive and negative enumeration lists are adopted by 
the European Data Protection Supervisor, and there is no exemption for specific professions).    

 
23 Juraj Sajfert and Teresa Quintel, ‘Data Protection Directive (EU) 2016/680 for Police and Criminal Justice 
Authorities’, in GDPR Commentary, ed. Franziska Boehm and Marc Cole (Edward Elgar, 2019), 1–22. 
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Data processing operations involving new technologies constitute a particular trigger for all 
the above DPIAs.  

b) Nevertheless, other types of impact assessment, albeit not required by law may still be 
desirable. As for ethical impact assessment (eIA), it might still be needed for a given border 
control initiative to assess the (ethical) arguments against and in favour of the technology 
under assessment. As there are no explicit criteria provided by the law, it is up to the assessor 
to determine whether the threshold to conduct an ethical impact assessment is met. 
However, the determination of the threshold is necessary only if a DPIA is not required by law. 
In fact, serious concerns about data protection issues and risks to rights and freedoms of data 
subjects can also be considered ethical matters, and thus require an eIA. Only if a DPIA is not 
required then an assessor is requested to perform a threshold analysis. In order to take this 
decision, the assessor could, for instance, fill in a threshold analysis questionnaire (self-
assessment), where quantitative criteria (e.g., a numerical scale) could indicate whether the 
threshold is met. As a rule of thumb, if any ethical issue is raised by the project (including, but 
not limited to, data protection issues), an eIA should be conducted. If no threshold is met (i.e., 
no potential ethical issues are raised), an independent body (e.g., data protection authority 
for what concerns a DPIA, internal ethics committees or external advisory boards for ethics) 
should review the assessment form to ensure that this is the case.  

Finally, if impacts concern specifically the field of privacy (including bodily, informational, 
spatial privacy etc.),24 a PIA might be warranted. This could create a situation where a DPIA is 
not carried out, while a PIA is undertaken. In fact, while people still confuse the two, privacy 
and data protection are indeed two different rights and theoretical concepts, and there may 
still be situations where privacy is affected independently from personal data processing 
(interception of telecommunications).25 According to Wright and De Hert, there are at least 
two ways to address the question of whether a PIA is necessary. First, it should ask whether 
the project involves the processing of personal data or could impact any type of privacy, i.e., 
whereas a DPIA is required, also a PIA should be recommended. Second, it should contemplate 
what could go wrong in relation with one project and see if there are some privacy risks. 
Furthermore, Clarke suggests considering if the proposed project has significant potential 
impacts on, or implications for, groups of people or organizations other than the primary 
sponsor (e.g., in case of databases).26 

In sum, it is important to conclude that, in a given initiative, it might be the case that not all the pillars 
of the IIA are needed. For instance, it might be the case that a DPIA is not required by law, but still an 
eIA and/or PIA should be conducted. 

3.1.2 Scoping  

As for the scoping phase, the five main steps of the scoping are too preliminary identify: 

a) The level of granularity of the initiative under assessment. The assessment process (and its scale) 
will look very different if for ‘initiative’ it is meant, say, a component of the technology (e.g., a 

 
24 For a complete typology of privacy see Koops et al., ‘A Typology of Privacy’. 
25 Juliane Kokott and Christoph Sobotta, ‘The Distinction between Privacy and Data Protection in the 
Jurisprudence of the CJEU and the ECtHR’, International Data Privacy Law 3, no. 4 (2013): 222–28, 
https://doi.org/10.1093/idpl/ipt017. 
26 David Wright and Paul De Hert, Privacy Impact Assessment, ed. David Wright and Paul De Hert, Privacy 
Impact Assessment (Dordrecht: Springer Netherlands, 2012), 46, https://doi.org/10.1007/978-94-007-2543-0. 
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fingerprint reader for a smart gate), or a complex system/assemblage that integrates several 
devices (e.g., a smart tunnel that includes face recognition cameras, sensors and body scanners). 
It is also important to determine where this initiative will be implemented: is it one single device 
used in a pilot at a single airport? Or at multiple border crossing points? 

b) Societal concerns, which a planned initiative might touch upon, i.e., privacy, personal data 
protection, ethical issues or other rights and freedoms. To do this, the assessor should use the 
benchmark developed in D1.3 as a guidance, but she needs to narrow it down to the specific 
context (e.g., a body scanner or a facial recognition system, etc.), in particular regarding: 

i. Technical requirements that apply to the initiative under assessment (including functional, 
non-functional and security requirements) (see D1.1 as an example); 

ii. Legal statutes regarding border management that apply to the given initiative; 

iii. Ethical arguments that apply to the given initiative; 

iv. Legal principles that apply to the given initiative. 

It is important that the elements selected from the benchmark are consistent: there should be no 
contradictions e.g., between legal requirements on border control (a) and legal principles of 
privacy and data protection (d), or between functional requirements of the system (a) and ethical 
arguments (c). It is also important to take into account the technical requirements of the system; 
sometimes the outcome of the assessment might be too negative because the assessor thinks the 
technology is capable of doing more than it actually does, or the error rate is very high (think of 
the case of a facial recognition system). 

c) Stakeholders who might affect, be affected, concerned by or interested in the envisaged 
initiative(s), or who possess knowledge thereon, or their representatives, as well as the level of 
their involvement. The identification of stakeholders is highly depended on the context, but can 
be done once for each component of the IIA. For instance, in the context of lie detection systems 
applied at border crossing points, the stakeholders will be, other than by border control authorities 
and other law enforcement authorities, companies developing the systems, represented by 
travellers.  In turn, the category of travellers can be divided into various subsets with various needs: 
there are business travellers, family travellers, elderly people travelling, children, people with 
disabilities whose needs have to be taken into account.  

d) Techniques for the appraisal of impacts and for stakeholder involvement that would be used 
throughout the assessment process. In DPIA, for example, the appraisal techniques are necessity 
and proportionality and high risk (for Art. 35 GDPR and Art. 39 EUDPR) and high risk in Art. 27 LED 
and Art. 89 EUDPR. However, resort to other appraisal techniques for ethical impact might be 
necessary.  

e) Other evaluation techniques, beyond the process of the present impact assessment, to which 
resorting might be necessary or warranted. For instance, it could be required to do a Health Impact 
Assessment (HIA), for instance in the case of particular types of body scanners which employ 
millimetre wave radiation.27  

Not all of these elements and people might be identifiable at the beginning of the assessment process 
and hence their identification might need to be revised periodically. 

 
27 Govert Valkenburg and Irma van der Ploeg, ‘Materialities between Security and Privacy: A Constructivist 
Account of Airport Security Scanners’, ed. Anthony Amicelle, Claudia Aradau, and Julien Jeandesboz, Security 
Dialogue 46, no. 4 (August 2015): 326–44, https://doi.org/10.1177/0967010615577855. 
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3.1.3 Planning and preparation 

The goal of this step is to set the terms of reference for a given DPIA process. This step answers the 
question of how to conduct a given DPIA process, constituting a written manual therefor, and it might 
be updated throughout the assessment process. Not all its elements, however, are of equal importance 
and applicability. 

a) Specific objectives of a given DPIA process. At a general level, at a minimum, the substantive goal 
of a DPIA process is to ensure the highest possible level of protection of individuals whose personal 
data would be processed in the envisaged operations. The formal goal thereof is to comply with 
the law (cf. Article 35(7)(d)). A DPIA process aims at ensuring both goals by aiding the decision-
making process as to the deployment of the envisaged processing operations and their shape. 
However, the controller clarifies in greater detail the specific objectives of a given assessment 
process. 

b) Acceptability criteria of negative impacts. The controller sets and justifies the criteria for the 
acceptability of negative impacts. Such a threshold is set and justified for each appraisal technique 
employed. The controller sets and justifies a threshold below which a processing operation would 
be deemed unnecessary and/or disproportionate, given the legal or cultural context. The 
controller also sets a threshold above which a risk to a right would not be accepted, given the legal 
or cultural context or the risk attitude (e.g., risk-prone or risk-adverse). In other words, the 
controller specifies the level of risk that is acceptable. The controller defines beforehand both the 
likelihood and severity scales. 

c) Resources to be committed. The controller lists and ensures necessary resources to conduct a 
DPIA process, which include, but are not limited to: time (hours, days or months to be devoted to 
accomplish an entire DPIA process); money (cost of labour, equipment, stakeholder involvement, 
etc.); workforce (number of persons, part-time or full-time, to be involved in a DPIA process); 
knowledge (assessors’ expertise, e.g., legal, ethical, data literacy, computer science, project 
management, public relations, etc.); know-how (experience required by the persons involved in a 
DPIA process); premises (place(s) where a DPIA process will be performed) and infrastructure 
(assets required for a DPIA process, e.g., hardware and software). Assessors might resort to the 
help of software that facilitates the DPIA process by automating parts thereof. 

d) Procedures and timeframes. The controller sets up the timeframes for a DPIA process, specifying, 
e.g., milestones and deadlines, assigning responsibilities for the assessors and specifying who is 
answerable to whom within the organisational structure of the controller. 

e) (Team of) assessors, and their roles and responsibilities. The assessment process requires 
multiple types of expertise. The controller, on the basis of transparent criteria, chooses the 
assessors, either internal or external (outsourced) or a combination thereof. The (team of) 
assessors might be changed and/or expanded as the assessment process progresses. If the 
assessment process is outsourced, entirely or in part, the controller concludes a service contract 
with external assessors. The controller spells out their roles and responsibilities (e.g., to whom the 
assessors report), and ensures their professional independence (e.g., assessors do not seek nor 
receive instructions; their bias is explicitly marked as such). 

f) Stakeholders. Based on the pre-defined categories in Step 2b, the assessors identify stakeholders, 
having regard to ensuring their diversity (e.g., gender balance, geographic diversity, age diversity 
or multidisciplinarity) and—if any direct stakeholder involvement techniques are to be used—also 
their contact details. Depending on its length, this list can be either filled-in on this template or 
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appended thereto. For large-scale consultations, a consultation plan might be necessary. Personal 
data of identified stakeholders is appropriately protected. 

g) Continuity. The controller specifies the continuity of the assessment process in case of, e.g., 
changes in the actors involved in the assessment process (e.g., controller, processors, assessors, 
etc.), disruption, natural disasters or utility failures. 

h) Revision. The controller specifies the criteria triggering the revision of the DPIA process. The GDPR 
foresees, at a minimum, a change in the level of risk (cf. Article 35(11)). 

3.2 Phase II: Assessment 

3.2.1 Description 

For what concerns DPIA, the Regulation requires the assessment process to commence with a 
“systematic description of the envisaged processing operations and the purposes of the processing, 
including, where applicable, the legitimate interest pursued by the controller” [Article 35(7)(a)]. Such 
a description necessarily includes: 

a) a contextual description of the envisaged initiative, in particular the “nature, scope, context 
and purposes” of processing operations and stakeholders involved (data subjects, controllers, 
processors, third parties and public authorities); 

b) technical description, containing personal data flows and – possibly – a visualization thereof. 

Art. 39(7)(a) EUDPR requires the same (except from the indication of the legitimate interest pursued 
by the controller). In case of Art. 27 LED and Art. 89 EUDPR, instead, the DPIA shall contain at least a 
general description of the envisaged processing operations (plus the technical description). 

In eIA and PIA, the description should include a broad, “big picture” description of the project, 
including: the project’s overall aims; how these aims fit with the organisation’s broader objectives; the 
project’s scope and extent; any links with existing programs or other projects; the key privacy 
elements. This broader description is necessary only if the impacts of the initiative assessed go beyond 
data protection related issues, and therefore the description required by the GDPR is not exhaustive 
for the scope of the IIA. 

3.2.2 Appraisal of impacts 

The appraisal of impacts has to be done at different levels. If a DPIA is required, then, according to Art. 
35(7) GDPR and under Art. 39(7) EUDPR, two types of appraisal techniques have to be performed, 
examined below. The same happens for the PIA, where necessary: 

A. necessity and proportionality assessment, and  

B. risk appraisal.  

3.2.2.1 The assessment of the “necessity and proportionality of the processing 
operations in relation to the purposes” of these operations  

The distinction between these two concepts and their contents are highly disputable. Nonetheless, in 
the context of DPIA, this assessment can occur at two levels. 
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Level 1 – necessity and proportionality in data protection law: The first assessment within a DPIA 
process is that of the ‘necessity and proportionality of the processing operations in relation to [their] 
purposes’ and it might occur at two levels. First, the necessity and proportionality assessment refer to 
the observance of the personal data protection principles.28 In particular, it concerns the principle of 
purpose limitation – that is, it first asks about the purpose of the data processing operation, whether 
‘the processing could not reasonably be fulfilled by other means’29 and whether the personal data 
would be ‘collected for specified, explicit and legitimate purposes and not further processed’ in a way 
that is inconsistent with those purposes.30 This assessment further concerns the principle of lawfulness 
of processing,31 and the principles of data minimisation, accuracy and storage limitation, security of 
processing32 as well as data protection by design and by default.33 In other words, it asks whether the 
personal data would be ‘processed lawfully, fairly and in a transparent manner’, would be ‘adequate, 
relevant and limited to what is necessary in relation to the purposes’, would be ‘accurate and, where 
necessary, kept up to date’ and would be stored for no longer than necessary.34  

Level 2 – necessity and proportionality in human rights law: Second, given the fact that a fundamental 
right is at stake and that an assessment process of the envisaged processing operations against solely 
personal data protection principles (level 1) might not always be sufficiently complete to the detriment 
of the level of protection and the quality of the decision-making process it is meant to advise, the 
assessors might expand their appraisal to the entirety of human rights limitation criteria, as can happen 
in the IAM PERSONA. In other words, while it is assumed that the entirety of the provisions of the GDPR, 
and especially the personal data protection principles, is meant to observe the human rights limitation 
criteria (level 1),35 there might still exist instances that would question such assumption and, therefore, 
in which the envisaged initiative under assessment must be examined against the entirety of these 
limitation criteria (level 2). For example, despite a presumption of conformity with fundamental rights, 
a provision of the GDPR might be, entirely or in part, in conflict therewith; furthermore, so might be a 
national exemption or derogation from the GDPR (e.g., processing carried out for journalistic purposes 
or the purposes of academic, artistic or literary expression).36 However, such broader appraisal might 
be applicable only to specific controllers and/or to specific data processing operations (e.g., a task 
carried out for a public interest). 

As the right to personal data protection and (the majority of) related fundamental rights are not 
absolute but rather relative ones (i.e., an interference with the right can only be justified under certain 
conditions),37 these five limitation criteria following the CFR can be read as follows:38  

1) legality, i.e., if a basis for a data processing operation is ‘provided for by law’ of a sufficient 
quality, e.g., clarity, accessibility, precision, foreseeability, conformity with the rule of law;39  

 
28 Article 5(1). 
29 Recital 39. 
30 Article 5(1)(b). 
31 Article 6. 
32 Article 32. 
33 Article 25. 
34 Articles 5(1)(a)-(e). 
35 Article 52(1) Charter of Fundamental Rights of the EU (CFR), OJ C 202, 07.06.2016, p. 391–407. 
36 Article 85. 
37 Steve Peers and Sacha Prechal, ‘Scope and Interpretation of Rights and Principles’, in The EU Charter of 
Fundamental Rights : A Commentary, ed. Steve Peers et al. (London: Hart Publishing, 2015), 1455–1522, 
https://doi.org/10.5040/9781849468350.ch-056. 
38 Article 52(1) CFR. 
39 Cf. also ECtHR, Olsson vs. Sweden, Application no. 10465/83, Judgement of 24 March 1988, § 61. 
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2) the respect for the essence of a right, i.e., if the interference with a fundamental right does 
not make it impossible to exercise a right;40  

3) legitimacy, i.e., if a processing operation serves a given ‘general interest’41 or ‘protect[s] the 
rights and freedoms of others’;  

4) necessity, i.e., if a processing operation is ‘necessary and [if it] genuinely meet[s]’ legitimate 
objectives; and  

5) proportionality sensu stricto (e.g., balancing), e.g., if the least intrusive option has been 
chosen.42  

Furthermore, it is argued under the doctrine that the suitability of a processing operation should also 
be assessed, i.e., whether a processing operation is suited (ever capable) to achieve a given legitimate 
aim. By virtue of the CFR,43 the ‘meaning and scope’ of the rights, including their limitation criteria, 
‘shall be the same as those laid down’ in the European Convention on Human Rights (ECHR).44 This 
assessment is made on a fact-based analysis, built on sufficient, clearly described and verifiable 
evidence. The content of the necessity and proportionality assessment differs between the private 
sector and the public sector, the differentiation being in for-profit or not-for-profit organizations 
respectively. In addition, for the latter sector, further differentiation is needed between law-making 
and law-applying. In the context of IAM PERSONA, the public sector is incumbent, due to the fact that 
border control appertains to the sphere of public policy, therefore the abovementioned criteria are 
applicable. 

3.2.2.2 The assessment of the “risks to the rights and freedoms of data subjects” 

The second assessment within a DPIA process is that of the risks to the rights and freedoms of data 
subjects. On the grounds of the GDPR, risk is understood as a negative consequence arising from 
processing operations that might or might not occur in the future. Such a consequence, if it 
materialised, would produce physical, material or non-material damage to natural persons (largely, 
data subjects) and not solely to the controllers or processors. Such risk includes, for example, 
discrimination, identity theft or fraud, financial loss or damage to reputation, loss of confidentiality, 
unauthorised reversal of pseudonymisation, any significant economic or social disadvantage, loss of 
control over personal data, and processing of unauthorised sensitive data or data from vulnerable 
natural persons, in particular children.45  

These risks concern the enjoyment of rights and freedoms by individuals and therefore they are not 
(merely) compliance risks.46 Given the goal of the Regulation, these risks have a wider scope than solely 

 
40 Cf. e.g. Maja Brkan, ‘The Essence of the Fundamental Rights to Privacy and Data Protection: Finding the Way 
Through the Maze of the CJEU’s Constitutional Reasoning’, German Law Journal 20, no. 6 (2019): 864–83, 
https://doi.org/10.1017/glj.2019.66.. 
41 Cf. e.g., Article 3 Treaty on European Union (TEU), OJ C 202, 07.06.2016, pp. 1-366. 
42 Cf. e.g. Aharon Barak, Proportionality (Cambridge: Cambridge University Press, 2010); Kai Möller, 
‘Proportionality: Challenging the Critics’, International Journal of Constitutional Law 10, no. 3 (2012): 709–31, 
https://doi.org/10.1093/icon/mos024.. 
43 Article 52(3) CFR. 
44 Convention for the Protection of Human Rights and Fundamental Freedoms, Rome, 04 November 1950, ETS 
No. 5. 
45 Recital 75 provides a longer list of examples of such harms; their further identification occurs during the 
assessment process. 
46 Niels van Dijk, Raphaël Gellert, and Kjetil Rommetveit, ‘A Risk to a Right? Beyond Data Protection Risk 
Assessments’, Computer Law & Security Review 32, no. 2 (April 2016): 286–306, 
https://doi.org/10.1016/j.clsr.2015.12.017.. 
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the right to the protection of personal data and extend to other rights and freedoms in an open-ended 
way. (The decision on whether a processing operation involves a risk and – subsequently – whether 
the level of risk is high is made by the data controller and is made ‘on the basis of objective 
assessment’.47 This is, however, not always attainable in practice, due to ambiguities about assignable 
likelihoods and possible types of damage, and by taking into account ‘subjective’ perceptions of risk 
by stakeholders (e.g., data subjects).48 Risk is typically assessed by combining two measurements, 
namely its likelihood or probability (i.e., chance of happening) and its severity (i.e., magnitude of 
consequences).49 Risk can be assessed qualitatively, quantitatively or with a combination of both. 
There are aspects of personal data protection that fit into the former (i.e., risk to rights and freedoms) 
and to the latter (e.g., data security). Quantitative risk assessment measures the probability of 
occurrence of a risk and combines it with its severity. Probability is expressed on a scale ranging from 
0 to 1. In turn, qualitative risk assessment instead uses levels of likelihood (e.g., a 4-partite descriptive 
scale of negligible, low, medium and high) to be combined with its severity. Eventually, severity of a 
risk indicates a magnitude of damage should a risk materialise. It can be equally expressed on a 4-
partite descriptive scale. Both scales—likelihood and severity—are pre-defined and justified.  

A typical method for risk assessment requires, first, the identification of a risk, i.e., to find, recognise 
and describe it. (Knowledge bases might be of use here.) In the second step, the risk is analysed, i.e., 
its nature is comprehended in order to determine the level of risk, e.g., by multiplying the likelihood 
(probability) of its occurrence by the severity of its consequences. In the third step, the risk is 
evaluated, i.e., the results of risk analysis are compared with the risk criteria in order to determine 
whether the risk and its level are acceptable, if any mitigation measure is to be recommended and if 
any risk should be prioritised.  

Each risk is mitigated by manipulating either its likelihood (probability)—by, e.g., limiting the exposure 
to a risk—or its severity—by, e.g., preparing a response plan should the risk materialise—or both. Risks 
can be avoided, mitigated, transferred (to another entity, e.g., outsource, insurance, etc., or in time) 
or accepted. Residual risk is a risk that remains if there is no measure available to mitigate it and 
triggers a prior consultation with a DPA (cf. Step 7). (Risk treatment lies outside the risk assessment 
process and, hence, constitutes part of a separate process.)  

Under Art. 27(1) LED and Art. 89(1) EUDPR, risk appraisal is required.  

The two appraisal techniques mentioned above are particularly relevant also for ethical issues raised 
by border technologies. Following the idea of efficiency of integrated impact assessment, and given 
the fact that there is a big overlap between fundamental rights covered by the necessity and 
proportionality test and the risk assessment, we find it redundant to use a principle-based approach 
in ethics.50 

However, since many times values like public security, efficiency, or a vague reference to “ethics” are 
used instrumentally to conceal moral or fundamental rights issues brought about by the technology,51 

 
47 Recital 76. 
48 Andrew Stirling, ‘Risk, Precaution and Science: Towards a More Constructive Policy Debate’, EMBO Reports 8, 
no. 4 (9 April 2007): 309–15, https://doi.org/10.1038/sj.embor.7400953.. 
49 Recital 76. 
50 This idea is a result of, inter alia, the test studies type C with the end-users. Assessors found it difficult to 
apply a principle-based approach proposed in D1.3 and D3.1 and lamented a big overlap between the 
assessment techniques. 
51 Paul Nemitz, ‘Constitutional Democracy and Technology in the Age of Artificial Intelligence’, Philosophical 
Transactions of the Royal Society A: Mathematical, Physical and Engineering Sciences 376, no. 2133 (28 
November 2018): 20180089, https://doi.org/10.1098/rsta.2018.0089; BEN WAGNER, ‘ETHICS AS AN ESCAPE 
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we propose an assessment technique is based on New and Emerging Science and Technology (NEST) 
pragmatic ethics.52 As a support, the assessor can use both the toolkit of recursive arguments 
(metaethics and normative ethics) and of recursive fallacies in ethical arguments in border control, 
provided in Chapter 10 of the PERSONA handbook (forthcoming). Such toolkit is made as concrete as 
possible, but it also cannot be comprehensive, and might need to be further adjusted to the context. 
Basically, we help the assessor identifying a toolkit (grammar) of recursive arguments in border control. 
The aim is to stimulate reflections and help decision makers taking decisions, not to make a simple 
tick-box or compliance exercise. The whole idea is to foster critical thinking in the assessors (regardless 
of their specific background) and broaden its scope, by challenging the arguments that are usually 
used in favor/against the technology under assessment, as well as find new ones. 

The assessment follows 3 steps, which mimics the three steps of risk assessment according to ISO 
31000:2018 standard, to help the assessor who is already familiar with such assessment technique. 

The 3 steps are the following: 

I. Benchmarking (Step 2a): the assessor fills in a table to tick the recurrent arguments that apply 
to the case under assessment. The arguments here appear in their generic form, where “T” 
stands for a generic technology under assessment. 

II. Analysis (Step 5c): the assessors answers guiding questions in relation to the specific case 
under assessment. Each generic argument needs to be adapted to the context of the 
assessment, and any relevant variations of the argument need to be included. The analysis 
follows two levels, in line with Chapter 10 of the PERSONA handbook (forthcoming): 
metaethics and normative ethics. 

III. Assessment (Step 5c): the assessor determines whether the arguments identified and 
analysed in Steps 2 and 3 are sound or inconsistent, with the help of the toolkit on 
argumentative fallacies in Chapter 10. This is also the basis to provide recommendations.  

3.2.3 Recommendations 

The recommendations phase can have a broader or narrower scope depending on the pillar of impact 
assessment that has been carried out. In case a DPIA is required, the assessment process shall be 
concluded with a list of recommended measures envisaged to: a) address the risks, “including 
safeguards, security measures and mechanisms to ensure the protection of personal data”, and b) 
demonstrate compliance with the Regulation, “taking into account the rights and legitimate interests 
of data subjects and other persons concerned” [Art. 35(7)(d) GDPR and Art. 39(7)(d) EUDPR].  

Similarly, under Art. 27(2) LED and Art. 89(2) EUDPR, the assessment shall contain at least a) the 
measures envisaged to address the risks, safeguards, security measures and mechanisms to ensure 
the protection of personal data and b) demonstrate compliance with the Directive/data protection 
rules, taking into account the rights and legitimate interests of the data subjects and other persons 

 
FROM REGULATION.’, in BEING PROFILED, ed. EMRE BAYAMLIOĞLU et al., COGITAS ERGO SUM: 10 Years of 
Profiling the European Citizen (Amsterdam University Press, 2018), 84–89, 
https://doi.org/10.2307/j.ctvhrd092.18.. 
52 Tsjalling Swierstra and Arie Rip, ‘Nano-Ethics as NEST-Ethics: Patterns of Moral Argumentation about New 
and Emerging Science and Technology’, NanoEthics 1, no. 1 (21 May 2007): 3–20, 
https://doi.org/10.1007/s11569-007-0005-8; Tsjalling Swierstra, ‘Introduction to the Ethics of New and 
Emerging Science and Technology’, in Handbook of Digital Games and Entertainment Technologies (Singapore: 
Springer Singapore, 2015), 1–25, https://doi.org/10.1007/978-981-4560-52-8_33-1.. 
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concerned. 

For what concerns the recommendations arising from privacy and ethics assessments, it might be the 
case that the recommendations requested by the GDPR do not cover all the ethical and societal 
impacts of the initiative. If this is the case, the assessor could formulate recommendations on a 
broader scale (depending on the expertise of the team): 

- Technical recommendations, including design interventions (e.g. to safeguard privacy, access 
control mechanisms, authentication mechanisms and encryption methods may be useful). 

- Societal recommendations, including addressing issues of public trust and public concerns. It 
might be advised, for instance, to promote campaigns to help travellers familiarize to use the 
newest no-gate crossing technologies.  

- Organizational recommendations, such as suggesting drafting Internal (ethics) codes of conduct.   

- Regulatory recommendations, in case the legal and ethical requirements are not met by the given 
initiative. 

- Policy recommendations, e g. in the form of white papers addressed to decision-making 
authorities.  

3.3 Phase III: Ex post steps 

3.3.1 Revisiting 

In this step a decision is made as to whether to reconduct the assessment process entirely or in part. 
It can occur every time the envisaged initiative is modified (before or after its deployment) or the 
context in which it is going to be deployed, or already has been deployed, changes. This step ensures 
the continuity of the assessment process, e.g., in case of a transfer of the initiative to another 
organisation. 

In case of a DPIA, when “necessary”, “the controller shall carry out a review to assess if processing is 
performed in accordance with the [DPIA] at least when there is a change of the risk represented by 
processing operations” [Art. 35(11) GDPR and Art. 39(11) EUDPR]. This review can therefore occur 
merely after a period of time for monitoring purposes or when there is a change that rendered the 
previous assessment process obsolete (partially or totally). However, the Regulation does not stipulate 
the consequences of such a review, yet – given a possible change of risk – the assessment process 
might need to be conducted again (in part or in total). 

In case of DPIA in LED and for DPIA carried out by Union bodies, offices and agencies when carrying 
out activities which fall within the scope of Chapter 4 (Judicial cooperation in criminal matters) or 
Chapter (Police cooperation in criminal matters) 5 of Title V (Area of Freedom, Security and Justice) of 
part three TFEU data, there are no explicit provisions about revisiting of the DPIA, although, in case of 
LED, the revisiting may be foreseen in national laws implementing the Directive. We recommend 
nevertheless to perform the revisiting also for these processing operations.   

Also, a PIA is a living instrument that should be revisited each time a project is changed and such a 
change impacts privacy. 

3.3.2 Prior consultation 

The Regulation links the process of DPIA with prior consultation. In case of a remaining high residual 
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risk, that is, when the assessment process demonstrates a risk of a high level that would remain even 
after the data controller implemented the recommendations stemming from the assessment process, 
the data controller is obliged to refer to a DPA for consultation, prior to the start of the personal data 
processing and in accordance with a prescribed procedure.53  

Many DPAs require specific forms (templates) to request a prior consultation; the EDBP maintains an 
up-to-date contact list of its Member DPAs.54  

Insofar as a DPA considers that the envisaged processing operations could infringe the GDPR, it will 
provide a written notice to the controller within a maximum period of eight weeks. This period may 
be extended by six weeks depending on the complexity of the request. Should it be necessary, 
additional information may still be requested from the controller; this will suspend the 
aforementioned deadlines. A DPA might also use all its powers referred to Article 58.  

3.4 Ongoing phase 

3.4.1 Stakeholder involvement (public participation) in decision-making  

The involvement of stakeholders is a key phase for the integration of the different pillars of the IIA. In 
fact, while with other phases/steps team members might work somehow independently (e.g., the 
scoping of potential impacts by narrowing down the benchmark), the stakeholders involvement 
exercise should be conducted once for all pillars. For instance, when stakeholders from different areas 
are consulted or reunited to discuss together, it is easier to identify potential conflicts of requirements 
(e.g., technical requirements vs privacy). 

This step follows, ideally, the phase of scoping, where stakeholders are initially identified and 
categorised, and runs throughout the whole process (as an ongoing step).  

There are many challenges regarding stakeholders’ involvement in an IIA. First, involving each category 
that has been identified may be challenging, especially when a category is very broad or vague (e.g., 
LEAs) or in a situation of particular vulnerability (e.g., irregular migrants). That is why the stakeholder 
involvement in decision making may be performed via e.g., NGO or other forms associations that 
represent categories of stakeholders. Second, performing consultation for each phase of the 
assessment process is highly dependent on the scale and resources of the IIA, and might be difficult in 
cases there are not resources to do so. However, it should be stressed that this phase is of crucial 
importance and should not be neglected. 

When a DPIA is required by law, stakeholder’s consultation is also part of the process. Stakeholder 
consultation is foreseen in Art. 35(9) GDPR and 39(9) EUDPR, where appropriate and without prejudice 
for the protection of (commercial, in case of GDPR, or) public interests or the security of processing 
operations. The ‘appropriateness’ of consultation is not understood as ‘optional’. Exceptions can be 
made if no new insight could be gained by their involvement or it would imply a disproportionate effort 
in relation to the results. A decision not to involve stakeholders, or to deviate from the results of such 
consultation, are reasoned and documented. 

Albeit stakeholder consultation is not explicitly mentioned in Art. 27 LED and Art. 89 EUDPR, it should 
be performed. Moreover, in case of LED, national laws implementing the Directive may provide for 

 
53 Article 36 GDPR. 
54 Cf. https://edpb.europa.eu/about-edpb/board/members_en. 
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stakeholder consultation.   

Another stakeholder whose involvement is required under Art. 35(2) GDPR and Art. 39(2) EUDPR, but 
also recommended for DPIA in law enforcement, is the DPO.   

Stakeholder’s consultation is particularly important when it comes to assessing the social acceptance 
of a given initiative among end users (e.g., through surveys or questionnaires, on spot or remotely). 
Discussing with stakeholders through focus groups, workshops and or citizens panels could help to 
merge the gap between social acceptance and more normative moral arguments. 

3.4.2 Documentation 

The description of this step can be seen at Section 2.3 on the generic method. In case of DPIA, albeit 
a written documentation is not required by law, it is still advisable providing that data controllers must 
be able to demonstrate compliance.  

3.4.3 Quality control 

The description of this step is the same as the one provided in Section 2.3.  
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4 Template for border control technologies 

Overview of  the assessment method 

This Chapter will provide a template for IIA for no-gate crossing technologies.55 This version of the 
template is the final outcome, having been established after D3.1 and the Test Studies C in WP4 (cf. 
D4.3, D4.4 and D4.5). 

This template is meant to be used predominantly by border control authorities – wishing to ensure 
that new technologies they plan to employ to control the state borders respect the principles of 
democracy, the rule of law (Rechtsstaat) and human rights – to carry out an integrated impact 
assessment process (labelled ‘IAM PERSONA’) on no-gate crossing point solutions. 

The assessment process is a collaborative one. It requires multiple actors to partake: to perform their 
task, the assessors need the support of the border control authorities, of the data controller and 
processor (if applicable) and of internal and/or external stakeholders, each of them with different 
expertise. The assessment process is largely a desk research, occasionally involving e.g., field studies, 
yet assessors might resort to some software to facilitate parts of their work. 

In the proposed template, while the consecutive steps are marked with blue, the on-going steps – in 
orange. The assessors fill in only the fields coloured in light blue or orange; a field for any further 
remarks or comments is provided at the end of each consecutive step. A reference to the on-going 
steps is contained at the end of each phase. The boxes also specify when attachments are required.  

As the assessment process concerns the deployment of no-gate crossing point solutions that normally 
are not yet in place – instead, they will be carried out in the future – the assessors rely much more on 
predictions rather than on actual information. In the compilation of the report, easily understandable 
language should be preferred. Each answer has to be extensively motivated as to the reasoning 
followed in the decision-making process.  

Albeit the present template is a stand-alone document, meant to be understandable by anybody 
tasked with carrying out an (integrated) impact assessment, it assumes that the assessors are familiar 
with the legal framework for personal data protection in the European Union (EU) and – by virtue of 
the territorial scope of the GDPR – the rest of the European Economic Area (EEA). It also assumes 
minimum familiarity with the process of risk appraisal and with the criteria limiting the enjoyment of 
fundamental human rights, namely those of necessity and proportionality, as well as with 
philosophical reasoning.  

This template operationalises the integrated assessment method that adheres to the principles and 
conditions from the framework of impact assessment developed by d.pia.lab (cf. Policy Brief 1/2017, 
Sect. 2). Technically speaking, this integrated assessment method is built on the generic method for 
impact assessment (cf. Policy Brief 1/2019, Sect. 2) and tailored it down to the legal requirements in 
the EU (cf. Policy Brief 1/2019, Sect. 3) as well as to other human rights, ethics requirements and 
societal acceptance requirements related to the context of border management. The assessors can 
also refer to the materials from a dedicated training, held on-line on 18-27 May 2020.56 

 
55 Based on: Kloza et al., ‘Data Protection Impact Assessment in the European Union: Developing a Template for 
a Report from the Assessment Process’. 
56 PERSONA Training on the Concept of Impact Assessment, 18-27 May 2020; 
https://cris.vub.be/en/activities/persona-training-on-the-concept-of-impact-assessment(5f8e648c-0452-4bc9-
9bff-a561f0958187).html  

https://cris.vub.be/en/activities/persona-training-on-the-concept-of-impact-assessment(5f8e648c-0452-4bc9-9bff-a561f0958187).html
https://cris.vub.be/en/activities/persona-training-on-the-concept-of-impact-assessment(5f8e648c-0452-4bc9-9bff-a561f0958187).html
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Therefore, this template merges the generic method for impact assessment with the four components 
of the PERSONA benchmark (cf. Deliverable D1.3), namely: 

1. As for personal data protection, the specific method for DPIA as interpreted from Articles 35-36 of 
the General Data Protection Regulation (GDPR), essentially by adapting the latter to the former; 

2. As for privacy: privacy impact assessment (PIA); 

3. As for ethics and societal acceptability: ethics impact assessment (eIA); and 

4. As for social acceptance: a specific method for stakeholder involvement. 

In result, the template operationalises a method that consists of eleven steps, i.e., six consecutive steps 
(Steps 1-6), three on-going steps (Steps 7-9, to be carried out in parallel to Steps 1-6), and two ex-post 
steps (Steps 10-11, triggered only in certain conditions), grouped in four phases.  

The method, on which the present template is based, was refined thanks to the feedback gathered 
from the External Advisory Board (EAB). Some elements of the initial version of the PERSONA impact 
assessment method (D3.1) were particularly appreciated: a) the detailed and the well-defined 
structure of the method, divided into in specific phases and steps, including milestones, to guide the 
assessors; b) the comprehensiveness of the method, providing that it combines ethical impact 
assessment, privacy impact assessment and data protection impact assessment; c) the possibility to 
conclude the impact assessment process with a reasoned statement of nonsignificant impact to avoid 
unnecessary work whenever the process is not warranted nor necessary; d) the emphasis on the need 
to periodically review the assessment process, and to continuously involve stakeholders, providing that 
not all the impacts and stakeholders may be identifiable at the beginning of the process; e) the need 
to duly motivate the non-involvement of stakeholders, providing that this should be exceptional; f) the 
explication of the possibility to cancel an initiative if the consequences would be unacceptable; g) the 
stress on the need to document each step and each decision taken within the assessment process; h) 
the call for the involvement of independent evaluators to ensure the quality of the process. 

The template was also tested and refined thanks to Test Studies C. An intermediate version of the 
template operationalising the method was entrusted to end-users for test studies C. This testing 
allowed to safely reach the conclusion that the method is largely operable and complete, short of some 
caveats, as referred in the introduction (cf. Section 1.3). One of this, for instance is that according to 
the end-users who used this template, it was found rather complex and occasionally difficult to fill in. 
This might be explained by the current practice at many end-users in which the only legal requirement 
is the assessment of the lawfulness of a technology. However, the goal of the PERSONA project, inter 
alia, is to induce a change of practice towards integration of multiple impact assessment types. 
Nonetheless, such integration increases the complexity of the assessment process and hence the 
present template, in the future iterations, should be aimed at more user-friendliness and simplicity. In 
addition, assessors should receive further training before embarking on the assessment process. 

Given the predominant focus on regulatory compliance, for what concerns the privacy assessment, 
the ethical assessment and the social acceptance element, their results were not completely 
satisfactory and the template difficult to fill in. This is one of the reasons why the ethics approach, 
compared to D3.1, was changed in present template. The feedback, which was gathered from the end-
users involved in Test Studies C, has also been useful to establish the Table of Content of the Handbook. 
In that, it was deemed necessary to include extensive theoretical part, since the template could not 
be used for the process of impact assessment by itself, without further guidance. 



D3.2: PERSONA assessment method (final version) (revised) 
 

 

Dissemination level: Public  
 

 

 39 

A template for a report from the process of  IAM PERSONA 

 

Name of the no-gate crossing point solution(s)  

Name, contact details and other identifying details of:  

▪ border control authority  

▪ data controller(s)  

▪ data processor(s), if applicable  

▪ person(s) in charge of the no-gate crossing point 
solution(s) 

 

▪ assessor(s)  

▪ data protection officer(s) (DPO), if appointed  

▪ chief information security officer, if appointed  

▪ quality control body supervising the assessment 
process, if appointed 

 

▪ data protection authority(ies) (DPA)  

▪ anyone else involved, as practicable  

Version of the assessment report   

Level of confidentiality of the assessment report  Public 

 Confidential 

 Specific [explain]  

Date and place of compilation of the report  

[Any other details, as practicable]  
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Executive summary 

[Summarise the most significant information concerning the outcomes of each step of the IAM 
PERSONA process.] 
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4.1 Phase I: preparation of  the assessment 

4.1.1 Step 1: Screening (Threshold Analysis) 

a) Step 1a: Preliminary description of the envisaged no-gate crossing point 
solution(s) 

C
o

nt
ex

tu
a

l 

 d
es

cr
ip

ti
o

n
 

What?  

How much/how many?  

Where?  

Why?  

Te
ch

n
ic

a
l d

es
cr

ip
ti

o
n

 

Personal data  

Processing operations  

Infrastructure  

Actors   

[other, explain]  

 

b) Step 1b: Data protection screening (threshold analysis) 

Positive criteria 
Legal 
provision Answer Explanation 

Criterion 1: The envisaged processing operations are likely 
to result in a high risk to the rights and freedoms of natural 
persons (general) 

35(1)   

Criterion 2: Processing operations deemed highly risky    

2a. Processing operations entailing systematic and 
extensive evaluation of personal aspects relating to 
natural persons which is based on automated 
processing, including profiling, and on which decisions 
are based that produce legal effects concerning the 
natural person or similarly significantly affect the 
natural person  

35(3)(a)   
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2b. Processing operations regarding special categories of 
data, or personal data relating to criminal convictions 
and offences on a large scale  

35(3)(b)   

2c. Processing operations entail a systematic monitoring 
of a publicly accessible area on a large scale  35(3)(c)   

Criterion 3: Processing operations included in the public 
list of processing operations that require a data protection 
impact assessment compiled by the DPA(s) to which 
jurisdiction(s) the data controller is subject 

35(4)   

Criterion 3bis: Processing operations that require a DPIA 
as included in a code of conduct to which the data 
controller is subject 

40   

* [other, cf. Step 2a: Benchmark; explain]    

DECISION 
 required 

 not required 

 

Negative criteria 
Legal 
provision Answer Explanation 

Criterion 4: Processing operations included in the public list 
of processing operations that DO NOT require a data 
protection impact assessment compiled by the DPA(s) to 
which jurisdiction(s) the data controller is subject 

35(5)   

Criterion 5: Whereas the legal basis for the processing 
operations is the compliance with a legal obligation to 
which the controller is subject or the performance of a task 
carried out in the public interest, on the basis of EU or 
member state’s law, and an impact assessment satisfying 
the conditions of DPIA under the GDPR has already been 
performed 

35(10)   

Criterion 6: Processing operations concerning personal data 
from patients or clients performed by an individual 
physician, other health care professional or lawyer 

Recital 91   

Criterion 6bis: Processing operations exempted from a DPIA 
by a code of conduct to which the data controller is subject 

40   

* [other, cf. Step 2a: Benchmark; explain]    
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DECISION 
 exempted 

 not exempted 

c) Step 1c: Ethics and social acceptance screening57 

Could the initiative result in the development and/or use of 
technologies and/or processing activities that:  Answer Comments 

1. Would not require/respect informed consent of the travellers?    

2. Would infringe freedoms of travellers?    

3. Would have a negative impact on users’ identity?    

4. Could be misused (e.g., for terrorist purposes)?    

5. Would not accurately or reliably identify people?    

6. Would impact upon travellers’ privacy?    

7. Would raise concerns of equality?    

8. Would not be accessible for certain categories of people?    

9. Would not have mechanisms for determining accountability (of 
the designers, customs, border police) in place?    

10. Would not be transparent to its users?    

RESULT  
 required  

 not required 

  

 
57 This step should only be completed if a DPIA is not required. In case a DPIA is required as for steps 1a-b, then 
an ethics impact assessment is also required by default. 
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d) Step 1d: Privacy screening 

Could the initiative result in the development and/or use of technologies 
and/or processing activities that:  Answer Comments 

1. Would unjustifiably prejudice the bodily privacy (e.g., physical body) 
of the travelers?    

2. Would unjustifiably prejudice the spatial privacy (e.g., self-
determined use of intimate space) of the travelers?   

3. Would unjustifiably prejudice the communicational privacy (e.g., 
protection of personal documents, free use of communications) of 
the travelers? 

  

4. Would unjustifiably prejudice the proprietary privacy (e.g., personal 
luggage, belongings) of the travelers?   

5. Would unjustifiably prejudice the intellectual privacy (e.g., thought, 
opinions and beliefs) of the travelers?   

6. Would unjustifiably prejudice the decisional privacy (e.g., pertaining 
to sexual or religious choices) of the travelers?   

7. Would unjustifiably prejudice the associational privacy (e.g.  
modalities on interacting with others) of the travelers?   

8. Would unjustifiably prejudice the behavioral privacy (e.g.   
inconspicuousness / inattention by others) of the travelers? 
[refers to public spaces: contrary to personal items, which can be 
hidden, being oneself is an unconcealable observable element by 
people] 

  

9. Would unjustifiably prejudice the informational privacy (e.g., control 
over information which is legitimately shared) of the travelers? 
[overlapping] 

  

RESULT 
 required 

 not required 
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Comments 

[Explanation] 
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4.1.2 Step 2: Scoping 

a) Step 2a: Benchmark  

Applicable laws and regulations Explanation 

le
x 

g
en

er
a

lis
 

General Data Protection Regulation (GDPR)   

National law(s) supplementing/implementing the GDPR   

National data protection laws (extra-EEA)   

National exclusion/inclusion list(s) (Art. 35(4)-(5) GDPR)   

Codes of conduct   

Certificates (Art. 42 GDPR)   

Technical standards   

[other, explain]   

le
x 

sp
ec

ia
lis

 

Regulation 1725/2018 (EU Institutions)   

ePrivacy Directive [as transposed in national law]   

Law Enforcement Directive (LED) [as transposed in 
national law] 

  

SIS framework   

VIS framework   

Eurodac framework   

EES framework   

ETIAS framework   

ECRIS-TCN framework   

Interoperability Regulations   

API framework   

PNR framework   

[other, explain]   

by
-

la w
s Data protection policies   
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[other, explain]   

 

Scope of the assessment process 
Legal 
provision  Explanation 

Personal data protection principles Art. 5   

Legal basis for processing Art. 6   

Data subject rights  Art. 15-22   

Obligations of data controller and 
processor 

Art. 24-39 
  

Data transfers outside EU/EEA Art. 46   

Specific processing situations  Art. 85-91   

Other fundamental rights Recital 4   

[other, explain]   

 

ID Theory Argument Examples 
Does it 
apply? 

1 

- 

Technological 
determinism 

1.1 T is presented as a "train that cannot stop"  

1.2 It is inevitable that the T will become 
ubiquitous in society 

 

1.3 It is inevitable that “traditional” border 
checks will disappear 

 

1.4 T is the only way to solve problems of 
security and improve efficiency 

 

1.x …  

2 

- 

Arguments from 
precedent 

2.1 T is likely to propose problems that 
happened in the past 
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2.2 T is likely to solve problems that happened 
in the past  

 

2.3 T is likely to promote benefits that 
happened in the past 

 

2.x …  

3 

- 

Change of morality 
arguments 

3.1 T will change our ethical values (such as 
autonomy) 

 

3.2 T will change/improve our moral behaviour  

3.3 T will change/improve our moral 
judgements 

 

3.4 T affects autonomy of border guards' 
decision-making 

 

3.x …  

4 

C
o

n
se

q
u

en
ti

al
is

m
 

Benefits will outweigh 
costs 

4.1 T brings about (economic) benefits that will 
outweigh the costs 

 

4.2 T will increase security despite an 
infringement of privacy 

 

4.3 T will make border crossing/control more 
efficient 

 

4.4 T can be misused or used for military 
purposes 

 

4.x …  

5 

D
eo

n
to

lo
gy

 

Principles before 
consequences 

5.1 T will respect principle x, regardless of the 
consequences 

 

5.2 T is designed respecting the principle/value 
x 
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5.3 T is trustworthy  

5.4 T respects the freedoms of travelers  

5.5 T respects the dignity of travelers  

5.x …  

6 

D
is

tr
ib

u
ti

ve
 ju

st
ic

e (Un)equal distribution of 
benefits and risks 

6.1 T is (not) equally accessible to everyone 
(e.g., people on wheelchairs, third-country 
nationals) 

  

6.2 Only/mostly some people will benefit from T 
(e.g., bona fide travelers) 

 

6.3 Some people are more exposed to risks of T   

6.4 Some people are more prone to be 
considered high-risk travelers (e.g., third 
country nationals) 

 

6.5 There are risks of bias or stigmatization 
when using T 

 

6.6 Some categories of people are more 
exposed to risks of bias or stigmatization 

 

6.7 T is unreliable for certain categories of 
people 

 

6.x …  

7 

G
o

o
d

 li
fe

 

Promise of good life 7.1 T will increase travelers well-being  

7.2 T will increase border guards well-being  

7.3 T will make border crossing more enjoyable  

7.4 T will allow to avoid negative aspects (e.g., 
wait in line) related to traditional border 
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crossing 

7.5 T will create new job opportunities  

7.x …  

 

Stakeholders considered for 
acceptance assessment  

Acceptance assessment 
technique Explanation 

EU/EEA/CH citizens     

Non-EU/EEA/CH citizens, and 
sub-categories 

   

Border control authorities    

 

Privacy assessment  Explanation 

In
fo

rm
at

io
n

 a
l p

ri
va

cy
 

Bodily privacy   

Spatial privacy   

Communicational privacy   

Proprietary privacy   

Intellectual privacy   

Decisional privacy   

Associational privacy   

Behavioural privacy   

 

b) Step 2b: Stakeholders and their consultation techniques  

Category 

Stakeholder 
consultation 
technique(s) 

Envisaged 
phases of 
involvement Explanation 

Data processor(s)     

Data subjects(s), including 
categories of travellers: 
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EU/EEA/CH citizens  

Non-EU/EEA/CH citizens, and 
sub-categories: 

▪ ETIAS (expected 2021) 
(EU Regulation 2018/1240, 
2018)  

▪ Schengen Visa (VIS 
database) 
(EU Commission - Visa 
Information System (VIS), 
2020)  

▪ Refugee (Eurodac 
database) 
(EU Commission - 
Identification of applicants 
(EURODAC), 2020)  

▪ Family members of 
European Union citizens  

▪ Third-country nationals 
enjoying the right of free 
movement under 
European Union law, and 
third-country nationals 
enjoying the right of free 
movement under 
European Union law on the 
basis of bilateral 
agreements  

▪ Persons listed in the 
European Criminal Records 
Information System (ECRIS) 

Representative(s) of data 
subject(s) 

 
   

NGOs and human rights 
advocates 

 
   

Data protection officer(s) (DPO)     

Supervisory authority(ies) 
(DPA) 

 
   

Individuals not being data     
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subjects  

Border control authorities     

Legal entities in the public 
sector 

 
   

Legal entities in the private 
sector 

 
   

Information security officer(s)      

Custom authorities     

[other, explain]     

 

c) Step 2c: Appraisal techniques  

Element 
of the 
benchm
ark Technique Answer Explanation 

D
a

ta
 

P
ro

te
ct

io
n

 Necessity and proportionality 
assessment  

  

Risk assessment   

P
ri

va
cy

 

Necessity and proportionality 
assessment (as human right) 

 

 

Risk assessment  

Et
h

ic
s 

Ethics assessment   

So
ci

a
l 

a
cc

ep
ta

n
ce

 

Social acceptance assessment   
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d) Step 2d: * Other evaluation techniques 

Technique Answer Explanation 

Environmental impact assessment   

Technology assessment   

Health impact assessment   

Risks assessment   

[other, specify]   

 

Comments 

[Explanation] 

 

  

B
o

rd
er

 
m

a
n

ag
em

en
t 

la
w

 Legal compliance check (border 
management law) 

  

Su
p

p
le

m
en

ta
ry

 *
 Scenario planning*   

Cost-Benefit Analysis (CBA)*   

Strengths, Weaknesses, 
Opportunities, Threats (SWOT)* 

  

[other, specify]   
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4.1.3 Step 3: Planning and Preparation 

a) Specific objectives of the assessment process 

[Explanation] 

 

 

b) Criteria for the acceptability of negative impacts 

[Explanation] 

 

 

c) Resources 

 Value(s) Explanation 

Time   

Money    

Workforce   

Knowledge   

Know-how   

Premises   

Infrastructure   

 

d) Procedures and timeframes for the assessment process 

Milestone Deadline Responsibility Supervision 
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e) Assessor(s) 

 Assessor 1 Assessor 2 Assessor 3 Assessor … 

Name      

Surname      

Organisation     

Contact details     

Expertise     

Roles and responsibilities     

Other information, as 
practicable 

    

 

f) Stakeholders 

[Explanation] 

 

 

g) Continuity of the assessment process 

[Explanation] 

 

 

h) Criteria triggering the revision of the IAM PERSONA process 

[Explanation] 

 

 
Comments 

[Explanation] 
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4.1.4 Ongoing Steps for Phase I 

Step A: Stakeholder involvement 

 

Lack of stakeholder involvement in the present phase 

[If stakeholders are not involved in the present phase of the IIA process, explain why.] 

 

 

Step B: Quality control 

 

Comments 

[Explanation] 

 

 

  

Stakeholder  Viewpoint(s) 
Follow-up  
(rejection) 

Explanation for the lack 
of consultation, if 
applicable 

[Explain]    

Quality control body Feedback 
Follow-up  
(rejection) 

Explanation for the lack 
of quality check, if 
applicable 

[Explain]    
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4.2 Phase II: Assessment 

4.2.1 Step 4: Systematic Description of the technology 

C
o

n
te

xt
u

al
  

d
es

cr
ip

ti
o

n
 

What?  

How much? How many?  

Where?  

Why?  

Te
ch

n
ic

al
 d

es
cr

ip
ti

o
n

 

Personal data  

Processing operations  

Infrastructure  

Actors   

[other, explain]  

 

Comments 

[Explanation] 
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4.2.2 Step 5: Appraisal of Impacts 

a) Assessment of the necessity and proportionality of the no-gate crossing 
point solution(s) 

Level 1: Personal data protection principles 

ID of processing operation  

Type of processing operation  

Principle 
Legal 

provision 
Applicability Explanation 

Lawfulness 

Art. 
5(1)(a) 

  

Fairness    

Transparency   

Purpose 
limitation  

specific 

Art. 
5(1)(b) 

  

explicit   

legitimate   

Data 
minimisation 

adequate 

Art. 
5(1)(c) 

  

relevant   

limited   

Accuracy 
accurate 

Art. 
5(1)(d) 

  

up to date   

Storage limitation  
Art. 

5(1)(e) 
  

Integrity and confidentiality 
Art. 

5(1)(f) 
  

 

* Level 2: Human rights limitation criteria 

ID of processing operation  

Type of processing operation  
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Criterion Test Explanation 

Legality   

Legitimacy   

Essence   

Necessity   

Proportionality   

 

b) Assessment of the risks to the rights and freedoms of data subjects 

ID Risk Description 
Likelihood of 
occurrence (L) 

Severity  
of consequences (S) 

Risk Level  
(R = L * S) 

1      

      

 

c) Ethics assessment 

Step 1: Analysis  

Analyze how the arguments that were ticked in scoping phase (step 2a) apply to your specific case, 
with elaborated open answers. Complete only the parts that were ticked in phase 1 (you can delete 
the blank columns). For every explanation, please refer to the specific ID assigned in phase 1, like in 
the example below. You can use the guiding questions in the third column below for your explanation: 

ID Questions Explanation 

1 

How is T presented in a deterministic way? 

Example:  

1.x … 

1.y … 

2 Is T legitimized by similar technologies that already worked in the past? Or is it 
legitimized by reference to a dystopic future? 

 

3 How does T is said to change our values or ethical principles?  

4 Why is T said to produce more benefits than costs? How is the argument 
justified? 
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5 How does T protect principles before consequences? Which principles are 
respected, and which infringed? 

 

6 How are the risks and benefits of T distributed between different groups? 
Which groups are discriminated and how? 

 

7 How does T increase individual well-being? What promises does T make?  

 
Step 2: Assessment 

Assess the soundness of the arguments of phase 1, with specific examples. For every argument, please 
indicate whether it conflicts with other arguments, whether there are convincing counterarguments 
or whether there are any fallacies. For every argument, please refer to the ID number given in phases 
2 and the scoping phase (step 2a), like in the example below. Complete only the parts that were filled 
in in phases 1. 

IDs Questions 

 Assessment 

Recommendations Conflict Counterarguments Fallacies 

1 Will the 
technology 
materialize 
independently of 
what people think 
and decide?  

Or is there some 
room for 
alternatives? 

Example: 

1.x … 

1.y … 

 

 

 

2 Does the parallel 
with the 
past/future hold? 

 
 

 
 

3 Can more and 
more of these 
technologies 
ultimately lead to 
a dystopian future 
if used on a larger 
scale, although 
they seem 
innocuous at first? 
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4 Are the promises 
plausible (e.g., 
efficiency, 
security, etc.)? 

Is there a better 
alternative (e.g., 
less invasive) that 
is technically 
feasible? 

What are possible 
unintended side 
effects? 

Do costs outweigh 
benefits? Or are 
the costs and risks 
downplayed? 

 

 

 

 

5 According to 
which principles 
can the 
technology be 
justified? (e.g., 
duty to further 
human progress, 
duty to help 
diminishing 
suffering, duty to 
acquire 
knowledge, …)  

Do these 
principles actually 
justify the 
technology? 

Can one principle 
be outweighed by 
another? If so, 
how do you 
balance 
competing 
principles? (E.g., 
privacy/security) 

 

 

 

 

6 Is (the access to) 
technologies 
distributed equally 
between 
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travellers? 

Is (the access to) 
technologies 
distributed on the 
basis of the needs 
of the travellers? 

Will the 
technology widen 
the divide 
rich/poor? 

Are discriminatory 
issues sufficiently 
addressed? 

7 Does it help to 
realise wants and 
desires of certain 
parties/EU 
society?  

Does the 
technology free 
some parties 
(travellers, border 
guards) from 
burdens? 

Does the 
technology make 
jobs 
disappear/create 
new ones? 

 

 

 

 

 

d) Privacy impact assessment 

Technology implemented  
(repeat and justify for each) A

p
p

lic
a

b
ili

ty
 

&
 d

es
cr

ip
ti

o
n

 o
f 

im
p

a
ct

 

Le
g

it
im

a
te

 a
im

 

Es
se

n
ce

 

Su
it

a
b

ili
ty

 

N
ec

es
si

ty
 

St
ri

ct
 p

ro
po

rt
io

n
a

lit
y 

Bodily privacy       

Spatial privacy       
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Communicational privacy       

Proprietary privacy       

Intellectual privacy       

Decisional privacy       

Associational privacy       

Behavioural privacy       

 

e) Social acceptance assessment 

ID Stakeholders 
Acceptance assessment 
technique 

Results of the 
consultation 
(summary) Recommendations 

1     

     

 

f) * Other evaluation techniques  

[Explanation] 

 

 

Comments 

[Explanation] 
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4.2.3 Step 6: Recommendations 

Recommendations in necessity and proportionality assessment 

ID 
Processing 
operation 

Level 1: Data 
protection principle 

Level 2: 
Limitation 
criterion 

Response plan 

Measure Responsible Deadline 

1       

       

 

Recommendations in risk assessment 

ID Risk Risk level 

Risk 
response 
(type) 

Risk 
response 
description 

Risk level 
after 
mitigation 

Implementation plan 

Measure Responsible Deadline 

1         

         

 

Recommendations in ethics assessment 

ID Conflicts Counterarguments Fallacies 

Response plan 

Measure Responsible Deadline 

1       

       

 

Recommendations in social acceptance assessment 

ID Users Critical points 

Response plan 

Measure Responsible Deadline 

1      

2      
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* Other evaluation techniques 

[Explanation] 

 

 

Recommendations  

Synthesis of recommendations 
Decision 
and its justification 

1 [Explanation]  

2   

   

 

Overall recommendation 
Decision 
and its justification 

 
to deploy the initiative without 
changes 

  

 to modify the initiative [Specify how]  

 to cancel the initiative  [Specify why]  

 

Comments 

[Explanation] 

  

Recommendations in privacy assessment 

Technology 
Aspect(s) of 

privacy 
Disproportionate 

elements 

Response plan 

Measure Responsible Deadline 
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4.2.4 Ongoing Steps for Phase II  

Step A: Stakeholders involvement 

 

Lack of stakeholder involvement in the present phase 

[If stakeholders are not involved in the present phase of the IIA process, explain why.] 

 

 

Step B: Quality control 

 

Comments 

[Explanation] 

 

  

Stakeholder  Viewpoint(s) 
Follow-up  
(rejection) 

Explanation for the lack 
of consultation, if 
applicable 

Explain    

Quality control body Feedback 
Follow-up  
(rejection) 

Explanation for the lack 
of quality check, if 
applicable 

Explain    
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4.3 Phase III: Ex post (eventual) steps 

4.3.1 Step 7: Prior Consultation with a Supervisory Authority 

Competent DPA(s)  

Date of submission  

Date of receipt of the response  

Response (summary)  

 

Comments 

[Explanation] 
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4.3.2 Step 8: Revisiting 

Criterion  Explanation 

What?   

How much? How many?   

Where?   

Why?   

[other, explain]   

DECISION  
 revise 

 entirely 

 in part [specify] 

 do not revise  
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4.3.3 Ongoing Steps for Phase III 

Step A: Stakeholder involvement 

 

Lack of stakeholder involvement in the present phase 

[If stakeholders are not involved in the present phase of the IIA process, explain why.] 

 

 

Step B: Quality control 

 

Comments 

[Explanation] 

 

  

Stakeholder  Viewpoint(s) 
Follow-up  
(rejection) 

Explanation for the lack 
of consultation, if 
applicable 

Explain    

Quality control body Feedback 
Follow-up  
(rejection) 

Explanation for the lack 
of quality check, if 
applicable 

Explain    



D3.2: PERSONA assessment method (final version) (revised) 
 

 

Dissemination level: Public  
 

 

 70 

Step C: Documentation 

 Document 
Confidentiality 
level  

Step 1 Diagram of data flows    

Statement of non-significant impact (if IAM PERSONA is not 
required) 

 
 

Step 3 Copy of a service contract (in case IAM PERSONA is outsourced)   

Step 3 Data sharing agreements between data controller and 
processors  

 
 

Step 10 Request for prior consultation with a supervisory authority   

Response from a supervisory authority   

 Stakeholder consultation (reports)   

 [other, explain]   
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4.4 Closing Page 

Endorsements 

Responsibility Name Remarks Date Signature 

Assessor(s)     

Data protection officer     

Data controller(s)     

[other, explain]     
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5 Concluding remarks 

Deliverable D3.2 presented the final version of the PERSONA integrated impact assessment method. 
Chapter 1, inter alia, listed improvements in comparison with a previous version. Chapter 2 re-
introduced the concept of impact assessment and its vocabulary in the context of the PERSONA 
project. This included an explanation of the concept of method, framework and integrated impact 
assessment (IIA), as well as a generic method for impact assessment, as tailored down subsequently. 
Chapter 3 described, from a theoretical perspective, which parts of the generic method needs to be 
tailored down to the context of border control, as well as why and how this should be done. Chapter 
4 aimed to operationalize the method and its steps provided in section 2, while offering a ready-made 
template for no-gate border crossing technologies. 

The work carried out in this Deliverable will be one of the main sources for the PERSONA textbook 
(D5.2 and D5.3, first and final version, respectively). The said textbook is foreseen to address at least:  

1. Introduction to the concept of impact assessment 

2. Recommendations for policy-makers on the use of integrated impact assessment 

3. Description of the benchmark and detailed instructions how to fill in the template: 

3.1. Privacy 

3.2. Personal data protection 

3.3. Ethics and border control technologies 

3.4. Social acceptance and border control technologies 

3.5. Border management (law) in the European Union 

4. A bespoken template for integrated impact assessment for border control technologies 

5. Knowledge bases: 

5.1. A non-exhaustive typology of possible negative consequences stemming from new 
border control technologies and of possible countermeasures thereto  

5.2. Inventory of stakeholder involvement techniques 

5.3. Inventory of assessment techniques 

A draft textbook (D5.2) will be sent for peer-review and consultation, after which a final textbook 
(D5.3) will be published under an appropriate intellectual property licence, allowing open access and 
re-use. 
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