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Introduction to Research Handbook on Privacy 
and Data Protection Law
Gloria González Fuster, Rosamunde Van Brakel and Paul De 
Hert

Research on privacy and data protection law has never been so vibrant, and so challenging. It 
is vibrant because its subject matter is in constant evolution. Privacy and data protection laws 
across the world are in a perpetually accelerating movement, and discussions about their need 
and their future, as well as on their gaps and limitations, appear to be forever intensifying. 
There is a never-ending effervescence of legislative proposals about data being put forward 
and debated – internationally, but also regionally; a perennial set of open questions about the 
ultimate effectiveness of existing and upcoming instruments; a recurrent realization of the 
potential need to legislate, perhaps differently, perhaps more, the processing of data and more 
particularly of personal data.

This continuously moving landscape makes the study of privacy and data protection law 
a peculiarly demanding endeavour, calling for continuous attention to a myriad of develop-
ments. Some of these events require a particularly strong commitment – if not devotion – from 
experts in the field. In Europe, the advent of the General Data Protection Regulation (GDPR) 
brought about a peculiarly hectic period for privacy and data protection law scholars and 
practitioners.1 Then, just as the GDPR had become applicable in May 2018, what might be 
called the spring of Artificial Intelligence (AI) regulation started to firmly occupy academic 
and policy space, and capturing an extensive number of intellectual resources, including those 
of privacy and data protection law experts. Surrounding these debates, numerous other policy 
initiatives touching upon data, and thus, even if secondarily or accidentally, also affecting 
personal data, saw the light.

That, however, is not all. If research on privacy and data protection law is challenging it is, 
mainly, because it invites (or shall we say it obliges?) to mobilize, in addition to disparate legal 
perspectives, a variety of trans- and interdisciplinary insights, or modes of knowledge. Legal 
developments related to privacy and data protection law cannot be correctly apprehended by 
strictly focusing on their legal dimension. As researchers active in this area, we are firmly 
convinced that a multiplicity of perspectives is necessarily required to fathom the real com-
plexity of the issues at stake. This means that in order to enter this field one must familiarize 
oneself with a variety of heterogenous approaches, literatures, concepts, and methodologies; 
one needs to learn to recognize, and when necessary, cross disciplinary borders, in addition to 
jurisdictional borders. Additionally, it also means that to stay up to date it is vital to keep an 
eye on how a whole range of thoughts, traditions and innovations are evolving. A challenging, 
but fascinating venture.

1 See, also in this sense, Editors’ Preface in Christopher Kuner, Lee A. Bygrave, and Christopher 
Docksey (eds), The EU General Data Protection Regulation (GDPR): A Commentary, Oxford University 
Press, 2020, p. vii.
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2 Research handbook on privacy and data protection law

 I. GOALS OF THE BOOK

This volume aims to contribute to the study of privacy and data protection law by illustrating 
its many complexities, helping readers to not only obtain new knowledge on specific aspects 
of the current policy and legal framework, but also perceiving the variety of coexisting view-
points on the matters at stake.

It is not a book about the GDPR, even if much of it is certainly concerned with the GDPR: it 
acknowledges that the coming into effect of the GDPR constituted a major step forward for the 
European Union (EU), with a clear potential for major international impact. At the same time, 
the volume builds on the many questions that still surround the GDPR, starting with the crucial 
one of whether the GDPR – or even more broadly, the EU data protection legal framework 
as such – might effectively be the answer for all the legal, ethical, and social issues arising 
from the widespread use of technology in an increasingly data-driven world. This question 
is itself deeply connected to the issue of the relation(s) between data protection and privacy, 
themselves looking potentially different and differently (dis)connected when approached from 
different geographies and/or at different moments in time.

This volume, we hope, will serve as an insightful resource for many kinds of readers with 
an interest in research in privacy and data protection, including most notably students wishing 
to obtain a general overview of a selection of important issues, caveats, and possibilities for 
doing research on data protection and privacy. Instead of trying to build a uniformising frame 
through which to apprehend privacy and data protection law, it aims at mirroring the many 
paths through which this field can be explored – and which sometimes cross, but sometimes 
lead in different directions.

II. CHAPTERS

II.1 General

This handbook brings together chapters from interdisciplinary perspectives on privacy and 
data protection from Europe and beyond. The volume is divided into three parts. The first 
section provides different jurisdictional and geographical perspectives, guided by a wish to 
explore how travelling across the global landscape of privacy and data protection laws impacts 
our perspectives on these notions. This part of the book offers different insights from Europe 
and outside, illustrating that there are different layers to European privacy and data protection 
law (Ch 1), as well as moving views on the advantages of the European framework, especially 
when a country transitions from being an EU Member State to being a ‘third country’ (Ch 2). 
The Europe vs. United States (US) divide is a major theme of privacy thinking and is in this 
part addressed from both sides of the Atlantic (Chs 3 and 4), revealing both commonalities and 
interesting nuances in the appraisals. There is however much more to global privacy and data 
protection law than Europe and the US, as the part opens up to Canadian, Japanese and Latin 
American viewpoints (Chs 5, 6 and 7). 

The second series of chapters (Part II) discusses interdisciplinary and transdisciplinary per-
spectives on privacy and data protection such as from a social values privacy law and policy 
perspective (Ch 8), media and communication studies (Ch 9), computer science (Ch 10), and 
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Introduction 3

critical security studies (Ch 11), and dwells into the relations between privacy and data protec-
tion law and others fields of law, such as consumer law (Ch 12) and competition law (Ch 13). 

The final part of the book discusses a number of hot topics in privacy and data protec-
tion such as the role of the courts (Ch 14), surveillance at the borders (Ch 15), big data 
and data protection (Ch 16), children’s online privacy (Ch 17), biometric data processing 
(Ch 18), co-regulation and the competitive advantage in the GDPR (Ch 19) and automated 
decision-making specifically (Ch 20).

II.2 Geographical Perspectives on Privacy and Data Protection

Cécile de Terwange’s opening chapter introduces us to European data protection by looking 
at it from a double prism: it is concerned with the GDPR, but also – and somehow even more 
strongly – with the Council of Europe’s Modernised Convention 108. The chapter takes the 
challenge of simultaneously acknowledging both realities as important. This is as such proba-
bly an increasingly rare approach, at least in Europe, where the GDPR’s attraction is peculiarly 
strong. De Terwange’s original contribution subtly invites us to imagine a Europe in which 
Convention 108+ would be the main data protection reference. Interestingly, also, it discusses 
both major European instruments from an historical viewpoint. As such, it situates the reader 
in the shoes of the legislator and allows to revive some of the key dilemmas that accompanied 
the drafting of Convention 108 and the GDPR. 

Karen McCullagh’s chapter on Brexit and post-Brexit data protection takes also some dis-
tance from the GDPR, albeit for different reasons and in a different context. Her contribution 
offers an historically unique account of how an EU Member State started to move out of the 
EU data protection framework, and the connected dilemmas. Describing the transformation 
of the United Kindgom (UK) into a third country, it puts on the table the crucial question of 
what the GDPR means for third countries, and thus globally, illustrating at the same time the 
‘Brussels effect’ and what might as well be a – very different – ‘post-Brussels effect’.  

‘Understanding American Privacy’, by Neil Richards, Andrew Serwin and Tyler Blake, 
hints somehow at the idea that US privacy law is often misunderstood worldwide and attempts 
to dispel some common misunderstandings. As such, it constitutes very much an US contri-
bution in a way addressing the European and generally global reader, and thus offers very 
interesting insights of how this reader is perceived. 

The chapter by Karlijn van den Heuvel and Joris Van Hoboken explores both EU and US 
laws, by taking as entry point into their analysis the ‘justiciability’ of privacy and data protec-
tion. This approach is more than a mere argumentative device to attempt to compare models 
but represents a real effort to question to which extent, somehow regardless of their other 
features, global privacy laws can make a real difference for individuals.

Penney’s chapter brings in a Canadian perspective, which, in full consistence with the 
history of academic writing on these matters, is very much concerned with the international 
discussions around privacy and data protection laws. As such, this chapter tells us much about 
the history of convergence and divergence in the global landscape, reminding us that this 
history is not only necessary to understand Canadian developments, but also other regional 
and national situations. 

Hiroshi Miyashita’s chapter on data protection law in Japan zooms in more decidedly into 
a specific moment of a specific national legal framework. His contribution is fascinating 
especially insofar as it shows how seemingly minor nuances in punctual definitions can have 
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a dramatic impact on the level of protection granted to individuals, and from there, indirectly, 
on the international relations and trade opportunities of a whole country. In this sense, even 
subtleties in translation can deeply alter the assessment of what is adequate or inadequate. 

Finally, Mónica Arenas Ramiro attempts to provide a much-needed overview of the situa-
tion in Latin America. Her chapter very well illustrates the different dynamics at stake in the 
region, between influence of external models, international guidance, regional impetus for 
harmonisation and national disparities. The ‘Brussels effect’ is here again perceptible, together 
however with a variety of other forces that deserve due acknowledgment.

II.3 Interdisciplinary and Transdisciplinary Perspectives on Privacy and Data 
Protection

The second part of the book deals with interdisciplinary and transdisciplinary perspectives 
on privacy and data protection. The chapter ‘Social Values and Privacy Law and Policy’ 
by Priscilla Regan eloquently shows that privacy is not only of value to the individual as 
individual but also has a wider social value in a democratic society. In the legal and policy 
realms, privacy is still largely conceptualized as an individual interest or right. Although in 
Europe with the strong human rights tradition and the new data protection framework this is 
not as striking as in the US, which is the focus of the chapter. In the first part Regan reviews 
the literature on the social value of privacy to extract the central themes and their potential 
policy implications, in the second part policy discussions are examined to determine whether 
the social value of privacy has been raised in policy discussions and if so to what effect. In the 
final part Regan looks into the future to see how a social value of privacy can be more fully 
incorporated into policy debates and outcomes.

The chapter by Jo Pierson ‘Media and Communication Studies, Privacy and Public 
Values: Future Challenges’ shows how Media and Communication Studies (MCS) can 
enrich the research on privacy and data protection in mediated communication. As com-
munication in society increasingly takes place via digital intermediaries in the form of 
digital platforms, it becomes essential to focus on how the latter take form, operate and 
have impact in relation to public values like privacy and data protection. The chapter takes 
an interdisciplinary perspective that integrates the advertising motives of these platforms, 
the (inter)national legal and policy environment, the affordances of the data-driven technol-
ogies and the everyday user practices of citizens. Pierson identifies and discusses how these 
different elements together shape the mechanisms (datafication, commodification and selec-
tion) that drive current data-driven digital platforms and argues that to safeguard fundamental 
public values like privacy and data protection in a future platform society, we need to address 
these mechanisms, integrating the levels of artefacts, practices and socio-economic arrange-
ments. To do this Pierson suggests a number of possible pathways using notions of coopera-
tive responsibility, empowerment by design and data literacy.

In their chapter, ‘From Law to Engineering: A Computer Science Perspective on Privacy 
and Data Protection’, Ninja Marnau and Christoph Sorge argue that the nature of com-
puter science with regards to privacy is Janus-faced. The ever-progressing digitalization 
requires digital solutions for effective privacy protection. Computer science can and has to 
act as an enabler of privacy-friendly data processing. The role of privacy engineering and 
privacy-enhancing technologies by far exceeds just guaranteeing legal compliance. In fact, 
the crucial value of privacy engineering is to lessen the latent conflict arising from this power 
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asymmetry by empowering the individual and building trust by giving technical privacy assur-
ances.  In this chapter the authors show that recent and ongoing research efforts in computer 
science have resulted in many approaches with the potential to greatly benefit individuals’ 
privacy. Most importantly, they give individuals the power to use digital services anony-
mously, and they enable statistical evaluations of data without revealing too much information 
about individuals. 

In his chapter Matthias Leese discusses how privacy and data protection are discussed in 
security studies.  The author introduces developments in security studies as parts of the secu-
rity studies community have taken a ‘critical’ turn, scholars have started to increasingly turn 
their analyses to the potential negative ramifications of security politics and practices – a scope 
that strongly intersects with the concepts of privacy and data protection, as they are set to 
protect the individual from intrusions into their private (data) sphere. The identification of 
new security issues, new sites of security production, and new security practices thereby lays 
the foundation for a review of new questions for security studies vis-à-vis privacy and data 
protection in the ensuing section, outlining the role of a privacy/data protection perspective 
for the (critical) study of security and its larger political, social, and economic ramifications. 
The chapter ends with a discussion of the challenges posed to privacy and data protection by 
securitization processes, particularly against the backdrop of a Big Data perspective on the 
analysis of security-relevant data.

Data Protection and consumer protection policy is a topic that has been discussed extensively 
in academic literature, policy making and enforcement circles.  In his chapter Damian Clifford, 
provides a detailed descriptive and evaluative analysis of the EU data and consumer protection 
frameworks to provide normative insights into the potential challenges. The author illustrates 
that there is a complex relationship between the respective data protection and consumer 
protection policy agendas. By examining the protections for pre-formulated declarations of 
data subject consent, the analysis aims to point towards the fundamental challenges at the core 
of this debate. More specifically, the positioning of personal data as a counter-performance/
consideration or a ‘core term’ and hence, the alignment of a fundamental rights orientated 
approach with economically focused protections are illustrative of a clear divide in thinking. 
Although the author sees some positive aspects about as the alignment of protections could 
afford citizen-consumers with more robust enforcement tools, he does question if such a devel-
opment should be sought at the expense of the protections afforded in the GDPR.

The final chapter in this section is a chapter by Gabriela Zanfir- Fortuna and Sînziana Ianc 
on Data Protection and Competition Law. The authors give a positive message illustrating that 
data protection law and competition law are starting to cross paths in meaningful ways in the 
EU legal framework, aiming to provide a thick layer of protection to individuals as market 
participants whose personal data feed unexplored competition parameters as well as new, sig-
nificant, and profitable markets. It provides an empirical analysis of competition adjudication 
cases at EU level and at national level within Member States of the EU to identify possible 
trends or shifts in enforcement and policymaking with regard to data protection and privacy 
law issues as relevant factors for the assessment of anticompetitive behaviour. Based on this 
analysis the authors identified three stages of the intersection between data protection law and 
competition law: (1) the parallel pathways for the two fields of law; (2) acknowledgment that 
the two fields interact and that they cannot remain in silos; and (3) the beginning of a new era, 
ensuring ramped up protection of the individual as data subject and participant to the digital 
economy, as well as of an integrated, efficient, and competitive digital market.

Gloria González Fuster,, Rosamunde Van Brakel, and Paul De Hert - 9781786438515
Downloaded from PubFactory at 02/26/2023 05:54:28PM

via free access



6 Research handbook on privacy and data protection law

II.4 Hot Topics in Privacy and Data Protection

The third part of the book opens with Maja Brkan’s discussion of the role of the European 
Courts in developing Privacy and Data Protection. The chapter starts with a disclaimer about 
what is not be expected: an analysis of the way the Court of Justice of the EU (CJEU) and 
the European Court of Human Rights (ECtHR) distinguish privacy from data protection and 
requires protection of both. The unique perspective that Brkan develops to make sense of 
the plurality of courts in Europe that guide us, is essential for our understanding of applying 
privacy and data protection. After a short discussion of the role of national courts of EU 
Member States in the fields of privacy and data protection – a role that has been strengthened 
by the GDPR – the author proceeds with examining the role of the CJEU and of the ECtHR 
in subsequent sections. The observations are subtle and fascinating. In particular, the CJEU is 
an actor with many particularities. In the chapter Brkan also discusses the ongoing dialogue 
between the national highest and the European courts as well as between the CJEU and the 
ECtHR. The case law on surveillance and data retention serves to prove her point; the ECtHR 
in Szabó and Vissy refers to CJEU judgements (Digital Rights Ireland and Seitlinger), but does 
it in general in a non-systematic way, whereas the CJEU refers to ECtHR case law in a selec-
tive way ‘when it is necessary to strengthen its reasoning on issues where its own case law is 
lacking and thus uses the ECtHR jurisprudence to fill in the missing pieces of argumentation 
jigsaw’.

Diana Dimitrova’s chapter ‘Surveillance at the Borders’ guides us in a comprehensive 
way through the diverse landscape of border control initiatives and laws initiated by the EU 
to closely monitor incoming, residing, and outgoing travellers, both EU citizens and third 
country nationals. Her chapter offers a rare opportunity to get acquainted with all the data-
bases, tools and law enforcement and border guard networks set up in recent time. The section 
on what kind of data processing takes place before, during and after the travel is visualizing in 
a quite novel way and is a recommended read. The section nicely prepares the way for a more 
classical data protection discussion of the difficulty of combining current border control ideas 
and policies with the principles and the effective exercise of data subject rights.

Dimotrova’s chapter is followed by Alessandro Mantelero on ‘Big Data and Data 
Protection’. The author opens with a short historical timeline to remind us about when data 
protection rules emerged and when big data practices were first developed. Essential for 
understanding the tensions between the two is the following observation: ‘big data analytics 
make it possible to infer predictive information from large amounts of data to acquire further 
knowledge about individuals and groups, which may not necessarily be related to the initial 
purposes of data collection’. This feature thwarts the basic understandings of the traditional 
model of personal information protection (regarding data subject remedies and the principle of 
purpose limitation), Mantelero writes, which explains why the author then turns to recent data 
protection reform at the level of the EU, the US and the Council of Europe. In the EU section, 
the reader will appreciate the detection of several novel elements brought to us by the GDPR 
that are designed to address big data challenges, and equally the critical reflections about their 
respective value offered by the author. One of the novelties discussed is the set of articles in the 
GDPR that together frame the so-called right to explanation (see also the chapter by Malgieri 
in this book). Mantelero underlines the importance of such a right but points equally at the 
weaknesses of the GDPR in creating a solid right (limitation in scope and extensive excep-

Gloria González Fuster,, Rosamunde Van Brakel, and Paul De Hert - 9781786438515
Downloaded from PubFactory at 02/26/2023 05:54:28PM

via free access



Introduction 7

tions). Key is his observation that the GDPR is only a first step in the regulatory development 
to frame big data in a data protection respectful way. 

The chapter of Valerie Steeves and Milda Macenaite on ‘Data Protection and Children’s 
Online Privacy’ is the best possible illustration of the legal wisdom that perfect regulation 
is often impossible. Often there is a plurality of possible choices that all have pros and cons. 
Steeves and Macenaite offer rich comparative materials that highlight some of the regulatory 
options. They discuss the US Children’s Online Privacy Protection Act with its child-specific 
sector specific approach to children’s privacy and compare this approach with the more 
general children’s privacy approach in Canada and Australia.  Interesting is their finding that 
the US regulation is more about parents than about children: ‘the focus of the legislation is on 
parents’ rights as opposed to children’s rights: in the words of the Federal Trade Commission 
website, the ‘primary goal is to place parents in control over what information is collected 
from their young children online’. Troubling is their observation that the laws in Canada and 
Australia are partly shaped by the US approach, including the bright line rule that under 13 
parental control and consent is always asked for. Still there is a distinct regulatory approach, 
complemented by active policymaking by both the Canadian and Australian privacy commis-
sioners to promote children’s privacy issues. That regulatory effort by data protection bodies 
(national data protection authorities, Article 29 Working Party, …) is also to be found in the 
EU. The specific provisions of the GDPR that relate to children are concisely situated within 
comparative and historical context. Their contribution ends with a beautiful reflection about 
the lack of individual assessment of youngsters in the American and EU laws and their reliance 
on bright line rules.

There is no better guidance about biometrics than the one offered by Els J. Kindt in her 
many writings on the topic. The contribution ‘Biometric Data Processing is the legislator 
keeping up or just keeping up appearances?’ contains an excellent overview of the many reg-
ulatory issues with this new technology, which is receiving more and more specific attention 
in recent law making. Kindt identifies many tensions with fundamental rights caused by the 
use of biometrics. This is followed by a technical discussion of the main biometrical relevant 
novelties in the GDPR. A simple question such as whether pictures taken by an amateur fall 
under these provisions seemingly gets no easy answer. Thorny questions about the collection 
of data, the (non-)use of templates and the central storage of biometrical data are avoided, 
squashing all hopes of fundamental rights lawyers to address the main threatening aspects 
of this technology. Kindt ends her contribution with a discussion of three outstanding issues 
(in the section ‘legal politics’) and a useful reminder of some of the legal obligations on the 
authorities and private parties to respect fundamental rights.

Max von Grafenstein in his contribution on ‘Co-Regulation and the Competitive Advantage 
in the GDPR’ discusses a topic closely related to a general discussion in law about 
self-regulation as an alternative of or complement to top-down control-based regulation, for 
instance, through laws. Companies increasingly make use of certification to demonstrate their 
good faith in the application of laws and regulations. The GDPR testified the importance of 
certification (and the linked activity of accreditation) in its Articles 42 and 43. Closer analysis 
reveals a complex system with roles for private certification bodies, national data protection 
authorities, the European Data Protection Board (EDPB) and the European Commission. The 
system is designed in such a way that by adding enforceable elements of control by data pro-
tection authorities, it waters down self-regulatory elements. In his detailed contribution, Von 
Grafenstein goes in depth into this regulatory tool (identified as a co-regulatory instrument 
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rather than a self-regulatory instrument) that he situates in a regulatory dilemma about uncer-
tainty and the need to leave openness to safeguard innovation. His conclusion is positive about 
the potential to ‘solve’ the dilemma between certainty in law and innovation. Under certain 
conditions co-regulatory instruments like certification can overcome the divide. 

In the chapter on ‘Automated Decision-making and Data Protection in Europe’, Gianclaudio 
Malgieri examines the regulation of profiling algorithms and automated decision-making 
as omnipresent features of our data-driven society. Both the GDPR and Convention 108+ 
are now recognizing rights to receive/access meaningful information about logics and 
effects of automated decision-making processes and shield the individual against automated 
decision-making with additional safeguards. Perhaps the GDPR was too early for mature 
regulation and its innovations have been the object of many academic debates. Malgieri dis-
cusses these debates and the relevant guidance by the Article 29 Working Party. Clearly, not 
all outstanding issues are solved, but it is manifest that the risks of algorithms and automated 
decision-making are not ignored in the regulatory capitals of Europe.

A Research Handbook on Privacy and Data Protection Law: Values, Norms and Global 
Politics can mean several things, and would probably have another outlook in the hands of 
others. In the view of the editors of this Handbook, the current collection of contributions will 
be a good reference point for starters and experts in data protection and privacy law, policy, 
and related developments throughout the world.
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